	[bookmark: _Toc466022543] 

	ONR Guidance




[image: ]


Enforcement Management Model (EMM) | Issue: 5.6


Page | 13
ONR-DOC-TEMP-180 (Issue 2.3)
Contents
1.	Introduction	3
2.	Purpose and application of enforcement	5
2.1.	Purpose of the Enforcement Management Model (EMM)	5
2.2.	Circumstances where we expect to consider prosecution	6
2.3.	To who does Enforcement apply	6
2.4.	Types of Enforcement and Limitations of the EMM	7
3.	Process of applying the EMM	10
3.1.	Matters of Evident Concern	10
3.2.	Gap analysis – Risk level	13
3.3.	Gap analysis - Determining the benchmark standard	15
3.4.	Non-risk based compliance and arrangement issues	17
3.5.	Determine the baseline enforcement level (BEL)	19
3.6.	Application of dutyholder and strategic factors	20
3.7.	Making an enforcement decision	21
3.8.	Recording the application of the enforcement decision	22
3.9.	Review of decision	22
3.10.	Implement enforcement action and communicate decision to dutyholder	23
3.11.	Follow-up actions and identifying lessons learned/ operating experience	24
Appendix A – Types of enforcement actions	25
Appendix B – Examples of consequence levels	37
Appendix C – Dutyholder and strategic factors	40
Appendix D - Examples of compliance and administrative issues	44
References	49
Glossary	51
Document control information	53






Page | 1

Enforcement Management Model (EMM) | Issue: 5.6
1. 

1. [bookmark: _Toc213836303]Introduction
ONR takes enforcement action when dutyholders are found to be failing to meet the security, health, safety, safeguards and welfare standards required by law. To do this ONR has been provided with a range of enforcement powers, from providing advice to instigating court proceedings.
[bookmark: _Hlk211498304]All ONR staff who make enforcement decisions are required to follow ONR’s Enforcement Policy Statement (EPS) [1]. The appropriate use of enforcement powers, including prosecution, is important, both to secure compliance with the law and to ensure that those who have duties under it may be held to account for failures to meet security, health, safety, safeguards and welfare standards.
The purpose of this guidance is the practical application of ONR’s EPS, providing an ONR framework to support effective regulatory decision making where enforcement action is proportional to the legal breach.
The regulatory outcome we are seeking is consistent decision making which meets the purposes of enforcement, as defined in the EPS:
I. ensure that dutyholders take action to deal immediately with serious risks; 
II. promote, achieve and sustain compliance with the law;  
III. ensure that dutyholders who breach regulatory requirements, and directors or managers who fail in their responsibilities, are held to account, which may include bringing alleged offenders before the courts in England and Wales, or recommending prosecution in Scotland, in the circumstances set out later in this policy. 
The guidance is for all inspectors who are judging compliance of dutyholders, irrespective of ONR purpose[footnoteRef:2], covering the nuclear industry and relevant areas of the non-nuclear industry for which ONR are the enforcing authority. This guidance is also for inspectors who are carrying out peer review or approval of enforcement decisions. [2:  The term ‘safety’ should be considered as relating to all aspects of safety including Nuclear Site Health and Safety, nuclear, radiological, chemotoxic, fire and transport.  The term ‘security’ refers to civil nuclear, radiological and transport matters only. The term ‘safeguards’ refer to nuclear safeguards. This reflects all of ONRs regulatory purposes for which enforcement action is relevant.] 


Enforcement is the foundation to how we regulate. The term ‘enforcement’ has a wide meaning and applies to all dealings between enforcing authorities and those on whom the law places duties. We are considering it throughout our interactions, such as investigations as well as when judging compliance as part of our inspection regime (where we are proposing an amber or red rating [2]).


[bookmark: _Toc213836304]Purpose and application of enforcement
[bookmark: _Toc213836305]Purpose of the Enforcement Management Model (EMM)
The EMM is not a procedure in its own right. It is not intended to fetter inspectors’ discretion when making enforcement decisions and it does not direct enforcement in any particular case. It is intended to: 
ensure consistency of ONR’s approach in enforcement decision making;
ensure proportionality[footnoteRef:3] and targeting[footnoteRef:4] by considering the risk based criteria against which decisions are made; [3:  Proportionate as defined in the EPS ‘Proportionality means relating enforcement action to the level of avoidable risk (i.e., the risk gap)’ arising from a breach and/or the seriousness of a failure to comply with a legal obligation.]  [4:  Targeting as defined in the EPS ‘Targeting means making sure that actions are targeted primarily on those activities that give rise to the most serious risks, where the hazards or vulnerabilities are least well controlled, or where ongoing compliance with the law needs to be established; and that action is focused on the dutyholders who are responsible for the risk and who are best placed to control it.’] 

provide a framework for making enforcement decisions transparent, and for ensuring that those who make decisions are accountable for them; 
help inspectors assess their decisions in complex cases, allow peer review of enforcement action; and 
guide less experienced inspectors in making enforcement decisions.
The EMM provides a framework for making consistent enforcement decisions; it is not a mechanistic decision making tool. Rather it guides inspectors in considering the key aspects of a dutyholder’s shortfall in performance; to arrive at the most appropriate enforcement decision for the circumstances. 

[bookmark: _Toc213836306]Circumstances where we expect to consider prosecution
The EMM cannot dictate that prosecution will be taken. It can only ever recommend the consideration for prosecution. This is because the EMM does not seek to formally apply any evidential tests to determine if there is sufficient admissible evidence to support prosecution, or to apply a public interest test to determine whether prosecution is proportionate, as required by the Code for Crown Prosecutors. Notwithstanding that for Scotland, the decision to prosecute is taken by the Crown Office and Procurator Fiscal Service (COPFS) and not ONR. 
The inspector should identify from the EPS [1], if one or more of the circumstances apply where ONR would normally prosecute, or recommend prosecution. 
For most of the circumstances listed in the EPS, it will be evident to the inspector (utilising specialist inspector advice as required) to confirm if the investigation criteria [3] has been met and we would then follow the investigation process (and produce an Investigation Decision Record). 
Inspectors consider the sufficiency of the evidence for recommending prosecution to the ONR Approval Officer within the Investigation and Prosecution Record [4]. The investigation guidance includes application of the EMM throughout the investigation usually in relation to ensuring the enforcement purposes of the dutyholder dealing immediately with serious risks and / or sustaining compliance with the law.
[bookmark: _Toc213836307]To who does enforcement apply
The law applies to who and where it says it does and places duties on Corporate bodies, Crown bodies and individuals.
Crown bodies cannot be subject to statutory enforcement. However, non-statutory arrangements for enforcing health and safety requirements in Crown bodies allow enforcing authorities, including ONR, to issue non-statutory notices and the censure of Crown bodies in circumstances where, but for Crown immunity, prosecution would have been justified. As such, the ONR EMM should be applied to Crown bodies as it would be applied to any other dutyholder.
Individuals: Acts and Regulations often place duties upon individuals (for example, The Nuclear Industries Security Regulations 2003 (NISR 2003)) and of particular note, are the following from the Health and Safety at Work etc. Act 1974 (HSWA) [5]; and the Energy Act (TEA) 2013 [6]; 
· HSWA, Section 7; TEA Part 3, Chapter 5, Section 102 – General duties on employees at work. 
· HSWA ,Section 8; TEA Part 3, Chapter 5, Section 103 – Duty for individuals not to interfere with or misuse things provided in pursuant of any relevant statutory provisions. 
· HSWA, Section 36; TEA Part 3, Chapter 5, Section 106 (2d) – 
An individual whose actions resulted in another person committing an offence is also guilty of said offence. 
· HSWA, Section 37; TEA Part 3, Chapter 5, Section 106 (2e) – 
An individual who is a directing mind of a body corporate is guilty of an offence themselves if they have consented to, connived in or their neglect is attributable to that body corporate committing an offence.
[bookmark: _Toc213836308]Types of enforcement and limitations of the EMM
Within the EMM there are a range of enforcement actions from regulatory advice, to issuing specifications, directions and notices (refer to Figure 1). Inspectors can also institute proceedings (England and Wales) or recommend prosecution (Scotland) where the circumstances warrant it. Making decisions about appropriate enforcement is fundamental to the role of an inspector.
[image: ]
[bookmark: _Ref173421760]Figure 1 - Types of enforcement

Inspectors should have a sound understanding of the hazards and control measures associated with the dutyholder’s activities. The process of making enforcement decisions is multi-faceted and involves the exercise of professional judgement, so that action appropriate and proportionate to each situation is taken. Further guidance on this can be found from the Government Legal Department [7]. 
Inspectors have the opportunity to regularly monitor the response to identified shortfalls and where necessary escalate in cases where dutyholders fail to respond appropriately. This regular monitoring means that the usual approach adopted by ONR inspectors is to identify a baseline level of enforcement to deliver compliance, which is proportionate to the risk to safety, security or safeguards, or the seriousness of any breach of the law. 
Enforcement decisions must be impartial and justified. The EPS sets out the approach and enforcement principles which inspectors should follow. 
The EPS accords to the Regulators Code [8] and the Legislative and Regulatory Reform Act 2006. As a public regulator, ONR is accountable for managing the enforcement processes we apply.
Inspectors apply the principles of the EMM in all of their regulatory activities, but they will only formally apply the EMM and record the outcome when considering more significant safety, security or safeguards events or lack of compliance, or the cumulative effects from a number of less serious events, or lack of compliance, that could lead to utilising ‘formal enforcement’[footnoteRef:5].  [5:  Terminology can be confusing given everything we do when dealing with a dutyholder is termed as enforcement. So, to distinguish, the term ‘formal enforcement’ when used in this document relates to an enforcement letter or greater, as opposed to other means of enforcement such as giving advice and encouraging improvement.] 

As such, the ONR EMM is intended to guide, not direct, enforcement action and so, it should not restrict an inspector’s discretion to exercise their own judgement.
Use of the EMM is not a one-off process. For example, as part of an investigation it may be identified that there are clear breaches and a timely enforcement decision may be required to achieve compliance with the law, prior to completing the investigation [3]. However, as the investigation culminates, inspectors may need to consider the EMM again to ensure the proposed enforcement action meets the purposes of enforcement. 
Recording of the enforcement decision must take place when the baseline enforcement level (‘BEL’) is to use formal enforcement, or if the BEL has been escalated due to dutyholder factors or modified by strategic factors. Proportionate recording of the application of the EMM is considered to be a useful practice for inspectors, for example when considering appropriate enforcement action for inspections which are overall rated amber.
In relation to NSHS matters inspectors should consider HSE operational guidance and enforcement [9] to determine whether they are relevant to ONR’s enforcement decision [10].
There are limitations to ONR’s EMM, when assessing risk and compliance with legislation, since the decision making can range from being relatively straightforward to extremely complex. It is a simple model that provides a framework for aiding decision making and improving consistency; it cannot capture all the nuances and complexities of enforcement decision-making in all circumstances hence the over-riding requirement for inspectors to use their professional judgement. 
This is the reason why recording the regulatory context and decision-making steps in the Enforcement Decision Record (EDR) [11, 12] is often beneficial for inspectors as it clarifies the basis of the inspectors’ conclusions and the approval of the enforcement decision. 
The EDR should be completed proportionally to the complexity of the decision and not be a burden, it also provides the knowledge management and auditable trail of the decision to support future enforcement escalation, if the decision is challenged or for consistency review.
The permissioning regimes regulated by ONR are not included in the EMM as ONR has comprehensive guidance to inspectors regarding the nuclear industry and transport permissioning regime [12]. 
[bookmark: _Toc46136917]Where dutyholders are seeking ONR permission, they are not implementing or operating the proposed new or modified activity / plan. Consequently, there cannot be any realisation of risk associated with the proposal in itself at that point. 
Consideration should also be given to the Control of Major Accident Hazards (COMAH) Regulations’ Competent Authority (CA) and Memorandum of Understanding when considering permission and/or enforcement action relating to COMAH [14].


[bookmark: _Toc213836309]Process of applying the EMM
[bookmark: _Toc449700739]The process for enforcement decision making is presented in diagrammatic form at Figure 2.
[bookmark: _Toc213836310][bookmark: _Toc46136918]Matters of Evident Concern
Inspectors have a range of options for addressing immediate safety risks. 
For dealing with immediate safety risks see Dealing with Matters of Evident Concern and Major Potential Concern TIG. 
Addressing immediate risk (including risk of serious personal injury) is the first purpose of enforcement. When addressing immediate risk, the inspector will likely be on site and will be making contemporaneous notes within their notebook. 
In circumstances where it is the opinion of the inspector that a work activity:
carried on (or likely to be carried on) in an area enforced by ONR,
under the control of, a dutyholder, contractor or other person, 
which involves (or will involve) a risk of serious personal injury, 
the inspector should take appropriate action such that in their opinion risks have been eliminated or reduced to an acceptable level in line with their powers (for example HSWA s22 / s25, TEA13, Schedule 8, Part 2 (4) / Part 3 (10), The Regulatory Reform (Fire Safety) Order 2005, Part 3, Article 31 and The Fire (Scotland) Act 2005, Part 3, Chapter 2, Section 63). 
If the inspector is unsure of the appropriate action, they should seek advice from a specialist inspector. If no advice is available, the inspector should make their Head of Regulation (HoR) aware if possible and stop the activity giving rise to risk of serious personal injury by verbal advice to the dutyholder. In most instances this will be enough, and be recorded to confirm how dutyholder(s) have addressed the immediate risk. Where the matter has not been addressed by the dutyholder and the risk of serious personal injury remains, the inspector should stop the activity by the service of a Prohibition Notice[footnoteRef:6] (PN).  [6:  Or a deferred PN where the immediate cessation of the activity would give rise to further risks, e.g. uncontrolled shutdown of a chemical process or moving a consignment of RAM to a safe location before prohibiting further carriage.] 


Further powers[footnoteRef:7]: [7:  ADR/RID gives the power to the Transport Competent Authority to prohibit or interrupt non-compliant transport activity, they may also authorise onwards transport of non-compliant loads. The TCA is currently reviewing these powers and their application as part of the ONR EMM.] 

0. LC 31(1) gives power to ONR to direct the licensee to shut down any plant, operation or process on the site within such period as the ONR may specify.  
In relation to COMAH [14], the COMAH Competent Authority (i.e., ONR in conjunction with the relevant environmental regulator) has the power to issue COMAH prohibition notices to direct the licensee to shut down any COMAH related operation if it is seriously deficient in preventing major accidents.  
By using influence or statutory powers, the inspector is likely to have taken action sufficient to ensure the risk is effectively controlled. However, the inspector will also need to determine: 
0. whether to take further enforcement action to secure sustained compliance with the law in relation to that, and other risks they have identified; and 
0. whether consideration of criminal proceedings is appropriate. 
0. whether shortcomings in health and safety management have led to this risk manifesting and whether these shortcomings could lead to workers and / or members of the public being exposed to risks in other areas of work (extent of condition).


[image: Figure 2 - Process of applying the EMM]
[bookmark: _Ref173491242]Figure 2 - Process of applying the EMM.


[bookmark: _Toc213836311]Gap analysis – Risk level
Risk includes actual or potential harm.
In determining risk, the inspector should initially assess the level(s) of actual risk arising from the dutyholder’s activities, based on the inspector’s judgement of the hazards and control measures informed by their training, experience, guidance and other relevant sources of information 
(including advice from specialist inspectors). 
Some risks may be relevant to more than one regulatory purpose, for example a loss of nuclear material from a civil nuclear site would be relevant across purposes. On these occasions it is important that the purposes 
coordinate to ensure awareness of the risk and that appropriate enforcement action is taken. 
When considering security risk this will be based on a deterministic approach which is underpinned by His Majesty’s Government (HMG) requirement that the industry works on the probability of a physical or cyber-attack being certain. The threats on which risk is determined are postulated, and are outlined in the Design Basis Threat (DBT) to reflect HMG risk appetite rather than the actual threat reporting. In determining security consequence the effects may not materialise in a manner which may cause or increase the risk to the public, but may generate a serious consequence due to the creation of security vulnerabilities which would be inconsistent with HMG risk appetite.
Evaluation of the risk may involve considering several inter-related causal factors, for example, for an evaporative cooling water system causal factors may include system management, responsible person competence, maintenance, sampling, and/or assessment of the risks. It is important to bear in mind all factors to ensure the right ones are assessed at the risk gap stage and the correct standards are used.
Evaluating the risk level
The concept of risk level is used as an overall indicator of how far away from the relevant standard the particular circumstances encountered by the inspector actually are. The risk level takes account of potential for harm and actual harm, consequences, and the adequacy of the control measures in place to provide protection against the potential for harm. 
The risk level matrix should be used by inspectors, in conjunction with their experience and judgement, to determine an appropriate risk level (refer to Table 1) for health, safety and security risks. 

The risk level matrix uses two parameters; the consequence level is a relative measure of the actual or potential harm, to workers or the public (for security the gap with HMG risk appetite); the control measures level is a relative measure of the extent to which controlling the risk to the relevant benchmark standard has been satisfied. Refer to Appendix B for guidance on the selection of consequence levels.
[bookmark: _Ref213835890]Table 1 - Risk level matrix
	[bookmark: _Hlk204096317]
Consequences of the Risk
(Actual and Potential)
	
Serious
	
Nominal

	
Substantial

	
Extreme


	
	
Significant

	
Nominal

	
Moderate

	
Substantial


	
	
Minor

	
Nominal

	
Nominal

	
Moderate


	
	

	
Acceptable
	
Weakened
	
Absent / Inadequate

	

	

	
Assessment of Control Measures to mitigate risk


Consequence levels: 
Serious - Serious consequences should be selected in circumstances that have or may result in; death, multiple casualties, major injury or significant permanent debilitation; significant radiation exposure to members of the public; creation of a significant security vulnerability and / or significant civil disruption.
Significant - Significant consequences should be selected in circumstances that do not satisfy the criteria for serious consequences but have or may; result in a non-permanent or reversible health effects, or temporary disability; creation of security vulnerabilities (in isolation or in conjunction with others); or exposure of members of the public to risks arising from activities of the dutyholder.
Minor - Minor consequences should be selected in circumstances that do not satisfy the criteria for serious or significant consequences and will not result in any permanent harm to workers; harm to the public; or civil disruption.

Control measures:
Absent / Inadequate: Do not meet legislative requirements, key risk controls have not been implemented or recognised as required, it is probable the risk will materialise or for security it is probable that the vulnerability could be exploited, or falls significantly short of required security outcomes.
Weakened: Some risk controls identified which will reduce the consequences, erosion of standards in relation to implementation, it is possible the risk will materialise or for security, it is possible the security vulnerability could be exploited or falls short of required security outcomes.
Acceptable: Key risk controls identified, proceduralised and supervised, it is remote that the consequences will materialise (does not apply for security).
[bookmark: _Toc213836312]Gap analysis - Determining the benchmark standard
Benchmark standards, are what a dutyholder must consider to determine what needs to be done to comply with the law. They have differing ‘authorities’, for example, they could be specified in law, or may be a reasoned description of what the law seeks to achieve set down in guidance. 
This influences the decision about the proportionate level of enforcement. 
A higher level of enforcement is expected where a dutyholder has failed to meet well known and established standards compared to situations where there is little information or guidance available.
Within the EMM, ONR classifies all standards as being either Defined, Established, or Interpretive. There may be a range of standards that are relevant to the matter(s) being considered; the standard used should be that which best describes the circumstances. 
The law which we enforce is a mix of both prescriptive and goal setting, inspectors should, when considering which level of standard to be applied within the EMM, be guided by the definitions below. In selecting the Standard to be applied within the EMM, the underlying principle is that of the extent to which the dutyholder is able to decide for themselves how they achieve compliance against any legal duty placed upon them. 
Defined standards are those which explicitly define what is expected of a dutyholder in terms of how they act in complying with the relevant legislation not requiring interpretation.  The standard will prescribe what is expected, and there will be no alternative approach available to the dutyholder.  
Defined standards can come from a wide range of formal legislation and related guidance documentation, including (but not limited to); Acts, Regulations, Orders, and Approved Codes of Practice (ACoPs). It is worth noting that formal legislation may have, within the same document, a mix of Defined and Established standards. Identifying which to apply is the responsibility of the inspector, as the context of each situation will be different.
Established standards are those which provide a clear and unequivocal definition of the outcomes or goal-setting performance expected of the dutyholder, but which do not prescribe a single defined way in which that is achieved.  They will often contain reference to specific actions and/or approaches to compliance that a dutyholder can take and may reference Relevant Good Practice (RGP) as part of the standard.
Established standards can come from a wide range of formal legislation and related guidance documentation, similar to defined standards. They may also come from other standards linked to legislation, published or commonly known standards of performance interpreted by regulators or other specialists, industry or other organisations. For example, British Standards, LCs, Security and Safety Assessment Principles, Safeguards Nuclear Material Accountancy, Control and Safeguards (ONMACS), Cabinet Office Security Policy Framework, TIGs, TAGs and IAEA Standards. 
For nuclear safety decisions, demonstration of ALARP will normally be made within the dutyholder’s safety case required under LC 23. The need to demonstrate ALARP also arises in other legislation for example, Ionising Radiations Regulations 2017 (IRR) Regulation 9 requires that exposure should be restricted SFAIRP, or the Management of Health and Safety at Work Regulations 1999, which require a suitable and sufficient risk assessment.
Interpretive standards are those which provide examples of the actions and / or approaches that a dutyholder might consider when meeting a specific duty.  They will not often be formally published but may derive from widely accepted and recognised approaches across the dutyholder community which are undertaken in the delivery of their duties.
Due consideration should be given to all statutory instruments, ACOPs and HSE guidance when considering the most appropriate benchmark standards from a nuclear site health and safety perspective.

When considering the BEL, it is possible that multiple standards may be applicable to the circumstance being considered and the circumstances relate to one or several ONR purposes.  The standard that sets the most relevant benchmark should be the one that is applied. An example would be LC 13; it is explicit in LC 13(4) that the nuclear safety committee should consist of at least seven persons, here the benchmark which is to be achieved is directly set by the LC and so LC 13 can be regarded as the relevant standard, which in this aspect would be considered as Defined. Another example would be radiation risk assessment for nuclear and non-nuclear dutyholders where the IRR17 ACoP paragraph 70 and 71 are explicit related to how dutyholders comply and can be regarded as the relevant standard, which in this aspect would be considered as Defined.
LCs in a number of places require a benchmark of making and implementing adequate arrangements which is goal setting/ non-prescriptive. Here, it is necessary to turn to sources of relevant good practice to directly inform the required benchmark. In this instance the relevant good practice will be found in Established Standards. It is important to note that legislation and ACOPs may include defined standards (for example, prescription of a minimum level of provision) as well as established (for example, where the expectation is goal setting).
For safety guidance on what constitutes relevant good practice can be found in ONR guidance, ‘Regulating duties to reduce risks to ALARP’ [16].
[bookmark: _Toc213836313]Non-risk based compliance and arrangement issues
The term ‘compliance and administrative arrangements’ is used to describe legal requirements, which are not in themselves risk based. 
These arrangements are generally defined by law or supporting ACoPs. While they may not be risk control measures, their absence can undermine the workings of an efficient health, safety, security or safeguards system. 
The concept of risk level is not appropriate for assessing compliance and administrative aspects of legal requirements which in themselves do not relate directly to risk control (for example, the requirement to notify ONR of an incident [16]). The EMM refers to such cases as non-risk based compliance and administrative arrangements issues and treats them separately from risk-based issues. There are examples of these for purposes in Appendix D Examples of compliance and administrative issues, to support inspectors.

Proportionate enforcement action is determined by considering the extent of the non-compliance and the standards expected. Table 2 identifies the BEL for securing compliance for non-risk issues. It is not usually appropriate to consider prosecution in relation to non-risk based compliance and administrative issues that do not in themselves give rise to risks. 
An exception however might be where there are relevant dutyholder and / or strategic factors, or the matter is specified in the EPS (for example, a failure to comply with a notice or direction). 
[bookmark: _Ref213835963]Table 2 - Compliance and Arrangements matrix for Baseline Enforcement Level
	Level of compliance for non-risk based issues. How well are the standards for compliance or administrative arrangements complied with?
	Benchmark standard
	BEL

	Absent 
Total absence, appreciation or implementation of compliance. 

	Defined
	Notice/ Direction/ LC powers 

	
	Established
	Notice/ Direction/ LC powers

	
	Interpretative
	Enforcement letter

	Inadequate 
Only rudimentary observance with standards or inadequate compliance, where such failures are of a substantial or material nature. 
	Defined
	Enforcement letter

	
	Established
	Enforcement letter 

	
	Interpretative
	Regulatory advice

	Minor
Deficiencies or inadequacies are minor, have little material impact and can be remedied easily. 
	Defined
	Regulatory advice

	
	Established
	Regulatory advice

	
	Interpretative
	No action required





[bookmark: _Toc46136919][bookmark: _Toc213836314]Determine the baseline enforcement level (BEL)
[bookmark: para27]This is the baseline level of enforcement that is judged appropriate to secure compliance; it reflects, and is proportionate to, the risk to health, safety, security or safeguards or the seriousness of any breach of the law.
To determine the BEL, the risk level and benchmark standard are compared in Table 3.
[bookmark: _Ref213835999]Table 3 - Baseline enforcement level (BEL)
	Risk level
	Benchmark standard
	BEL to secure compliance with the law
	Consider prosecution?[footnoteRef:8] [8:  Ensure that the action meets the expectations of the EPS in relation to considering prosecution. 
If the conclusion of the enforcement decision is to consider prosecution then utilise our Investigation guidance [3] which is an enabler for ensuring the sufficiency of evidence to support a recommendation of prosecution to an Approval Officer.] 


	Extreme
	Defined
	Notice/ Direction/ LC powers
	Yes (refer to Appendix A)

	
	Established
	Notice/ Direction/ LC powers
	Yes (refer to Appendix A)

	
	Interpretative
	Notice/ Direction/ LC powers
	

	Substantial
	Defined
	Notice/ Direction/ LC powers
	

	
	Established
	Enforcement letter
	

	
	Interpretative
	Enforcement letter
	

	Moderate
	Defined
	Enforcement letter
	

	
	Established
	Regulatory advice 
	

	
	Interpretative
	Regulatory advice 
	

	Nominal
	Defined
	Regulatory advice
	

	
	Established
	No action required
	

	
	Interpretative
	No action required
	


[bookmark: _Toc46136921]Note: Refer to Appendix A for further information on the types of enforcement actions.
[bookmark: _Toc213836315]Application of dutyholder and strategic factors
The following guidance on dutyholder and strategic factors is aligned to ONR’s guidance on ‘Risk-informed Regulatory Decision Making’ (RIRDM) [18]. 
Dutyholder factors
Consideration of dutyholder factors is important when making an enforcement decision as these reflect the inspectors’ knowledge of the dutyholder and their activities. Dutyholder factors therefore have the potential to only escalate the enforcement decision from the baseline level (refer to Appendix C for further information on dutyholder factors). There are also dutyholder factors where the EPS states we should consider prosecution, in these instances we would be escalating the BEL to align with the expectation of the EPS.
Importantly, just identifying one factor to be relevant doesn’t automatically mean that the BEL should be escalated or equally that only finding one factor means that it should not; it is for the inspector to judge based on their knowledge of the dutyholder what is proportionate in the circumstances – the EMM is only a tool to support the inspector in demonstrating alignment to the EPS. 
The ONR EMM includes a discretionary peer review which can be used to help inspectors and HoR to consider whether the proposed enforcement action meets the strategic factors, EPS, or if considering prosecution the Code for Crown Prosecutors in England and Wales or the Prosecutors Code in Scotland. 
Strategic factors
As well as providing guidance on the evidential tests, the Code for Crown Prosecutors also applies a public interest test to prosecution decisions. 
The same principles of evidential sufficiency and public interest apply to all inspector enforcement activities. 
There are competing demands on the finite resources available to ONR, and a balance has to be achieved based upon risk, potential outcomes and public expectations. When considering public interest, inspectors are looking to satisfy themselves that the proposed enforcement action will produce a net benefit to the wider community in terms of reducing risks, targeting public resources on the most serious risks and the costs of pursuing a particular course of action. 

Public interest is a difficult issue to assess. Inspectors should ask themselves what a reasonable person would expect from ONR in the circumstances. A further test is whether the particular decision could be justified in any public forum or inquiry.
The inspector should test the proposed enforcement action against the strategic factors in Appendix C. Application of the strategic factors may leave the recommended enforcement action unaffected, escalate or deescalate it (potentially below the BEL). 
In addition to the consideration of any vulnerable groups and the public interest test, strategic factors might include the effect of the proposed enforcement on other national regulators regulating in similar circumstances and the effect of the decision on other dutyholders. For example, preventing or delaying an activity could lead to an increase in risk elsewhere, which is outside an individual dutyholder’s control.
Not all factors may apply. This is a further aid for inspectors in reaching an enforcement decision. It is important that the inspector makes it clear which factors have been applied in the EDR, and why. ONR will utilise what is recorded in the EDR to support consistent and transparent enforcement decision making. 
There can also be, on extremely rare occasions, other wider national factors 
(beyond the dutyholder and strategic factors described above) which are beyond ONR remit, such as ‘in the interests of national security’, where ONR does not have sufficient knowledge of the considerations involved, nor the legal authority, to judge the significance of such factors. For further guidance on strategic factors as part of regulatory decision making, refer to [18].
[bookmark: _Toc46136923][bookmark: _Toc213836316]Making an enforcement decision
For the enforcement action recommendation the inspector will be drawing together; the BEL, application of factors, the actions / response taken by the dutyholder. The inspector should use these to inform their judgement to arrive at the enforcement action which is most appropriate in the circumstances.
The inspector will be ensuring that the enforcement decision / action / recommendation takes account of the following principles in relation to the priorities for action:
Does the enforcement decision/action/recommendation deal with the most serious risks in order of priority, and in appropriate timescales?
Are underlying causes addressed?
Does the enforcement decision / action / recommendation take account of the scale of the failures, for example, isolated or multiple failures?
Does the enforcement decision/action/recommendation deal with the fundamental cause of the problem(s), for example, workplace precautions, risk control systems or management arrangements?
Whether the proposed enforcement action meets the EPS in terms of principles and expectations (such as the expectation of when ONR would consider prosecution).
[bookmark: _Toc213836317]Recording the application of the enforcement decision 
An EDR must be completed for any decision where formal enforcement is a realistic possibility (BEL or final decision). Additionally, an EDR is a useful auditable trail for all enforcement decisions and an inspector may utilise the template as a concise summary of enforcement decision making to support articulating their decision. 
[bookmark: _Toc213836318]Review of decision
Peer review
The inspector may request a peer review of their proposed enforcement action, prior to the EDR being submitted to the HoR for review and approval.  A peer review is not mandatory, however, a peer review can support inspector decision making, especially if building experience in relation to this regulatory activity. 
Final review by Head of Regulation
Once the inspector has recommended an enforcement action in the EDR, and a peer review (if one is to be performed) has been completed, the HoR will review the enforcement decision and recommendation to decide the most appropriate enforcement action to implement. This review must be proportionate to the enforcement action being recommended to support consistency and credibility of enforcement decisions in ONR.    
The review process requires the HoR to consider:
that the application and evidence for dutyholder factors has been appropriately applied if the BEL has been escalated.
that the application of strategic factors is addressed by the proposed enforcement action – noting that not all may apply.
whether the proposed enforcement action meets the EPS in terms of principles and expectations (such as the expectation of when ONR would consider prosecution), 
that, for consideration of prosecution, the enforcement action meets the Code for Crown Prosecutors in England and Wales or the Prosecutors Code in Scotland.
There may be specific circumstances where the HoR judges that an alternative enforcement approach to the recommendation is merited (including perhaps below the BEL). Examples may include where the site / dutyholder is under enhanced / significantly enhanced regulatory attention [20] and so is subject to a specific enforcement strategy or where a strategic level regulatory initiative is taking place to improve risk management and where multiple formal enforcement actions may be detrimental to its delivery. . 
If the HoR review concludes that a different enforcement outcome to that recommended is appropriate, or the enforcement outcome is below the BEL, then this must be justified explicitly by the HoR in the EDR. The justification will also be subject to a separate confirmatory review (usually by the most appropriate Head of Profession (HoP) for Safety, Security or Safeguards, on behalf of the Technical Director), who will act independently to advise the HoR and to ensure consistency in the use of such justifications.  
If there is a difference of opinion between any party in relation to the enforcement decision, then this should be rectified before the decision is enacted by utilising ONR’s process for resolving differences of regulatory opinion [21].
[bookmark: _Toc46136926][bookmark: _Toc213836319]Implement enforcement action and communicate decision to dutyholder
In line with our ratings guidance there are clear prompts for when to apply the EMM [2]. We normally ensure that our inspection findings are shared with the dutyholder prior to leaving the site. If the overall inspection rating is ‘red’ or ‘amber’ then the ONR response is to inform the dutyholder that we will be applying the EMM to the findings of the inspection.
Enforcement action must be communicated to the dutyholder, in line with regulatory directorate arrangements. Consider at what level of the organisation the enforcement action should be communicated. It will often require resources to deliver compliance and therefore, those who have the authority to deploy the necessary resources should be targeted for this communication. This should be completed in a timely manner as soon as the EDR is accepted (unless the decision has been challenged in line with a difference of opinion [21]).
The Regulators Code states that:
‘Regulators should share information about compliance and risk’ 
and, 
‘Regulators should ensure clear information, guidance and advice is available to help those they regulate meet their responsibilities to comply’ [8]. 
It also set out our obligations to work collaboratively with other regulators. Consider the relevant regulators, contact them, work with them, as appropriate, in areas of common interest and/or inform them of the enforcement outcome. In most cases this will be straightforward as we have agency agreements with the other appropriate regulators.
The most prominent formal enforcement decisions (i.e., notices, directions, specifications) will be published by ONR’s Communications team on the ONR website, usually once the validity of the notice or direction, etc. has been confirmed (and when any applicable appeal timelines have expired). Due to security considerations this may not be appropriate in all cases.
If an investigation leads to a decision not to prosecute, then prior to formal notification being given to the entity under investigation, sufficient opportunity must be given for internal challenge in line with ONR policy. Any notification that an entity will not be prosecuted should make clear that the decision not to prosecute may be reviewed if new evidence or information becomes available. 
[bookmark: _Toc213836320]Follow-up actions and identifying lessons learned/ operating experience
All formal enforcement actions need to be visible and accessible within ONR, to aid future enforcement decisions and to inform operating experience for inspectors. It also facilitates consistency across the ONR.
Inspectors should track and maintain visibility of formal enforcement actions with the dutyholder by raising an appropriately categorised regulatory issue [21] and then apply the associated guidance, for example, ensure that the enforcement actions are regularly followed up with the dutyholder in line with the agreed response plan.
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[bookmark: _Toc213836321]Appendix A – Types of enforcement actions
Inspectors have a range of legal powers that can be used to compel dutyholders to comply with legal duties, or face prosecution if they fail to do so. Note: Issuing of prohibition notices is not covered under the EMM as this will have likely occurred at site, but failure to comply with a prohibition notice is covered, see ‘General points’ in this appendix. 
Prosecution 
England and Wales
In England and Wales ONR has the power to prosecute for breaches of relevant legislation. ONR must use discretion in deciding whether to bring a prosecution (or a joint prosecution with another enforcing authority) and ensure that so doing fully aligns with our EPS. 
In England and Wales, the decision on whether to prosecute must take account of the tests set down by the Director of Public Prosecutions in the Code for Crown Prosecutors (CCP). No prosecution may proceed unless ONR decides that there is sufficient evidence to provide a realistic prospect of conviction, and that prosecution would also be in the public interest. 
The purposes of enforcement, as laid out in the EPS, are to ensure that dutyholders manage and control risks effectively and comply with the law. Recommending prosecution is an essential enforcement option in relation to holding dutyholders to account. 
The CCP requires the decision to prosecute to be kept under continuous review. Where the circumstances warrant it and the evidence to support a case is available, ONR may prosecute without prior warning or recourse to alternative sanctions. 
Scotland
In Scotland the Procurator Fiscal decides whether to bring a prosecution and will need to be satisfied that there is sufficient evidence and that prosecution is in the public interest. Such a decision may be made on the basis of a recommendation by ONR, although the Procurator Fiscal may investigate the circumstances and institute proceedings independently of ONR. 
Where appropriate, ONR will discuss its proposed approach with the Procurator Fiscal at an early stage and seek direction.


General points 
The EMM cannot dictate that prosecution will be taken. It can only ever recommend the consideration for prosecution. This is because the EMM does not seek to formally apply any evidential tests to determine if there is sufficient admissible evidence to support prosecution, or to apply a public interest test to determine whether prosecution is proportionate, as required by the Code for Crown Prosecutors. Notwithstanding that for Scotland, the decision to prosecute is taken by the COPFS and not ONR.
The baseline enforcement level should align with the expectations of the EPS in relation to considering prosecution. If it does not it is important to remember that the EMM is subordinate to the EPS which identifies specific circumstances where ONR expects that it will normally prosecute or recommend prosecution.
In addition, ONR will, in the public interest, recommend prosecution, where following an investigation [3] or other regulatory contact, one or more of the following circumstances apply: 
it is appropriate in the circumstances as a way to draw general attention to the need for compliance with the law and the maintenance of standards required by law, and conviction may deter others from similar failures to comply with the law.
a breach which gives rise to significant risk has continued despite relevant warnings from employees, or their representatives, or from others affected by a work activity.
If prosecution is to be considered it will be necessary to investigate to establish the breaches and their root causes, and determine that the evidential and public interest tests are met, applying ONR’s Investigation process [3]. 
The potential to prosecute applies to all dutyholders under security, health, safety and safeguards legislation, including individuals such as individual employers, directors, managers, self-employed persons and employees. 
There is no Crown exemption from the duties under the HSWA. 
However, the Crown, including MOD as a Crown body cannot be prosecuted for breaches of the law. In lieu of formal legal enforcement, ONR has guidance for the raising of Crown Censures in respect of occurrences where it is ONR's opinion that, but for Crown immunity, there would have been sufficient evidence to provide a realistic prospect of conviction in the courts [22].
When considering the prosecution of employees, inspectors should also take account of the role that the individual employees played in the commission of the offence, and any relevant actions by their employer.
Directors or managers may only be prosecuted (Offences by bodies corporate), if the body corporate has failed to meet a legal duty. 
Prosecutors must then be able to prove the failure was caused through the consent, connivance or neglect of the director or manager in question. 
When considering the prosecution of such persons, inspectors should seek to apply the principles of the EMM wherever possible and, in particular, should consider the management chain and the role played by individual directors and managers. Prosecuting individuals (HSE Operational Circular (OC) 130/8 V2) states the principles to follow and the factors to take into account when considering prosecuting individuals under sections 7, 8, 36, and 37 of the HSWA.
For legal advice, inspectors should seek guidance from our legal advisory service applying ONR’s guidance on ‘Accessing public and criminal law legal advice’. Additionally, detailed guidance on prosecution can be found at the links below:
Code for Crown Prosecutors for England and Wales
Prosecution Code for Scotland
HSE Enforcement Management Model
ORR Enforcement Management Model
ONR Enforcement Policy Statement (EPS)
Work Related Death (WRD) Protocol


Notices, Security Directions and Licence Condition (LC) powers
Security directions
Security inspectors have the power to issue directions under the NISR 2003 [23], Regulation 11 (Direction to responsible persons), Regulation 21 (Direction to carriers) and Regulation 22 (Duties of persons with sensitive nuclear information). 
Such a direction may impose a requirement to be met within a period specified in the direction, or if it is about the continuing or future adequacy of security at intervals specified in the direction.

Templates for security directions under Regulation 11, 21 and 22 can be found on HOW2 Hub.
Security directions are unlikely to be published on the ONR website.
Consideration should also be given to the extent to which other relevant external stakeholders are informed of the formal enforcement action, and in particular the National Technical Authorities and other regulatory bodies/agencies.   
The contents of a direction should be discussed with the dutyholder in advance of issuing it, so that they are clear why ONR is taking this action, the response required and to what timescales.
The direction will require an associated Level 1 or 2 regulatory issue to track the enforcement actions with the dutyholder. 
This enforcement action will need to be visible internally (for example, to the Regulatory Leadership Team (RLT)), along with all other ONR formal enforcement action (i.e., enforcement letter and above).
Improvement and Enforcement Notices (IN / EN)
Inspectors have the power to issue Improvement Notices (IN) under both the HSWA (section 21 – Improvement Notices; section 23 -Provisions supplementary to ss. 21 and 22) and TEA13 (Schedule 8 Part 2 (3)).
In considering the issue of an IN the inspector has to be of the opinion that the dutyholder is contravening, or has contravened, one or more of the relevant statutory provisions of HSWA, or the applicable provisions of the TEA13, in circumstances that make it likely that the contravention will continue or be repeated. 
[bookmark: _Toc25593584]Crown bodies are exempt from statutory enforcement, but ONR can issue non-statutory notices (Crown notice that work should be stopped (LP52) and Improvement notice for crown employers (LP51)). 
Inspectors have the power to issue Enforcement Notices under the Regulatory Reform (Fire Safety) Order 2005 (section 30) or the Fire (Scotland) Act 2005 (section 64).
The contents of a notice should be discussed with the dutyholder in advance of issuing it, so that they are clear why ONR is taking this action, the response required and to what timescales. 
Along with the notice itself and associated schedule (schedule is not mandatory but there would need to be a good reason for not having one), a covering letter is sent providing information on the circumstances, standard being sought vs. the dutyholder actual, the proposed remedy and the timescales for remedy. Keep the proposed remedy as aligned with the schedule as possible to not overcomplicate and that the notice can be complied with in timely manner.
Serving of the notice which is aligned to TEA 2013 Part 3, Chapter 5, paragraph 109 can be served electronically, as long as the recipient is aware of the method of transmission, see TEA 13 Part 3, Chapter 5, paragraph 110.
For notices served in relation to HSWA, Section 46 relates to how notices will be served. There will be other ways to achieve service outside the scope of Section 46 as the section is permissive not prescriptive. If a notice is to be served by email then you should ensure that you:
a) Identify who the notice should be served upon. With a limited company this should be a director of the company or an appropriate senior manager. The Regulator should confirm the correct recipient with the dutyholder prior to serving. Caution should be taken if the email address appears to be a personal one.
b) The notice, saved in a PDF format, should be emailed directly to the named person. A copy of an appropriate covering letter should be sent at the same time. It may be appropriate to send (or copy) the email to more than one company recipient, such as the health and safety or local manager. 
c) In the covering email the Regulator should ask the recipient to personally acknowledge receipt of the notice - it is a good idea to also ask them to confirm that they are able to open the attached documents.  
d) If you do not receive any acknowledgment of receipt then you should serve the notice in one of the ways outlined under s. 46 of the HSWA. If the recipient of a notice accepts that they have received it, this cures any defect in service.
e) Prior to serving via email, the Regulator should have already explained the notice and its implications. If they have been unable to do this, despite undertaking reasonable efforts to do so, additional text should be added to the covering email highlighting the key points as described in discussing the notice.
Templates for an IN, associated schedule, EN and the related extension and withdrawal forms can be found on HOW2 Hub. The notice templates provide useful prompts for completing, however to support inspectors further for prohibition and improvement notices the HSE have an operational circular related to Improvement and prohibition notices – effective drafting and service OC 130/14.
A dutyholder may request an extension of the notice period, it may be that in your monitoring of compliance with the notice that you may influence that the dutyholder consider an extension and that they must do so:
0. during the period of compliance with an IN; or
0. at any time when an appeal is not pending.
Understand the basis for the request to extend and determine whether the need for an extension is genuine and justified. Ensure you maintain regular contact with the dutyholder such that any extension request is received in plenty of time before the compliance date is due. Often in monitoring close out inspectors may carry out a site visit or inspection to judge how compliance is progressing. Discuss with HoR and complete the extension template on HOW2 Hub.
Although it would be unusual, inspectors can withdraw a notice, usually if there is a significant error with it. This would require discussion with the relevant HoR and may require a new notice to be served if the notice was withdrawn due to an error. 
Failure to comply with an improvement notice is an offence, under the HSWA, Section 33 and under TEA13, Schedule 8, Part 2, paragraph 7(1) potentially leading to prosecution (refer to the EPS where ONR would normally prosecute, for example, there has been a failure to comply with a notice or direction).
An IN (HSWA, s.24 and TEA13, Schedule 8, Part 2, paragraph 6 - Appeal against improvement or prohibition notice) / EN (Regulatory Reform (Fire Safety) Order 2005 s35 or FSA 2005 s66) can be appealed. The reverse of the IN/EN template is guidance on how that can be done. 
A notice of appeal must be presented to the Employment Tribunal within 21 days for an IN or to the local Magistrates Court within 21 days for an EN by the dutyholder. 
The entering of an appeal suspends the IN until the appeal has been determined or withdrawn (this is not the case for a prohibition notice).
If a notice of appeal form from an Employment Tribunal (ET) is received by ONR:
0. discuss all aspects with the HoR as early as possible
0. seek advice from the investigation core team in relation to monitoring financial costs, recovery of costs and timing.
0. record receipt of appeal
0. promptly check that the ET have a copy of the notice
0. inform the ET if the appeal relates to an immediate prohibition notice and full compliance (including remedial measures) has been achieved
0. inform the ET if a decision has been made (or is almost certain to be made) to prosecute the appellant in relation to the circumstances that led to the notice
0. where a prosecution is underway, consider with the HoR whether it would be in ONR's interest to request the ET to put the appeal of the notice on hold pending the outcome of the prosecution
0. where the grounds for appeal are not sufficiently clear on the notice of appeal, promptly contact the appellant to request further information to clarify their reasons for appealing and copy the request and the subsequent reply to the ET.
0. if the reply from the dutyholder is not satisfactory, apply to the ET for an order to be made for release of the information
0. decide in conjunction with the HoR whether a solicitor agent in England and Wales, or ONR's legal advisers in Scotland, should be engaged to handle the appeal.
For the ET hearing prepare an opening statement that includes the main reasons for issuing the notice, the legal requirements relating to the circumstances, which witnesses and documents will be presented to the ET and why. For further information, refer to HSE operational procedure on Notices.
If attendance at the ET hearing is required, then the inspector who served the notice should be prepared:
0. to make an opening statement.
0. to give evidence on the known facts at the time the notice was issued and the justification for the decision to issue it.
0. to call witnesses.
0. to cross examine any witnesses called by the other party.
0. to address the ET.
0. to calculate witnesses’ costs / expenses at the end of the case and should be handed to the ET and the appellant.
Once the validity of the notice has been confirmed the enforcement action will be published on the ONR website.
For enforcement action which may be deemed of interest to other regulators the inspector should inform the relevant counterparts in a timely manner, in accordance with the respective agency agreements.
The IN/EN will require an associated Level 1 or 2 regulatory issue to track the enforcement actions with the dutyholder. These will be followed up with the dutyholder and the dutyholder will be considering the evidence they need to collect to demonstrate that the notice has been met by the notice expiry date.
To close the IN or EN an inspector may determine that an inspection is a suitable way of sampling the notice evidence for closure. Noting the expectation is that inspectors will have been monitoring progress with the dutyholder and that this may have included inspections when evidence was available. 
This close out inspection should be planned to be as close to the expiry notice date as possible (given this is date for compliance), which provides the inspector time to review the evidence provided by the dutyholder and plan the inspection. Providing flexibility to extend the notice before the notice expiry date is reached.
Capture closure of the notice in an email / letter which will document the auditable trail of the notice and will make reference to; 
the notice, schedule and initial covering letter; 
regulatory engagements carried out for updates on progress, provision of regulatory advice or inspection; 
the date of the dutyholders submission of evidence to meet the notice and 
the close out inspection (if carried out).
LC powers
ONR has regulatory powers within the conditions [24] which are attached to the site licence under the Nuclear Installations Act 1965 (NIA65).
In relation to enforcement are the powers to direct and specify which are associated with a number of the LCs.
Templates are available on HOW2 Hub.
The contents of a direction/specification should be discussed with the dutyholder in advance of issuing it, so that they are clear why ONR is taking this action, the response required and to what timescales.
For enforcement action which may be deemed of interest to other regulators, the inspector should inform the relevant counterparts in a timely manner, in accordance with the respective MoUs with each body.

The direction / specification will require an associated Level 1 or 2 regulatory issue to track the enforcement actions with the dutyholder. 
Enforcement letters
Enforcement letters are used by inspectors to seek improvement and bring dutyholders back into compliance. They do not constitute formal enforcement and whilst non-compliance with a letter is not in itself an offence, unresponsive dutyholders are likely to face escalation following the application of dutyholder factors. The enforcement letter template can be found on HOW2 Hub. 
Within the body of an enforcement letter, it should be made apparent:  
What the compliance matter is, including the precise legal duty.
Why this is an issue.
ONR’s expectations of when compliance will be achieved.
ONR expectations for a response to the enforcement letter
The following practices should be followed when issuing enforcement letters:
It should be clear to the dutyholder that they are receiving an enforcement letter, both from the title and in the body of the letter.
The relevant sub directorate governance processes for producing and issuing letters should be followed; email transmission to a dutyholder is acceptable.
The relevant HoR should have been informed of the action via the EDR review and be on the distribution list of the enforcement letter.
The contents of an enforcement letter should be discussed with the dutyholder in advance of sending it, so that they are clear why ONR is taking this action and the response required. The letter should be addressed to include managers in the dutyholder organisation who have the authority to remedy the contravention, and to safety representatives for their awareness.
Relevant external stakeholders, in particular other regulatory bodies/agencies, should be informed of the letter.  
The enforcement letter will require an associated regulatory issue to track with the dutyholder the enforcement actions detailed in the letter. 

Other regulatory letters
There are a number of other regulatory letter types associated with legislation relevant to ONR[footnoteRef:9]; examples are listed below.  [9:  ADR/RID gives the power to the Transport Competent Authority to prohibit or interrupt non-compliant transport activity, they may also authorise onwards transport of non-compliant loads. The TCA is currently reviewing these powers and their application as part of the ONR EMM.] 

Inspectors have the power to issue a ‘notice in writing’ under IRR17 [26], specific to Regulation 5 requiring the employer to provide additional particulars of specified work as ONR may reasonably require.
Inspectors have the power to impose particular safeguard provisions upon a dutyholder (Operator) under Regulation 5 of The Nuclear Safeguards (EU Exit) Regulations 2019 [27].
Inspectors can serve alterations notices under the Regulatory Reform Fire Safety Order article 29, which requires consultation to make changes.
Regulatory advice 
For inspectors there are routine and regular opportunities to provide regulatory advice to dutyholders, for example, providing awareness of relevant good practice. We capture that we have provided this routine regulatory advice as part of our records, for regulatory intelligence and we do not specifically seek active follow-up of it. 
This section relates specifically to regulatory advice as an enforcement action.
Regulatory advice can be written or verbal.
For both verbal and written advice ensure that it is clear;
What the compliance matter is.
Why this is an issue.
That the dutyholder has understood the advice provided.

The nature of the risks associated with the nuclear industry activities or transport of radioactive material and the expectations of the public, means that ONR expects dutyholders to respond positively to all regulatory advice given by inspectors. Where dutyholders persistently fail to respond to regulatory advice, inspectors should consider targeted interventions to determine the underlying organisational issues and / or consider escalation of the BEL as part of dutyholder factors.
Complementary regulatory tools
‘Holding to account’ meetings
Holding to account meetings are not an enforcement action. They are a regulatory tool that can be utilised by Heads of Regulation for communicating the purposes of enforcement, as detailed in the EPS, and the gravity of enforcement action. They support transparency of the regulatory position, are an enabler for clarity on regulatory expectations and the potential ramifications if the enforcement action is not acted upon. 
This type of meeting supports ONR’s guide to enabling regulation in practice [28] and compliance with the Regulators Code [8].
The dutyholder representative should be empowered to speak for the company and should be in a position to control the resources and / or actions needed for compliance.
The HoR, and relevant inspector(s) (normally including the nominated inspector if one is appointed), should convene the ‘holding to account’ meeting. In planning the meeting, the HoR should consider whether they require specialist inspector assistance. These meetings will:
review what happened and what has been learned;
provide opportunity for a senior and suitably empowered dutyholder manager to explain and justify why there will be no repeats;
on nuclear sites, consider the internal regulator’s views on future compliance and whether anything more is needed;
clarify how ONR will be regulating this topic, area, etc., going forward;
allow the delivery lead and supporting inspectors to gain assurance/ secure commitment in the dutyholder’s response and set ONR’s expectations for future compliance; and,
be captured in a contact record or an intervention record.
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Serious consequences
Serious consequences should be selected in circumstances that have or may result in; death, multiple casualties, major injury or significant permanent debilitation to workers; significant radiation / chemotoxic exposure to members of the public; or significant civil disruption. 
Examples of serious consequences which are indicative but not exhaustive include:
A fatal injury (no additional weighting for multiple fatalities).
Multiple casualties are expected. 
An injury or ill health effect which results in permanent disabling or requires immediate / intensive treatment in hospital, leading to a lifelong restriction in work capability or a major reduction in quality of life. Note: For health effects relating to exposure to ionising radiations, see the specific dose examples associated to each consequence categorisation below.
A fire/explosion or injury relating to a release of a dangerous substance with respect to COMAH or DSEAR.
There is an impact on the public due to emergency plan protective actions being instigated as part of an off-site nuclear emergency.
Injury or ill health effect due to inadequate fire protection arrangements.
The creation of a security vulnerability which significantly increases the likelihood of a DBT threat vector being successful.
A whole-body effective dose or Committed Effective Dose Equivalent in excess of 100 mSv.
An equivalent dose in excess of a relevant threshold for deterministic health effects.
A contamination event in an area not expected by design, with a probability of public exposure.
Radiation dose rates that are sufficiently high so as to exceed a dose limit in a short period of time.
Significant consequences
Significant consequences should be selected in circumstances that do not satisfy the criteria for serious consequences but have or may; result in a permanent restriction for workers; a loss of control of nuclear material or sensitive nuclear information; or exposure of members of the public to risks arising from activities of the dutyholder. 
Examples of significant consequences which are indicative but not exhaustive include:
The creation of a security vulnerability which increases the likelihood of a DBT vector being successful.
An uncontrolled release of nuclear material on site that leads to a site incident being declared.
Public not protected by implementation of emergency plans for the transport of radioactive sources.
An exposure to ionising radiation in excess of three tenths of a relevant statutory dose limit as described in IRR17, Schedule 3.
Release or spread of significant quantities of radioactive materials into an area not expected by design.
It is credible that an injury could occur to a person that results in that person being unable to perform their normal work for more than 3 days. 
It is credible that a health effect could occur that; 
causes non-permanent or reversible health effects, 
causes non-progressive conditions, or 
results in temporary disability 
Minor consequences
Minor consequences should be selected in circumstances that do not satisfy the criteria for serious or significant consequences and will not result in any permanent harm to workers; harm to the public; or civil disruption.
Examples of minor consequences which are indicative but not exhaustive include:
A person being unable to perform their normal work for more than seven days.
A health effect that causes non-permanent or reversible health effects, non-progressive conditions or results in temporary disability.
An event where the inappropriate configuration of the plant unduly challenges its duty.
An event where less than the minimum safety related plant/equipment is available for a period of time, for example, minimum staffing levels not met which leads to an increase in risk.
Inadequate packaging and transport of a sealed source.
An isolated event which is a threat to the safe condition of a nuclear facility, for example, from an internal or external hazard, human performance.
An event resulting in degraded radiological control barriers. 
An event which leads to a worker receiving a radiation dose much greater than the expected dose, but below three tenths of a relevant statutory dose limit as described in IRR17, Schedule 3.
The creation of a security vulnerability but has minor impact on the protection of nuclear material, safety-critical systems or sensitive nuclear information (SNI).
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Table 4 - Dutyholder factors
	Factor
	Descriptor

	What is the level of actual harm?
	Serious: A ‘serious personal injury’ or ‘serious health effect’ has occurred as a result of the matter under consideration.
An IRR17 radiation dose limit has been exceeded
Not serious: There has been no actual harm, or the harm has been no greater than a ‘significant personal injury’ or a ‘significant health effect’.

	What is the inspection history of the dutyholder?[footnoteRef:10] [10:  The EPS states we will consider prosecution for ‘there have been repeated breaches which give rise to significant risk, or persistent and significant poor compliance’.] 

	Inspection history may vary as follows:
· Poor – The dutyholder has an inspection history of significant problems, copious relevant advice and poor inspection ratings in relevant areas. 
· Reasonable – The dutyholder has an inspection history of nominal or piecemeal problems in relevant areas.
· Good – The dutyholder has an inspection history of generally good compliance, effective response to advice and consistently high standards.

	What is the level of confidence in the dutyholder?
	Level of confidence may vary as follows:
· Little or no confidence – There is a concern that the dutyholder does not have the intent, capacity, or commitment, to comply with the law and ensure the effective management of security/ safety/safeguards.
· Confident – it is clear that the dutyholder is both fully capable of and is strongly committed to, compliance with the law through the effective management of security/safety and can be trusted to put the matter(s) right.

	Does the dutyholder have a history of relevant, formal enforcement being taken or relevant advice being given?[footnoteRef:11] [11:  ONR EPS states we will consider prosecution if ‘there has been a failure to comply with a notice or direction’.] 

	Formal enforcement action has been taken against the dutyholder on the same or similar issues, by prosecution, direction (security or safety), notice, specification or enforcement letter. 
Non-formal enforcement action – advice, has been taken on the same or similar issues, by telling the dutyholder what they have to do in order to comply. 

	Is there a relevant incident history?
	The dutyholder has a history of related incidents, or there is evidence of related incidents. 

	Is the dutyholder deliberately seeking economic advantage?[footnoteRef:12] [12:  ONR EPS states we will consider prosecution if ‘false information has been supplied wilfully, or there has been an intent to deceive, in relation to a matter which gives rise to significant risk’ or ‘Inspectors have been intentionally obstructed in the lawful course of their duties’] 

	The dutyholder is deliberately avoiding minimum legal requirements for commercial gain. 

	What is the standard of general compliance, relevant to the legal shortfall?[footnoteRef:13] [13:  ONR EPS states we will consider prosecution if ‘dutyholder’s standard of managing its legal responsibilities is found to be far below what is required by the legislation and to be giving rise to significant risk’.] 

	Compliance relevant to the shortfall is generally:
· Good - full compliance across a range of indicators with no notable omissions.
· Reasonable - Almost all our issues are adequately addressed, with only minor or occasional omissions.
· Poor – compliance levels are neither Good nor Reasonable (as defined in the previous bullets). 



Table 5 - Strategic factors
	Factor
	Descriptor

	Does the action coincide with the Public Interest?
	Does the enforcement action result in a net benefit to the wider community in terms of targeting resources on security/safety risks and meeting the legitimate public expectations of ONR? 
Public interest is a difficult issue to assess. Inspectors should ask themselves what a reasonable person would expect from ONR in the circumstances.

	Are vulnerable groups protected?
	Does the enforcement action result in suitable control of security/safety risks to vulnerable groups, for example, children, the elderly and hospital patients?

	What is the long-term impact of the action?
	Is the enforcement action sufficient to achieve sustained compliance by the dutyholder? 

	What is the effect of the enforcement action?
	Does the action secure compliance with the relevant benchmark, for example, regulations, LCs or security plan? 
Does the action result in a material misalignment of enforcement decision to other regulatory bodies in similar circumstances even when taking into account differences in how ONR regulates? For example, HSE CH&S, COMAH and non-nuclear transport enforcement decisions? 
Does the action impact/affect other ONR purposes and have these been assessed? 

	What is the functional impact of the enforcement action?
	There may be;
· an acceptable net benefit to those who might be affected, or
· an unacceptable disadvantage to those who may be affected. For example.
· circumstances where rigid application of security standards may unacceptably compromise safety and vice versa.
· circumstances where rigid application of nuclear standards may unacceptably compromise NS HS, and vice versa.

	Does the action align with ONR’s formal regulatory strategy?
	ONR may have targeted formal strategies for specific dutyholders (for example, those in enhanced regulatory attention) or sectors (for example, non-nuclear transport) in relation to achieving safety and security improvements.  

	Have the principles and expectations of the ONR Enforcement Policy Statement been met?
	The purpose of enforcement is to: 
· Ensure that dutyholders take action to deal immediately with serious risks. 
· Promote, achieve and sustain compliance with the law. 
· Ensure that dutyholders who breach regulatory requirements, and directors or managers who fail in their responsibilities, may be held to account, which may include bringing alleged offenders before the courts in England and Wales, or recommending prosecution in Scotland. 
The principles of enforcement are proportionality, accountability, consistency, targeted and transparent.
Appendix A identifies the circumstances where ONR expects that it will normally prosecute, or recommend prosecution, following an investigation or other regulatory activity. 
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Table 6 - Examples of compliance and administrative issues
	Source of Compliance/ Administrative expectation
	Extent of compliance shortfall (taken from definition in Table 2)

	Benchmark
	Title/
Description
	Absent
	Inadequate
	Minor

	LC7
	Incidents on the site
	Complete lack of site incident reporting process, or failure to adhere on a systemic and significant scale with any relevant process in force.  Repeated failure to recognise significance of events and the required level/timescales for both external and internal reporting.
	Repeated inability to sentence incidents adequately, and/or report such incidents at the correct level internally. 
Failure to carry out adequate investigations of serious events, or repeated failure to deliver adequate investigations against less significant events.
	Inconsistent sentencing of incidents.  Failure to report individual events where such events have a potential safety impact.  Failure to carry out adequate monitoring and/or trending of incident data.  Failure to carry out an adequate investigation.

	LC11
	Emergency arrangements
	Complete lack of emergency arrangements, or arrangements that are entirely inappropriate and/or ineffective. 
	Arrangements that do not, in a number of areas, address the more significant emergency scenarios.  Systemic failure to connect emergency arrangements with output of any credible assessment of reasonably likely scenarios.  Failure to deliver the more significant aspects of required arrangements.  Repeated failure to deliver any aspect of the arrangements.
	Failure to implement a number of individual (not repeated) aspects of the formal arrangements.  Minor shortfalls in the scope of formal arrangements.

	LC15
	Periodic review
	Complete failure to deliver a periodic and systematic review of the safety case.  Failure to define clearly the scope of review and assessment work that has been undertaken.  
	Inadequate review of safety case, with multiple instances of failure to identify shortfalls in the case.  Significant weakness in a key aspect of the assessment, indicating a failure to provide adequate internal assurance of the work.   Failure to deliver declared safety significant improvements to the timescales initially declared. 
	Failure to deliver a number of the minor pre-identified safety improvements.  Minor inconsistencies or shortfalls in the formal review, either in terms of scope, targets or written summary of work undertaken.

	NISR 2003
Reg 4
	Nuclear Premises
Approved Security Plan
	Complete lack of an approved Site Security Plan (SSP).
	There are repeated, systemic failures or significant omissions in how the standards, procedures and arrangements in the SSP meet the expectations of NISR or SyAPs.
	Minor shortfalls in how the standards, procedures and arrangements in the SSP meet the expectations of NISR or SyAPs.

	NISR 2003
Reg 7
	Nuclear Premises
Maintenance of Security
	The failure to maintain the SSP, in that the standards, procedures and arrangements described in the SSP bear little or no resemblance to those implemented. 
	There are repeated or systemic inconsistencies between the standards, procedures and arrangements implemented and those described in the SSP.
	Minor inconsistencies between the standards, procedures and arrangements implemented and those described in the SSP.

	NISR 2003
Reg 8
	Nuclear Premises
Temporary Security Plans
	Complete lack of an approved Temporary Security Plan (TSP).
	There are repeated or systemic failures in administration and governance of arrangements supporting the TSP.
	Minor shortfalls in administration and governance of arrangements supporting the TSP.

	NISR 2003
Reg 13
	Approved Carriers
Approved Transport Security Statement 
	Transporting NM without an approved Transport Security Statement (TSS).

	Transporting NM where there are repeated, systemic failures or significant omissions in how the standards, procedures and arrangements in the TSS meet the expectations of NISR or SyAPs.
	Transporting NM where there are minor shortfalls in how the standards, procedures and arrangements in the TSS meet the expectations of NISR or SyAPs.

	NISR 2003
Reg 17
	Approved Carriers
Maintenance of Security
	The failure to maintain the TSS, in that the standards, procedures and arrangements described in the TSS bear little or no resemblance to those implemented.
	There are repeated or systemic inconsistencies between the standards, procedures and arrangements implemented and those described in the TSS.
	Minor inconsistencies between the standards, procedures and arrangements implemented  and those described in the TSS.

	NISR 2003
Reg 19/20
	Approved Carriers
Transport Security Plans

	A complete lack of an approved transport security plan.


	There are repeated, systemic failures or significant omissions in how the standards, procedures and arrangements in the TptSP meet the expectations of NISR or SyAPs
	Minor shortfalls in how the standards, procedures and arrangements in the TptSP meet the expectations of NISR or SyAPs

	NISR 2003
Reg 10/18/22(e)
	Nuclear licensed sites, Approved Carriers & Sensitive Nuclear Information
Reports by Responsible Persons
	The complete lack of reporting any events or matters of kind specified in the regulation.  

The wilful intent to withhold or delay reporting of events or matters of kind specified in the regulation 
	There are repeated or systemic failures in implementation or delay in the reporting of events or matters of kind specified in the regulation.
	Minor shortfalls with the implementation or delay in the reporting of events or matters of kind specified in the regulation.

	RRO

Article 8
	Relevant Fire Precautions
	A complete failure to take such relevant fire precautions (as defined in Article 4) as will ensure, so far as is reasonably practicable, the safety of any employees.
	There are repeated or systematic failures in applying the relevant fire precautions to such an extent as to endanger the safety of employees.
	Minor shortfalls exist in the implementation of the expected actions to ensure that all the relevant fire precautions are provided.

	RRO
FSA
	Warning in case of Fire
	Failure of a fire alarm / detection system to operate and / or a lack of audibility of the fire alarm throughout the building.
	Fire alarm / detection system provided but of an inadequate type for the conditions / circumstances in the building.
	The sound emitted by the fire alarm can be confused with other alarms that may be used.

	RRO
FSA
	Fire Separation
	Lines of compartmentation breached or found to contain significant open penetrations.
	The use of materials to infill penetrations in compartment walls cannot be proven to be of a suitable standard to achieve the required level of fire resistance.
	Failure to be able to demonstrate the adequate maintenance of fire dampers between compartments.

	LOLER reg. 9
	Thorough examination and inspection of lifting equipment 
	Complete failure to identify equipment which requires a thorough examination, or ensure that lifting equipment is thoroughly examined for any defects by a competent person. 
	There are shortfalls in arrangements that could increase the likelihood of a piece of lifting equipment not being thoroughly examined by a competent person at suitable time intervals.
	A thorough examination of lifting equipment has been completed by a competent person, but there is no physical evidence that the examination has been completed.

	COMAH Regs 8 & 9, Schedule 3
	Production and submission of adequate Safety Report within the set timeframes

	Complete failure to produce or submit a COMAH Safety Report to the Competent Authority.
	Failure to submit an adequate Safety Report, such that it is unable to proceed to assessment due to significant omissions or errors.
Submission of Safety Report significantly beyond the timeframes laid out in the regulations.
	Shortfalls in the details and demonstrations provided within the Safety Report; which will require further work to confirm adequate systems and safety precautions are in place.

	The Nuclear Safeguards (EU Exit) Regulations 2019

Reg 3 / 4 / 7
	Declaration of Basic Technical Characteristics
	The Operator has no appreciation of BTC/POA/ACP compliance and has an ongoing total absence of a BTC/POA/ACP in any form.
	The failings in timeliness or quality of the BTC/POA/ACP (it lacks key information and details) is considered by ONR to be substantial. 
	Operator deviates from the prescribed BTC/POA/ACP format in Part 1 of Schedule 1.

Minor shortfalls with the information/quality of information declared in the BTC/POA/ACP.

	The Nuclear Safeguards (EU Exit) Regulations 2019

Reg 6
	Accountancy and Control of Qualifying Nuclear Material
	The Operator has no appreciation of compliance regarding retaining required nuclear material accountancy records.
	The Operator’s failings in retaining appropriate nuclear material accountancy records is deemed by ONR to be substantial (records missing for no reason, incomplete records, records not fit for purpose etc.).
	Minor compliance shortfalls that are not considered to be substantial, such as minor errors in the records e.g. typos.

	The Nuclear Safeguards (EU Exit) Regulations 2019

Reg 9
	Operation of an Accountancy and Control Plan
	The Operator has no appreciation of implementation of their ACP, and has an ongoing total absence of ACP implementation.
	The Operator is not implementing key aspects of their ACP to the extent that ONR seem these failings to be substantial.
	Minor shortfalls with the implementation of the ACP that are not considered to be substantial.

	The Nuclear Safeguards (EU Exit) Regulations 2019

Reg 12 / 14 / 15
	Submission of Accounting Reports (ICR/MBR/PIL)
	The Operator has no appreciation of compliance regarding submission of accountancy records to ONR and has an ongoing total absence of ICR/PIL/MBR submissions. 
	The Operator submits reports in a format that is not compliant with the regulations to the extent that the failing is considered to be substantial.

The failings in timeliness, quality or accuracy of the ICR/MBR/PIL (they lack key information and details) is considered by ONR to be substantial. 
	Minor shortfalls with the accountancy reports submitted that are not considered to be substantial.

	The Nuclear Safeguards (EU Exit) Regulations 2019

Reg 19
	NCA Obligations
	The Operator has no appreciation of using obligation codes for nuclear material and has an ongoing total absence of obligation code tracking for nuclear material.
	The failings in usage or accuracy of the obligation codes tracking are considered by ONR to be substantial.
	There are minor shortfalls with the use and tracking of obligation codes.

	The Nuclear Safeguards (EU Exit) Regulations 2019

Reg 21 / 22
	Exports / Imports
	- The Operator has no appreciation of compliance regarding notifications for exports and imports and has an ongoing total absence of notifications for such movements.
	- The failings in timeliness, quality or accuracy of the notifications are considered by ONR to be substantial.
	- There are minor shortfalls with the notifications.
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	Term/acronym
	Description

	Actual risk
	Inspectors assess the health and safety risks posed by the various activities being undertaken - where the dutyholder is. Actual risk is the combination of the likelihood (probability) of harm and the consequence of that harm (actual or potential).

	Baseline Enforcement Level (BEL)
	The lowest level of enforcement considered necessary to deliver compliance; solely reflecting, and proportionate to, the risk to health, safety, security or safeguards, or the seriousness of any breach of the law.

	Control measures
	Is the relative measure of the extent to which relevant good practice set out in benchmark standards has been satisfied Categorised as Adequate, Deteriorated or Inadequate.

	Dutyholders 
	The legal body with the responsibility for ensuring safe, secure and safeguarded operations. This includes the operator, supplier, consignor/consignee/carrier or licensee.

	Enforcement action
	Is the outcome determined after following the EMM and applying factors, for example, Notice, Enforcement Letter

	Enforcement Decision Record (EDR)
	A document written to record enforcement decisions, which incorporates all the EMM process steps. 
This document when completed will provide a transparent and accountable record of the basis for the enforcement decision and who made and contributed to the decision.

	Enforcement Letter (EL)
	An enforcement action; it should be clear to dutyholder upon receipt that this is an Enforcement Letter.

	Enforcement Management Model (EMM)
	ONRs framework for aiding consistent and proportionate decision making in relation to enforcement.

	Enforcement powers
	Those powers identified in legislation to enable us to enforce.

	Final enforcement conclusion
	Having completed all the steps of the EMM, this is the conclusion, which may lead to an enforcement action.

	Formal enforcement
	The enforcement action is an Enforcement Letter or above.


	Hazard
	Anything that has the potential to cause harm.

	Head of Regulation
	The inspector who provides leadership and management for specific packages of regulatory work within the regulatory directorates, typically Superintending Inspector.

	‘Holding to account’ meeting
	A meeting with the dutyholder where the enforcement action is made clear and the potential for subsequent escalation, should timely compliance not be achieved, is understood. It is not an enforcement action in itself.

	Minor consequence level
	Consequences that will not result in any permanent harm to workers; harm to the public; or civil disruption.

	Non-formal enforcement
	Our routine enforcement in managing day to day interactions with the dutyholder, e.g. giving advice or promoting/encouraging improvement. This is likely to be recorded in either IR/CRs. 

	Risk
	The combination of the likelihood (probability) of a hazard causing harm and the consequence of that harm (actual or potential). 

	Serious consequence level
	Consequences that have or may result in death, multiple casualties, major injury or significant permanent debilitation to workers; significant radiation / chemotoxic exposure to workers or members of the public; or significant civil disruption.

	Significant consequence level
	that does not satisfy the criteria for serious consequences but have or may; result in a permanent restriction for workers; a loss of control of nuclear material or sensitive nuclear information; or exposure of workers or members of the public to risks arising from activities of the dutyholder.
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Revision commentary
	Issue
	Description of update(s)

	5.5
	Minor update – no change to the stages of making an enforcement decision.
(1) Document aligned with document structure of ONRs management system.
(2) Name change from ‘Enforcement’ to ‘Enforcement Management Model’ (EMM). This makes it clearer as we refer to this guidance as the EMM.
(3) Confirm it is inclusive of all ONR purposes.
(4) Improvements to document layout, and to the regulatory language. The document better articulates alignment to the EPS, the ‘flow’ of the document is to support inspectors and where appropriate have aligned further to the HSE EMM (e.g. addition of actual harm to the dutyholder factors).
(4) The control measure level titles and definitions have changed to better support inspectors, now includes probability of risk materialising and remove passive language. 
(5) The examples of consequence levels have been reviewed.
(6) The benchmark standard table has been removed and how to determine a standard now clearly articulated. This was identified from an ONR assurance review that the table was driving an oversimplification of identifying the standard.
(7) Section on what inspectors should do if a notice is appealed has been included.
(8) If the enforcement conclusion is below the BEL then this should be sent to the most appropriate safety, security or safeguards HoP.
(9) Updated EDR template to better support inspectors.

	5.6
	Minor update – in relation to providing further detail on the electronic serving of HSWA notices (para 125) as advised by ONR regulatory standards team.
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