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[bookmark: _Toc216709725][bookmark: _Toc109727646]Executive summary
This report presents the outcomes of my control and instrumentation (C&I) assessment of the Holtec SMR-300 as part of Step 2 of the Office for Nuclear Regulation (ONR) Generic Design Assessment (GDA). This assessment is based upon the information presented in revision 1 of Holtec’s Safety, Security and Environment Case (SSEC) (comprising a Preliminary Safety Report (PSR), Preliminary Environment Report (PER), Preliminary Safeguards Report (PsgR), and General Security Report (GSR)), the Design Reference Point (DRP) revision 2, and supporting documentation. 
ONR’s GDA process calls for a step-wise assessment, which increases in detail as the project progresses. The focus of my assessment in this step was towards the fundamental adequacy of the SMR-300 design and PSR, and the suitability of the methodologies, approaches, codes, standards and philosophies which form the building blocks for the design and generic safety and security cases.
[bookmark: _Hlk192240831]In accordance with my assessment plan, I targeted my assessment at the aspects of the SMR-300 design that are novel, contentious, or where significant safety claims are made.  My expectations were informed by ONR’s Safety Assessment Principles (SAPs), Technical Assessment Guides (TAGs) and other guidance which ONR regards as relevant good practice.
I targeted the following aspects in my assessment of the SMR-300 DRP and SSEC:
High level design principles
Reference standards and guides
Categorisation and classification
C&I Architecture, including integrity targets, system independence, redundancy and the single failure criterion
C&I functional and property claims
Safety demonstration
Cyber security for safety
Definition and adequacy of design capability and team organisation for C&I
Based upon my assessment, I have concluded the following:
A limited UK DBAA has been undertaken but the safety functions have not yet been fully identified and categorised, therefore it has not been possible to ascertain if the C&I design will meet its eventual safety requirements;
The PSR and the supporting System Description Documents (SDD)s give a good description of the system at an adequate level for a Step 2 report. The Claims Arguments Evidence (CAE) provides a good basis for continued development of the safety case; 
I have identified potential shortfalls with the C&I design, including independence and diversity between systems at different levels of defence in depth, and single failure criterion. I raised two ROs which outline these. The RP has provided resolution plans for the ROs that I have assessed and judge that they provide a credible path to resolution of the potential shortfalls identified and which will support the RP to refine the design and safety case; and
The RP has identified two commitments directly related to C&I for future work: to re-platform the DAS to a non-computer-based platform, and for post accident monitoring. Furthermore, a commitment has been made in the fault studies area to develop the fault schedule. On completion of these commitments, a more detailed justification of the C&I design’s ability to deliver the required safety functions and meet international guidance will be required. These will therefore be significant in the RP being able to ultimately demonstrate that it has reduced the risk ALARP.
Based on my assessment to date, and the supporting evidence, I have not identified any fundamental safety shortfalls that could prevent ONR granting permission for construction of a power station based on the generic Holtec SMR-300 design. However, I have identified two potential fundamental shortfalls associated with the C&I architecture and the DAS design that have been captured by regulatory observations, in order to ensure they are followed up and closed out in the future. I am satisfied that the resolution plans for the ROs provide a credible path to resolution of the potential shortfalls.
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[bookmark: _Toc216709727]Introduction
This report presents the outcomes of my Control and Instrumentation (C&I) assessment of the Holtec SMR-300 as part of Step 2 of the Office for Nuclear Regulation (ONR) Generic Design Assessment (GDA). This assessment is based upon the information presented in version 1 of the Holtec SMR-300 Safety, Security, Safeguard, and Environment Case (SSEC) (refs. [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14]) the Design Reference Point (DRP) (ref. [15]), and supporting documentation (ref. [16]).
Assessment was undertaken in accordance with the requirements of ONR’s management system. It follows ONR’s Risk Informed and Targeted Engagements policy (RITE) (Ref [17]) and guidance on the mechanics of assessment (ref. [18]). ONR Safety Assessment Principles (SAPs) (ref. [19]) together with the principles detailed in the supporting Technical Assessment Guides (TAGs) (Ref. [20]), have been used as the basis for this assessment. 
Background
ONR’s GDA process (ref. [21]) calls for a step-wise assessment of the Requesting Party's (RP) submissions with the assessments increasing in detail as the project progresses. Holtec International is the RP for the GDA of the Holtec SMR-300 design. Holtec International has designated Holtec Britain to manage the GDA project, including developing the SSEC. Holtec Britain is a wholly owned UK subsidiary of Holtec International.
In October 2023 ONR, together with the Environment Agency and Natural Resources Wales (NRW), began Step 1 of the GDA for the Holtec SMR-300. Step 1, which is the preparatory part of the design assessment process and mainly associated with initiation of the project and preparation for technical assessment in later steps, was successfully completed in August 2024 (ref. [22]).
Holtec International confirmed that it only intends to complete GDA up to the end of Step 2. The output of Step 2 GDA is a GDA Statement.
Step 2 commenced in August 2024. The focus of ONR’s assessments in this step is towards the fundamental adequacy of the design and SSEC, and the suitability of the methodologies, approaches, codes, standards and philosophies which form the building blocks for the design and generic SSEC. The objective is to undertake an assessment of the design against regulatory expectations to identify any fundamental safety, security, or safeguards shortfalls that could prevent ONR granting permission for construction of a power station based on the design (ref. [21]).
Prior to the start of Step 2 I prepared a detailed assessment plan for C&I (ref. [23]). This has formed the basis of this assessment and was also shared with the RP to maximise openness and transparency.  
This report describes one of a series of assessments which support ONR’s overall judgements at the end of Step 2 which are recorded in the Step 2 Summary Report (ref. [24]).
The RP uses the term instrumentation and control (I&C) throughout its documentation. For the remainder of this report, I use the more widely used terminology in the UK which is C&I, except for where it is within a title or quoted text. The term I&C is interchangeable with C&I. 
Scope
The assessment documented in this report is based upon the DRP and SSEC for the Holtec SMR-300 as summarised in the SSEC chapters and supporting documentation. 
The overall scope of the Holtec SMR-300 GDA is described in the PSR chapters A1 and A2 (refs. [1] [2]). The GDA scope was agreed in Step 1 although this has been modified, with agreement of the regulators, during Step 2 (refs. [25] [26]). Holtec International has indicated that it intends to complete a two-step GDA with the objective of receiving a GDA Statement from ONR and has aligned its GDA scope with this objective. The GDA scope defines the generic plant and layout and includes all systems, structures and components that are identified as being important to safety, security and safeguards, all modes of operation, and all stages of the plant lifecycle.
My C&I assessment scope is defined in my assessment plan (ref. [23]) which is discussed in detail in section 4.1 and includes the following topics:
High level design principles
Reference standards and guides
Categorisation and classification
C&I Architecture, including integrity targets, system independence, redundancy and the single failure criterion
C&I functional and property claims
Safety demonstration
Cyber security for safety
Definition and adequacy of design capability and team organisation for C&I
Given that this is a fundamental assessment and the design of the Holtec SMR-300 is still developing, not all aspects of the facility design are within the GDA scope. The following aspects are therefore out of scope for this assessment:
Incore and Excore Instrumentation Systems - The RP indicated that the design of the core was likely to change during this GDA, therefore the assessment of these systems was limited to how they interact with the wider system and the general functionality and claims made on them;
Platform Qualification - Early in the assessment the RP informed me that it was undertaking research work to look at platform qualification, especially related to software in parallel with this GDA. This topic was excluded from the scope of my assessment as the RP stated the output of this research would not form part of its GDA submission; and
Essential Services - The design for the essential services, such as power supplies and heating, ventilation and air conditioning (HVAC) has been assessed by the electrical inspector and the mechanical inspector respectively. I took the decision that as these would be covered by other technical areas, and due to the immaturity of the fault analysis to allow me to assess the impact on the C&I systems, this area should be excluded from my assessment.


[bookmark: _Toc216709728]Assessment standards and interfaces
For ONR, the primary goal of the GDA Step 2 assessment is to reach an independent and informed judgment on the adequacy of the design as detailed in the DRP, and the safety, security and safeguards case for the reactor technology being assessed.
ONR has a range of internal guidance to enable inspectors to undertake a proportionate and consistent assessment of such cases. This section identifies the standards which have been considered in this assessment.
This section also identifies the key interfaces with other technical topic areas.
Standards 
1. The ONR SAPs (ref. [19]) constitute the regulatory principles against which the RP’s case is judged. Consequently, the SAPs are the basis for ONR’s assessment and have therefore been used for the Step 2 assessment of the Holtec SMR-300.
The International Atomic Energy Agency (IAEA) safety standards (ref. [27]) and nuclear security series (ref. [28])  are a cornerstone of the global nuclear safety and security regime. They provide a framework of fundamental principles, requirements and guidance. They are applicable, as relevant, throughout the entire lifetime of facilities and activities.
Furthermore, ONR is a member of the Western European Nuclear Regulators Association (WENRA). WENRA has developed reference levels (ref. [29]), which represent good practices for existing nuclear power plants, and Safety Objectives for new reactors (ref. [30]).
2. The relevant SAPs, IAEA standards and WENRA reference levels are embodied and expanded on in the TAGs (ref. [20]). 
1.1.1. Safety Assessment Principles (SAPs) 
The key SAPs applied within my assessment are EDR.2 (common cause failure), EDR.4 (single failure criterion), EKP.3 (defence in depth), ECS.1 (safety categorisation), ECS.2 (safety classification of SSCs), and ECS.3 (Codes and standards). 
3. A list of all the SAPs used in this assessment is recorded in Appendix 1.
Technical Assessment Guides (TAGs)
4. The following TAGs have been used as part of this assessment:
NS-TAST-GD-003 - Safety systems (ref. [31])
NS-TAST-GD-005 - Regulating duties to reduce risks to ALARP (ref. [32])
NS-TAST-GD-046 - Computer based safety systems (ref. [33])
NS-TAST-GD-051 – The purpose, scope, and content of safety cases (ref. [34])
NS-TAST-GD-094 - Categorisation of safety functions and classification of systems, structures and components (ref. [35])
· NS-TAST-GD-096 - Guidance on mechanics of assessment (ref. [18])
National and international standards and guidance
5. The following international standards and guidance have been used as part of this assessment:
· IAEA SSG-61, Format and content of the safety analysis report for Nuclear Power Plants (ref. [36])
IAEA SSR-2/1, Safety of nuclear power plants: Design (ref. [37])
IAEA SSG-30, Safety classification of structures, systems and components in nuclear power plants (ref. [38])
IAEA SSG-39, Design of instrumentation and control systems for nuclear power plants (ref. [39])
IEC 61226, Nuclear power plants - Instrumentation, control and electrical power systems important to safety - Categorisation of functions and classification of systems (ref. [40])
IEC 61513, Nuclear power plants - Instrumentation, control and electrical power systems important to safety - General requirements for systems (ref. [41])
IEC 62340, Nuclear power plants - Instrumentation and control systems important to safety - Requirements for coping with common cause failure (CCF) (ref. [42])
Integration with other assessment topics
6. I have worked closely with other topics as part of my C&I assessment. Similarly, other assessors sought input from my assessment. These interactions are key to the success of GDA to prevent or mitigate any gaps, duplications or inconsistencies in ONR’s assessment. 
7. The key interactions with other topic areas were:
Fault Studies – topics related to the fault schedule, safety functions, categorisation and classification, and high level design principles;
Cyber Security and Information Assurance (CS&IA) – due to the interactions between C&I and cyber security, I have worked closely with the CS&IA topic lead and have attended common Level 4 interactions and workshops;
Electrical – covered topics such as C&I power supplies and overall system requirements;
Human Factors – interacted in areas such as the control room layout, and the human machine interfaces (HMI); and 
Probablistic Safety Analysis (PSA) – interacted in areas related to the reliability claims on the C&I platforms, active and passive components and defence in depth. 
Use of technical support contractors
During Step 2 I have not engaged Technical Support Contractors (TSCs) to support my C&I assessment.  


[bookmark: _Toc216709729]Requesting party’s submission
The RP’s principal submissions are a series of drawings and documents that make up the DRP and a series of SSEC chapters and other supporting references, which provides its preliminary safety, security, safeguards and environment cases for the generic SMR-300 design. This section presents a summary of the SMR-300 design and safety case for C&I. It also identifies the supporting documents submitted by the RP which have formed the basis of my C&I assessment of the SMR-300.
Summary of the Holtec SMR-300 design
The Holtec SMR-300 design is a Pressurised Water Reactor (PWR) with a single steam generator, including an integrated pressuriser and two Reactor Coolant Pumps (RCPs) providing forced circulation in normal operation. The target electrical power output of each SMR-300 unit is 320 MWe (from a thermal power of 1,050 MWth) with a design life of 80 years for non-replaceable components. The SMR-300 design submitted for assessment in GDA is a twin-unit design comprising two SMR-300 reactors and associated plant.
The SMR-300 is equipped with a number of supporting systems for normal operations and a range of safety measures to provide cooling, criticality control, and contain radioactivity under fault conditions. Passive safety features are preferred to active components, reflecting the RP’s design philosophy. 
The SMR-300 has a compact layout. The Reactor Pressure Vessel (RPV), which holds the fuel assemblies, the steam generator, RCPs and associated pipework, the Spent Fuel Pool (SFP) and the passive safety systems, are all held within a steel Containment Structure (CS) and a secondary steel and concrete Containment Enclosure Structure (CES). An Annular Reservoir (AR), containing a large volume of water, is located between the CS and CES.  The AR is used to provide the ultimate heat sink to the passive safety systems.  
The twin unit design is comprised of two reactors in separate containment buildings. Each reactor has dedicated normal operation systems, safety measures and SFP, however there is a single control room for the twin unit SMR-300.
The Holtec SMR-300 design has been developed by the RP based upon well-established PWR technology. The RP claims that the design of the SMR-300 is based upon the following principles:
redundant and passive engineered safety features
simplified plant design with structures designed to withstand all postulated external events
ability to mitigate design basis accidents with no operator action
ability to cope with an extended loss of all alternating current (AC) power for at least 72 hours
defence-in-depth approach to beyond design basis accident mitigation
highly reliable active systems to support normal plant operation
The C&I architecture is made up of three main I&C systems: the Plant Safety System (PSS), the Diverse Actuation System (DAS) and the Plant Control System (PCS). 
SSEC approach and structure
The SSEC for the SMR-300 consists of the PSR, the PER, the Generic Security Report (GSR) and the Preliminary Safeguards Report (PSgR), along with their supporting documents. The complete set of SSEC documentation submitted for the GDA is captured within the Master Document Submission List (MDSL) (ref. [16]). 
The SSEC has been developed for a twin-unit reactor design to be constructed, operated, and decommissioned on any generic site that is within the bounds of the generic SMR-300 Generic Site Envelope (GSE).
The fundamental purpose of the SSEC is to demonstrate that the SMR-300 can be constructed, commissioned, operated, and decommissioned on a generic site in the United Kingdom (UK) to fulfil the future licensee’s legal duties to be safe, secure and protect people and the environment (ref. [1]).
The SSEC and supporting documents have been prepared using the CAE concept.  SSEC Chapter A3 (ref. [3]) provides a high-level route map which links the claims made throughout the SSEC to the fundamental purpose. 
Summary of the requesting party’s case for C&I 
The aspects covered by the Holtec SMR-300 safety case for C&I can broadly be grouped under eight headings which are summarised as follows:
Design Principles
The RP has presented a set of overarching objectives and principles described within PSR Part A, Chapter 2, Section 2.6 (Ref. [2]) for the United States (US) SMR-300 Reference Plant. This section is aligned to Claim 1.1 which states that the “US reference design is derived from US design and international good practice to meet US NRC requirements”.
The section describes key design topics such as safety function identification and classification, defence in depth, passive safety features and other more specific areas.
The relevant topics related to C&I are then discussed in more detail within the PSR Part B, Chapter 4 (ref. [6]).
The C&I top level claim ‘The overall design and architecture of I&C SSCs ensures that safety functions and non-safety functions are delivered and faults arising from failures of the SSCs are minimised’ is decomposed into four Level 4 claims, one of which (2.2.6.2) relates to defence in depth: 
“The I&C system design incorporates Defence in Depth to protect against anticipated operational occurrences and accident conditions.”
This claim has six related arguments, which are:
“Plant safety functions are suitably allocated to I&C systems.”
“I&C system design was reviewed against UK RGP [Relevant Good Practice] to ensure it satisfies UK fault schedule needs, and any gaps are identified and appropriately tracked.”
“I&C system functional, non-functional, performance and reliability requirements have been specified.”
“I&C systems are designed to meet their functional, non-functional, performance and reliability requirements for their specified operational life.”
“I&C system design takes internal, and external hazard withstand requirements into account.”
“I&C system design takes into account the ageing and obsolescence of I&C systems and components”
The SMR-300 Specification – Instrumentation and controls (ref. [43]) sets out the overall C&I requirements including regulatory requirements and standards for the C&I systems.
1.1.2. [bookmark: _Ref210306690]Reference standards and guidance
The SMR-300 design has been designed to US standards and US NRC requirements. PSR Part B, Chapter 4, section 4.4 covers the C&I Codes, standards and methodologies and is aligned to Claim 2.2.6.1 which states:
"The I&C SSCs are designed using appropriate codes and standards taking cognisance of relevant good practice (RGP) and operational experience (OPEX)."
Table 3 within section 4.4.1 of PSR Part B Chapter 4 (ref. [6]) lists the "Main Codes, Standards and Regulations Utilised for Development of the SMR-300 I&C Design" and Table 4 lists what the RP refers to as ‘Identified Applicable Standards Relevant to the I&C Topic in the UK context’ . The section refers to work that the RP has itself proactively undertaken during GDA to compare the two sets of standards to identify areas of correlation and divergence.
The RP also provided documents to show how it is evaluating compliance with the US NRC’s identified standards, such as Regulatory Compliance Evaluation (IEEE 603, ref. [44]).
Categorisation and classification
Holtec has yet to complete systematic categorisation of the safety functions and classification of structures, systems and components important to safety for the SMR-300
However, PSR Part B, Chapter 4 - Section 4.4.2 discusses the different approaches to safety categorisation and classification between the international and US approaches and lists relevant US standards related to this.
C&I Architecture
The C&I architecture is described within PSR Part B, Chapter 4 and then in further detail within the SDDs for each of the main systems PSS (ref. [45]), DAS (ref. [46]) and PCS (ref. [47]). 
The SMR-160 I&C architecture white paper (ref. [48]), which relates to the SMR-160 design from which the SMR-300 has evolved, also includes details of the C&I architecture, as does the Systems Requirements Specification for I&C systems (ref. [49])
Sub Claim 2.2.6.2 states that “The I&C system design incorporates Defence in Depth to protect against anticipated operational occurrences and accident conditions.” A number of the associated arguments to this claim are also related to the overall architecture and are related to the C&I systems satisfying what the RP refers to as the “UK fault schedule needs”, functional and non-functional performance and meeting withstand requirements for internal and external hazards.
[bookmark: _Ref211411493]C&I Functional and property claims
As the fault analysis is yet to be completed by the RP, there isn't yet a comprehensive list of safety functions that each of the systems will be required to perform. However, the RP has provided documents to show the PSS Logic Basis (ref. [50]) and the DAS Control Description (ref. [51]). 
These documents describe the basis for the functions that each of the systems have to perform based on the US analysis to date. The RP has also identified a set of general design aspects applicable to all SSCs, which are then interpreted and applied for the context of I&C systems as a set of fundamental design properties for each system. These are presented within the PSR and SDDs.
Safety Demonstration
The RP’s SSEC uses a formal CAE structure to support the safety demonstration. This is presented in PSR Part A, Chapter 3 (ref. [3]) which describes the principles, methodology and the overarching SSEC claims. This then refers to the relevant Part B Chapters which support each of the sub claims within the structure. 
The level 2 claim (claim 2.2) is centred on the fundamental objective that:
“The design of the systems and associated processes have been developed taking cognisance of Relevant Good Practice (RGP) and substantiated to achieve their safety and non-safety functional requirements.”
This fundamental objective is broken down into a sub-claim (Level 3) specific for the C&I engineering discipline as:
“The overall design and architecture of I&C SSCs ensure that safety functions and non-safety functions are delivered and faults arising from failures of the SSCs are minimised.”
This is further broken down into four sub claims (Level 4) within section of the PSR Part B, Sub Chapter 4 (ref. [6]). Supporting arguments and evidence are provided in sections 4.4, 4.5, 4.6 and 4.7. Appendix A provides an overall Claims, Arguments and Evidence summary table and refers to the relevant sections within the PSR and the PSR references which are relevant as evidence. At this stage of the project, the CAE structure, the claims, arguments and available evidence, is presented along with evidence that is planned but has yet to be developed. Therefore, although the claims and arguments are presented, the evidence to fully support these claims and arguments is not yet always available. The claims have therefore not been completely demonstrated.
Within PSR Part B, Sub Chapter 4 (ref. [6]), the sub claims are referred to throughout the document and in a summary showing the claim structure and also giving arguments and where available, evidence.
Manufacturing and installation phases are addressed by arguments supporting subclaim 2.2.6.3, which states “I&C SSCs achieve the design intent through quality manufacturing and installation processes.” 
Cyber Security for Safety
The cyber security case is made within the GSR (ref. [7]).
Demonstrating Risks are Reduced ALARP 
The overall summary of the RP’s position on ALARP is given in PSR Chapter A5 (Summary of ALARP) (ref. [5]) and sub-claim 2.2.6 is related to C&I. This sub-claim is then broken into another level containing four further sub-claims and arguments within PSR Part B - Sub Chapter 4 (ref. [6]).
The details of a number of these claims and how they support the overall case is given in the sections above.
Basis of assessment: requesting party’s documentation
The principal documents that have formed the basis of my topic assessment are:
· PSR Part B, Sub Chapter 4 (ref. [6]) 
· PSS SDD (ref. [45])
· DAS SDD (ref. [46])
· PCS SDD (ref. [47])
· Post Accident Monitoring System (PAM) SDD (ref. [52])
· I&C Codes and Standards Analysis Review (ref. [53])
· SMR-160 I&C Architecture White Paper (ref. [48])
· SMR-300 Plant Safety System Logic Basis (ref. [50])
· SMR-300 Specification – Instrumentation and Controls (ref. [43])
· Systems Requirements Specification for I&C systems (ref. [49])
· Regulatory Compliance Evaluation (IEEE 603) (ref. [44])
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Assessment strategy
The objective of my GDA Step 2 assessment was to reach an independent regulatory judgement on the fundamental aspects of the SMR-300 design, relevant to C&I as described in sections 1 and 3 of this report. My assessment strategy is set out in this section and defines how I have chosen which matters to target for assessment. My assessment is consistent with the delivery strategy for the Holtec SMR-300 (ref. [54]).
Holtec is currently engaging with US NRC regarding a proposed deployment of the SMR-300 at the Palisades site in Michigan. It is proposing a standard SMR-300 design for global deployment with minimal design variations from country to country. My assessment takes cognisance of work undertaken by overseas regulators.
I have taken learning from previous GDAs, particularly those undertaken on PWR technologies, targeting my assessment on those aspects of the SMR-300 which are novel or specific to this design. 
My assessment has focused on the areas outlined in my Assessment Plan (ref. [23]). The sections within this report align with the “Topic Wide Focus Areas” which then cover the “Specific Technical Focus Areas”.
There are no areas within my assessment plan that I have not covered in my assessment.
Assessment
Design Principles
I have reviewed the RP's design principles contained within PSR Part A, Chapter 2, Section 2.6  (ref. [2]) against the benchmark of IAEA requirements (IAEA SSR-2/1 ref. [37]), ONR SAPs and experience from previous GDAs. 
The SSEC contains claims that the design will meet key design principles in areas such as defence in depth, independence, separation and therefore, as high-level principles, these align with ONR expectations. However, having sampled the evidence I identified areas where the C&I design does not align with international standards and therefore ONR’s expectations. These are discussed in more detail within section ‎4.2.4 of this report.
Reference Standards and Guidance
The RP states that the SMR-300 design is being designed to meet US regulatory requirements and has predominately referenced US standards within the documentation provided in this GDA. Within this section I have not made any judgement on the SMR-300 C&I design meeting either US or international standards. This section instead focuses on the process that the RP has proposed to provide traceability from the design, through US standards and then ultimately to international standards.
Table 3 within PSR Part B - Sub Chapter 4 (ref. [6]) lists what the RP refers to as “Main Codes, Standards, and Regulations Utilised for Development of the SMR-300 I&C Design”  these are made up of both USNRC guides and IEEE standards within the same document. Table 4 lists what the RP refers to as “Identified Applicable Standards Relevant to the I&C Topic in the UK Context”.  
The RP states in PSR Part B - Sub Chapter 4 (ref. [6]) that it has not yet completed a demonstration that the C&I design meets US standards. So far, Mitsubishi Electric Corporation (MELCO) has provided compliance documents for two key IEEE standards (IEEE 603 and IEEE 7-4.3.2) in two reports, Regulatory Compliance Evaluation (IEEE 603) (ref. [44]) and Regulatory Compliance Evaluation (IEEE 7-4.3.2) (ref. [55], the RP also states that these do not address application level requirements compliance. I therefore note that although the RP claims that its design is developed to meet US standards, no regulator has yet assessed this claim.
The RP has mapped and compared relevant International Electrotechnical Commission (IEC) standards (including IEC 61513 (ref. [41]), IEC 62340 (ref. [42]) and other supporting standards) against IEEE standards (ref. [53]), this was undertaken generally without reference to the SMR-300 design. Each clause of the IEC standards was extracted onto a spreadsheet and then if possible equivalent clauses within IEEE standards were identified, generally those for a Class 1E system, which is defined within IEEE 603 (ref. [56]) as:
“The safety classification of the electric equipment and systems that are essential to emergency reactor shutdown, containment isolation, reactor core cooling, and containment and reactor heat removal, or are otherwise essential in preventing significant release of radioactive material to the environment.”
Where gaps are found, a statement is then made by the RP on whether the gaps are significant to the SMR-300 design using engineering judgement. The report then states that the RP’s strategy for addressing these gaps is aligned to its design stability process (ref. [57]). 
The RP has provided a summary of its comparison work in the codes and standards analysis review (ref. [53]). The document highlights what is described as "high priority" differences between IEC standards and the IEEE standards in areas such as the single failure criterion, class 2 systems, system independence, fail safe and separation. The RP has stated that these will be addressed as part of the design stability process in the I&C Codes and Standards Analysis Review (ref. [53]).
Using these two aspects, the future demonstration of the SMR-300 C&I design to meet US standards, and the comparison of US to international standards, the RP intends to provide a traceability from the C&I design to international standards. This is shown below in Figure 1.
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I judge that the standards presented in Table 4 of PSR Part B - Sub Chapter 4 (ref. [6]) include all the key applicable international C&I standards, including all those that I have based my assessment on during this GDA and therefore, I have not identified any fundamental shortfalls against SAP ECS.3 (codes and standards). 
In terms of the RP’s process for demonstrating traceability between the SMR-300 C&I design, and international standards. I judge that the approach shown in Figure 1 has the potential to be able to provide a means to traceability. However, further work is required to provide confidence that the SMR-300 design can meet the international standards, specifically where gaps between standards are found. 
Categorisation and Classification
As the RP has not completed the fault analysis and has only provided a preliminary fault schedule within this step 2 GDA, the safety functions have not been identified and therefore no categorisation has been undertaken to international standards. It therefore follows that the systems have not yet been classified, based on the categorisation of the safety functions they deliver, according to IEC 61226 (ref. [40]).  In order to undertake any assessment in this area, I have focused on the IEEE based classification that the RP has stated it uses, and what the potential classification of the system could be based on statements made by the RP and previous experience of similar architectures.  I have done this at a high level and focused on the main safety systems as appropriate for a step 2 assessment.
This is not just relevant to the C&I topic area, categorisation and classification to international standards has not been undertaken by the RP across the project. ONR’s fault studies topic specialist has led the overall assessment of the RP’s approach to the categorisation of safety functions and the classification of structures, systems and components important to safety (ref. [58]). Their assessment has concluded that the RP has presented a methodology that would align to expectations as set out in ONR SAPs and TAG 94 (ref. [35])  and demonstrated and that the RP understands how to apply it and given indicative classes for the major systems. However, the RP hasn’t applied it formally or comprehensively and so raised RO-HOLTECSMR300-011 (ref. [59]) which requires that the RP to do further work on categorisation and classification once the fault analysis has matured.
The RP claims that the PSS was designed to Class 1E according to US standards, specifically IEEE 601-1991 (ref. [56]), PSR Part B, Sub Chapter 4 (ref. [6]) also states that it would “typically” be a Class 1 system in accordance with IEC 61226 (ref. [40]).  
The DAS, as presented in the PSR Part B, Sub Chapter 4 (ref. [6]) is not safety classified under IEEE guidance.  I judge that it would be likely that the DAS would be classified as Class 2 given its role as a back-up to the primary safety system in accordance with IEC 61226 (ref. [40]). 
The PCS is not a safety classified system using the IEEE classification scheme. I judge that it would be likely that the PCS, given its role in delivering safety functions and control functions, would be classified as Class 3 in accordance with IEC 61226 (ref. [40]). 
I have identified a potential shortfall against UK RGP (SAPs ECS.1 (safety categorisation), ECS.2 (safety classification)) and NS-TAST-GD-094 (ref. [35])  as part of a wider potential shortfall related to the DAS design and I have raised a regulatory observation (RO), RO-HOLTECSMR300-001 (ref. [60]) related to the DAS design.  
Action A1 of RO-HOLTECSMR300-001 (ref. [60]) is specifically related to the classification of the DAS. In the RPs resolution plan (ref. [61]) against action A1 it states:
“Action A1.1: Holtec is developing a DAS Requirements Specification which satisfies both IEEE 603 Non-class 1E expectations and IEC 61513 expectations for Class 2 safety systems. By taking this approach Holtec will demonstrate that the requirements of the DAS meet SMR-300 plant requirements and established best practice.
Action A1.2: PSR V1 B4 Instrumentation and Control will outline the approach to classification of the DAS.
Action A1.3: Beyond GDA Step 2, UK DBAA [DBA] will be undertaken to confirm and finalise the Safety Functional Requirements and performance requirements for the DAS. “
In parallel to discussions taking place related to raising the RO, the RP raised an internal design challenge and as a result the DAS is being re-platformed (commitment C_I&C_082). The response to action A1.1 which states that the DAS is being developed to both IEEE and IEC standards, and that the system will meet the standards of a Class 2 system, gives confidence that the DAS could be demonstrated to meet UK expectations in a future safety case. 
I have not raised any other specific potential shortfalls related to the classification of the other C&I systems as this consideration of categorisation and classification has been undertaken by the fault studies inspector, and for which the RP has raised a commitment (C_Faul_103) which covers this aspect.
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PSS
The RP has stated that the PSS is a two division system that is designed to mitigate DBAs and achieve a safe shutdown. The PSS provides the following functions:
Automatic reactor trip (RT) and engineered safety features (ESF) functions in abnormal conditions and appropriate plant conditions and operating modes;
Manual actuation of safety functions;
Safety related plant information on displays in the main control room (MCR) and remote shutdown facility (RSF); 
Prioritisation for outputs between the PSS and DAS and between the PSS and PCS;
Automated testing that does not inhibit performance of safety functions; and 
Maintenance and operating bypass facilities. 
The PSS is based on the MELCO Total Advanced Controller (MELTAC) Nplus S platform.
DAS
The DAS is a single division system which the RP claims provides a diverse means of delivering the required safety functions for RT and ESF in the event of failure of the PSS. The DAS provides the following functions:
Manual operator actions for safety functions; 
Initiates safety functions should DAS setpoints be exceeded (these setpoints are set with additional margin over the PSS set points); 
Provides Anticipated Transient without Scram (ATWS) mitigation capability from the Main Control Room (MCR);
Provides a diverse reactor trip function; and 
Mitigates Anticipated Operational Occurrence (AOO) assuming PSS fails to trip the reactor.
The DAS is based on the MELTAC-RX platform.
With the DAS design change, the RP has stated in PSR Part B, Sub Chapter 4 (ref. [6]) that the DAS Reactor Trip breakers will be reviewed and alternative design options considered as part of the diversity improvements.
PCS
The PCS undertakes control functions during normal operating conditions to maintain plant parameters within the normal operating envelope. It also provides the primary interface to the operator within the MCR in both normal and fault conditions. It monitors both safety, and non-safety parameters and provides information displays, alarms and touch screen control commands to operate plant systems. 
The PCS is based on the MELTAC-RX platform, which is a digital platform designed to provide non-safety I&C systems for the control and monitoring of nuclear reactors and turbines.
PAM
The PAM is a grouping of instrumentation and displays that operators use for monitoring plant parameters following an accident condition. The PAM is not provided as part of a separate system but as part of PSS and PCS. This, as acknowledged in the PSR Part B, Sub Chapter 4 (ref. [6]), which states that this is not “RGP in the UK”, and therefore the RP have raised a commitment (C_C&I_083) to undertake further work to review US / IAEA requirements for post-accident monitoring signals. This will consider the US / IAEA expectations against the SMR-300 fault studies / severe accident analysis (SAA). It will also consider aspects such as the impact of the PSS being unavailable in a post-accident scenario.
Sensors
The PCS shares some sensors with the PSS and all DAS sensors are shared between PSS and DAS. The sharing of the sensors is undertaken by the PSS system. The design uses four separate sensors, and therefore four values are sent to the PCS and the DAS. The PSS then applies 2 out of 4 voting to determine if a RT or ESF actuation is required.
The PCS receives the signals with a safety significance from safety sensors shared with the PSS, as well as its own control only signals directly. It also has the ability to control safety actuators via the PSS. These actuators therefore undertake both control and safety functions.
The PSS receives signals from 4 measurement channels and operates in a two-out-of-four arrangement. Division A receives signals from channels U and X and Division B receives signals from channels Y and Z. Each division then shares its signals with the other.  As stated previously, the PSS also shares these sensor signals with the PCS and DAS, as well as managing the prioritisation and actuation of actuators upon receiving signals from the DAS and PCS.
The route through the PSS to each of the other systems is as follows:
The sensor signals for the PCS are routed though the input/output (IO) and remote input/output (RIO), into the reactor protection processor (RPP) and onto the Unit bus. 
The sensor signals for the DAS are shared with the PSS and will come through the PSS IO/RIO and into the DAS diverse protection processor (DPP). 
Actuators
The actuation of plant components such as breakers, pumps or valves to deliver safety functions is undertaken within a subsystem of the PSS called the power interface module (PIM), with exception of the Reactor Trip Breakers which are actuated by the RPP directly. The purpose of the PIM is to provide the priority logic and interposing logic circuits to manage demands from the PSS and DAS (for safety related components). The priority logic between PCS and PSS commands occurs within the PSS prior to the PIM. 
The PIM consists of separate communication interfaces, one for the DAS and one for the PSS (which will also include any actuation signals from the PCS). Any demand is then managed by the priority logic, which then relays this demand into an analogue circuit which is connected to the relevant component. Therefore, the priority logic, which is digital based, and the analogue circuit is common across the three main safety and control systems.
Section 4.2.3.3.5 of the PSR Part B, Chapter 4 (ref. [6]) covers justification of the PIMs design and states that as part of the new DAS development, the design of the PIM will be reviewed and justified in terms of the technology used.
International good practice on system architecture
Demonstrating independence between the systems delivering safety functions aims to reduce risks in the following three main areas:
Common cause failure – commonality between systems could result in the same fault being present in multiple systems and therefore inhibiting the ability of those systems to operate, i.e. a coincident failure of multiple systems – see ONR SAP EDR.3 (Common cause failure);
Interdependence – if multiple systems rely on the same component or system, then failure of that component or system could inhibit multiple systems in carrying out their safety functions – see ONR SAP ESS.18 (Failure independence); and
Fault propagation – Should a fault occur in one system, then there is a risk that the fault can propagate to other systems and also inhibit that system’s ability to deliver its safety function – see ONR SAP ESS.20 (Avoidance of connections to other systems).
Defence in depth is an internationally recognised method to reduce the risks outlined above. In order to provide defence in depth, international guidance is to apply this in five levels, as set out in IAEA SSR-2/1 (ref. [37]) and described with ONR SAP (EKP.3), from which the table below is taken.
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Figure 2 -  Defence in depth levels mapped to SMR-300 I&C systems (modified from source (ref. [19])
The relevant international good practice related to independence and defence in depth is:
IAEA Specific Safety Requirements SSR-2/1 (ref. [37]) – Requirement 21: Physical separation and independence of safety systems states “Interference between safety systems or between redundant elements of a system shall be prevented by means such as physical separation, electrical isolation, functional independence and independence of communication (data transfer), as appropriate.”
IAEA Safety Standard SSG-39 (ref. [39]), section 4.14 states “Independence within the overall I&C architecture is intended to prevent the propagation of failures between systems, and to avoid, where practical, exposure of multiple systems to the same sources of common cause failure.”
IAEA Safety Standard SSG-39 (ref. [39]), section 4.15 states “The overall I&C architecture should neither compromise the independence of safety system divisions, nor the independence of the different levels of the defence in depth applied at the plant.”
IEC 61513:2013 (ref. [41]) para 5.4.2.6 states “Where Class 1 and lower class I&C systems are claimed in the deterministic safety case as different lines of defence effective for design basis accidents, these systems shall be independent.”
IEC 61513:2013 (ref. [41]) para 5.4.2.6 states “The I&C architectural design should use the principle of diversity where high reliability is required for a safety group, and hence sources and effects of CCF are to be considered. Functional, signal and equipment diversity should be considered.”
IEC 61513:2013 (ref. [41]) para 6.2.3.3.3 states “Independence includes provisions to prevent adverse interaction between subsystems of the system or with other systems which might result from abnormal operation or from failure of any component in either subsystem or system, including from common-cause failure.”
IEC 62340:2010 (ref. [42]) para 7.1 states the principle of independence is that “I&C systems perform their safety functions independently if a postulated failure of one of these I&C systems does not prevent the other systems from performing their functions as intended.”
IEC 62340:2010 (ref. [42]) para 7.1.3 states “The design of the architecture of I&C systems which are claimed to be independent I&C systems shall provide: a) system specific processing paths from sensing the plant status to the actuation of the plant safety systems without using shared components.” 
The reference design for the main C&I systems (namely the PSS, DAS and PCS), as presented during this GDA, are all software based, and all supplied by the same manufacturer. At a fundamental level, this challenges the independence that can be claimed across the platforms. This was identified by myself, and also the RP early in the GDA. 
Having a common technology type, and also supplier, increases the risk of a common cause failure impacting multiple systems. I advised the RP on the level of evidence and substantiation that would be required in order to demonstrate that specifically the PSS and DAS were sufficiently diverse, including aspects such as components, software modules, manufacturing techniques and development/testing tools. This arrangement challenges the level of independence that can be claimed between the PSS, DAS and PCS, for example:
Should there be a failure within the PSS I/O module then there is the potential that the PSS, PCS and DAS may not receive sufficient information to be able to respond to a fault and implement the safety function.
Should there be a failure within the PSS processors then there is the potential that the PSS and PCS may not receive the required signal, and only the DAS would be available to respond to a fault and implement the safety function.
A common cause failure of a type of sensor that the PSS, DAS and PCS require in order to detect a fault would result in none of the systems being able to respond.
In my judgement, there is a lack of independence between the three systems, with all the systems requiring common components in order to undertake their safety function. 
Having considered the SMR-300 C&I systems in relation to the defence in depth model set out in SSR-2/1 (ref. [37]), and taking into account the points made in the sections above around independence between platforms, sensors, actuators and communication, the C&I design, as presented in the DRP, does not meet international RGP. Due to this, I judge that there is a risk that the C&I architecture is vulnerable to failure and could result in safety functions being unavailable. I have therefore identified potential shortfalls and have raised two ROs with each having specific related actions.
The first RO (RO-HOLTECSMR300-001 (ref. [60])) highlights the potential lack of diversity and therefore independence between the PSS and DAS, which results in challenges in demonstrating that common cause failures are reduced ALARP. ONR expectations in this area are set out in SAP SC.4 (safety case characteristics), EDR.2 (Redundancy, diversity and segregation),  EDR.3 (Common cause failure), EKP.3 (Defence in depth), NS-TAST-GD-046 (ref. [33]), and SyAP KSyPP 1 (secure by design) (ref. [62]).  
Two of the actions raised in RO-HOLTECSMR300-001 are related to independence and defence in depth, these being:
RO-HOLTECSMR300-001.A2 - DAS Implementation - This is related to the diversity of the technology chosen for the DAS; and 
RO-HOLTECSMR300-001.A3 - Sharing of Functional Equipment.
In response to the RO, the RP has produced a resolution plan (ref. [61]), and specifically against Action A2 has stated the following:
“Action A2.1: Holtec is developing a DAS Requirements Specification which satisfies both IEEE 603 Non-Class 1E expectations and expectations for IEC 61513 Class 2 safety systems. By taking this approach Holtec will demonstrate that the design of the DAS meets SMR-300 plant requirements and established best practice. This approach will be explained in PSR V1 with design substantiation provided beyond Step 2 (see Action A2.3). 
Action A2.2 The PSR V1 will include a justification for the DAS technology change. Interfacing between the DAS, PSS and shared functional equipment will also be discussed in PSR V1. 
Action A2.3: Following GDA step 2 Holtec Britain will undertake suitable and sufficient design substantiation of the DAS to demonstrate the requirements are met.”
Action A3 of RO-HOLTECSMR300-001 is related to the sharing of functional equipment purely between the PSS and DAS. In the RP's resolution plan, the following response has been given: 
Action 3.1: As part of a Diversity and Defence in Depth analysis as well as PSA and Fault Studies tasks, Holtec will assess and justify shared elements of the DAS design such as the sensing and functional equipment as well as the power interface modules (PIMs). Subsequent document releases are set to be post GDA Step 2, however a commitment will be made in the PSR V1. 
During discussions taking place related to raising the RO, the RP acknowledged this as an area of its design where it would struggle to justify this fundamental aspect of the design and raised an internal challenge paper related to the DAS design. Following this process, the RP decided to re-platform the DAS to use a non-computer-based system. This work however has not been completed within this Step 2 GDA and therefore the reference design is unchanged with a software-based DAS. The RP has made a commitment C_C&I_082 which states:
"Notably, the DAS design will be modified to use a non-computerised, simple hardware-based DAS which is adequately diverse from the technology used in the PSS. The use of shared equipment between the PSS and DAS will be reviewed and design options considered."
The RPs decision to re-platform the DAS to a non-computer-based platform has the potential to provide an effective means of achieving independence from a technology perspective from the PSS and the PCS to enhance defence-in-depth.
In terms of the sharing sensors and actuators (Action A3) between the PSS and DAS, Section 4.2.3.3.4 of PSR Part A, Chapter 4 (ref. [6]) covers justification for use of shared sensing equipment and states that the RP, as part of the wider DAS re-platform, is undertaking work to demonstrate that the DAS can use functionally different sensors from the PSS to detect and respond to each event. The RP states in PSR Part A, Chapter 4 (ref. [6]) that “Formal safety analysis will be carried out to confirm that the different sensors provide the required safety functions”. It also states that options for providing additional or diverse sensors will be considered as part of the review and justification.
Through further assessment, I found wider challenges to system independence in relation to independence & Common Cause Failure (CCF). The systems which deliver the functions across the defence in depth model (levels 2 to 4) rely on common systems or components. Should there be a failure of these systems or components, then the ability of multiple systems (and therefore more than one layer of defence) to respond to a fault could be compromised. Furthermore, many of these systems or components are of a common design, meaning a common cause failure could result in multiple systems being unable to respond to faults.
I therefore raised a second RO (RO-HOLTECSMR300-013 (ref. [63]). Action A.1 states that the RP should provide a suitable and sufficient justification to demonstrate that there is adequate independence between the C&I systems in the SMR-300 design including protection against common cause failures. 
In the RP’s resolution plan (ref. [64]) for RO-HOLTECSMR300-013 (ref. [63]) against action A1 it states that “The PSR acknowledges the requirement to provide further assessment of shared components and demonstration of functional independence between the different defence in depth systems”. It then states that the C&I architecture will be designed in accordance with appropriate standards, and that any design changes needed to meet “the appropriate standards”  will be managed through its design control process [65]. 
This design control process has been assessed by the management for safety and quality assurance lead, and it is noted that their assessment states that the process is still in development and that a commitment has been made (C-MSQA-107) to evidence the implementation of the procedure and related arrangements such as the “Design Integration Reviews. Furthermore, an RO has been raised HOLTECSMR300-012 (ref. [66]) associated with design control arrangements.
With respect to the part of the RO related to the PAM, I draw confidence from the fact that the RP has raised commitment C_C&I_083 to review the PAM requirements and is committed to confirm alignment with UK and IAEA requirements.
The resolution plan also states that a future deliverable called the “UK SMR-300 I&C Architecture Justification Report“ will aim to demonstrate that the final design reduces risk to a level that is As Low As Reasonably Practicable (ALARP) and that this will include an optioneering methodology outlining option identification, screening and assessment of these options as well as justification of the preferred solution.
I conclude from the resolution plan that the RP is stating that it will either undertake design changes using its processes to ensure that the design meets international RGP, or it will present a justification for assessment that the design reduces risks ALARP which will include details of other options considered. This therefore meets my expectation. 
From the resolution plans submitted for both the RO’s associated with independence, I take confidence that the RP has acknowledged the potential gaps and has presented plans to address them in future work. Although there are still areas that require development, such as the design control process, I judge that there is a credible path to demonstrate that the risks can be reduced ALARP.
Integrity Targets
Due to the immaturity of the fault schedule, along with the categorisation and classification of the systems, the RP hasn't yet finalised the integrity targets for each of the systems, however, section 4 of PSR Part B, Sub Chapter 4 (ref. [6]) states that the claims are likely to be:-
PSS – 1 x 10-04 probability of failure on demand (pfd)
DAS – 1 x 10-03 pfd
PCS – 1 x 10-01 pfd
These correlate with the ranges outlined in NS-TAST-GD-003 (ref. [31]) and NS-TAST-GD-046 (ref. [33]). The RP states that these figures are subject to further reviews and justification and I conclude that the claims appear reasonable and potentially achievable at a fundamental level, satisfying SAP ERL.1 (form of claims) for this stage of the design.
System Independence – Communications
Within the SMR-300 design there are different communication routes between the main C&I systems. These are:
Unit Bus - Used for communications between PSS safety divisions and non-safety PCS;
DAS IO Bus - This links the DAS process input/output (PIO) modules to the DAS to send sensor information and receive outputs from DAS;
Safety Bus - Used for communications within a PSS Safety Division;
IO Bus between IO and PSS processors;
Data Link - Used for sending/receiving voting logic between PSS safety divisions;
Screen information bus - Network to transmit data that assists plant monitoring and operations, and the data related to screen display in the PCS;
Maintenance bus - One maintenance network for each system and PSS division for communication to the Engineering tool; and
Management information bus - Plant computers in the PCS are connected to the human system interface (HSI) Parameter Setting Computer via the management information bus.
The PCS sends limited information to the PSS through the unit bus; this includes manual signals sent from the operator visual display unit and automatic signals generated by the PCS. 
It can therefore be seen that the unit bus is used to send information from a lower-class system (PCS) to a higher-class system (PSS). This is not aligned with international good practice as outlined in IAEA SSG-39 (6.53) (ref. [39]) which states "In computer systems, one directional, broadcast data communication is often used where computer-based systems of a higher safety class provide data to systems of a lower safety class. Hardware characteristics that enforce the one directional feature should be considered as a means of ensuring such one directional communication, for example, the use of a link that is connected only to a transmitter in the system of a higher safety class and only to a receiver in the system of the lower safety class." and (6.54) which states "In justified cases, signals may be sent from systems of a lower safety class to systems of a higher safety class via individual analogue or binary signal lines".
ONR guidance given in TAG 46 (ref. [33]), paragraph 72 which states: 
“Where digital data communication from a higher class system to a lower class system is required, duty-holders should consider the use of separation techniques to ensure one-way flow of information / data (e.g. via a one-way diode).”
Further ONR guidance is given under SAP ECS.2 which states:
“Appropriately designed interfaces should be provided between (or within) structures, systems and components of different classes to ensure that any failure in a lower class item will not propagate to an item of a higher class. Equipment providing the function to prevent the propagation of failures should be assigned to the higher class. “
I sought further information on this arrangement from the RP and I raised two RQs (1716 and 1979). In the responses to these RQs the RP described the nature of the information sent across the unit bus and the means of communication. I identified two concerns with this communication from a lower-class system to a higher-class system:
The ability of the communication link, and the information transmitted, to disrupt the ability of the PSS to deliver its safety functions; and
The cyber security risk that malicious information could be transmitted via the link which is further discussed within ONR's assessment of cyber security by the cyber security and information assurance assessor (CS&IA) (ref. [67]). 
In response to this first point, I assessed the response from the RP on how the information is sent from the PCS to the PSS. The PCS sends data over the unit bus through a control network module. The PSS receives the message, validates it, discards invalid data, and then provides the operational signals to the PSS CPU.
The communication is managed using FPGAs which are used across the PSS. I have not explored at this stage the level of diversity provided by the FPGAs as I consider this beyond what is required for a fundamental assessment. This, along with their substantiation would be a topic that would need to be addressed in assessment of any future safety case for the SMR-300.
Although there is data flow from a lower class system to a higher class system, due to the way that the design handles the information I have confidence that the risks related to having two way communication between systems of different classes is minimised. I judge that this does meet the guidance stated in SAP ECS.2 in that there is an appropriately designed interface, and that the interface is part of the PSS and has the same classification. There is therefore a credible path to demonstrate that the risks are reduced ALARP and that faults cannot propagate and then jeopardise the functions of the safety system.
System Independence – Separation and Segregation
The C&I equipment is located within C&I rooms, the MCR itself, and the RSF. It is stated within PSR Part B, Sub Chapter 4 (ref. [6]) that all the safety C&I is in separate fire zones from other divisions and other units. The two PSS divisions are in separate C&I rooms in the reactor auxiliary building, with the non-safety C&I equipment being located in a separate room in the turbine building.
Due to the more fundamental challenges with the design which have been identified in other areas, and with the re-design of the DAS having a potential impact on the equipment layout, this has not been a focus of my assessment within this GDA and therefore I have not made any judgement of this aspect of the design.
Redundancy and Single Failure Criterion
The PSR Part B, Sub Chapter 4 (ref. [6]) within its sections for each of the C&I subsystems provides information on the number of redundancies; these are presented in Table 1.
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	C&I system
	Redundancy

	PSS
	2

	DAS
	1

	PCS
	1

	Safety Sensors
	4



For the main safety system, the PSS, there are two divisions, which will be the primary means of delivering Category A functions. However, there are four channels of sensors, with two channels of sensors providing signals to each of the PSS divisions. 
Each division undertakes two out of four voting using two of its own sensors, and two from the other division. This arrangement results in only one division being needed to undertake a safety function. Should a failure be detected in one division of the PSS, then the division fails "as is", the remaining division reverts to 2 out of 2 voting (using its own sensors) and is relied upon to undertake any required safety function. There is no information within the PSR or supporting documents how long this operating mode would continue on only one division.
If it is possible that one division of the PSS is already compromised by an undetected failure, then a single failure (which results in fail-as-is behaviour) could cause the inability of the PSS to deliver its safety function(s). As discussed within the system independence chapter (‎4.2.4.1), other systems rely on the PSS in order to be able to deliver many of their functions, including safety functions.
In my assessment I have considered the following international guidance regarding single failure criterion (SFC):
IAEA Specific Safety Requirements SSR-2/1 (ref. [37]) - Requirement 25: Single failure criterion states “The single failure criterion shall be applied to each safety group incorporated in the plant design.”;
IAEA Safety Standard SSG-39 (ref. [39]) states “Any identified failures that cannot be detected by periodic testing, alarm or anomalous indication should be assumed to exist in conjunction with single failures when evaluating conformance with the single failure criterion. Failure of self-test features, self-diagnostic features or self-alarm features themselves should be detected and revealed.”; and
IAEA Safety Standard SSG-39 (ref. [39]) states “Each safety group should perform all actions required to respond to a postulated initiating event in the presence of any single detectable failure within the safety system in combination with: — Any undetectable failures, i.e. any failure that cannot be detected by periodic testing, alarm or anomalous indication;”.
The RP within its codes and standards analysis (ref. [53]) states that there are differences between US and international requirements related to single failure criteria, specifically the following:
In the UK, SFC is applied to the system that is the principal means of fulfilling a Category A safety function and in IEEE 379:2000 it is applied to the ‘safety systems’; and
Additional areas of potential difference between international standards and US design basis standards is the assessment of undetectable failures and failures which can be detected by diagnostics or periodic testing.
To meet the international guidance outlined above and given that a detected failure of a division fails “as is” and not necessarily to a safe state, the focus is on the remaining division. The RP would be required to demonstrate that there can be no identifiable, undetected failures which would then inhibit the remaining division undertaking the required safety function. If there can be undetected failures, then according to international guidance it must be assumed that a failure has occurred, and a design change would be required, for example additional redundancy, to meet the single failure criterion. 
I held internal discussions related to which failures the RP would be expected to consider if it wishes to make the argument that all identified failures can be detected. SAP EDR.4 states “no single random failure” which would initially appear to exclude any systematic or software failure. However, international guidance (IAEA SSR-2/1 (ref. [37]) and SSG-39 (ref. [39])) doesn’t differentiate between random or systematic failures, and the IAEA Glossary (ref. [68]) includes the following under the definition of “Failure (technical)”:
“A failure may be the result of, for example, a hardware fault, a software fault, a system fault, an operator error or a maintenance error.”
I therefore discussed this with the ONR heads of profession for both fault studies and C&I and both agreed that the failures that the RP would need to demonstrate can be detected would include systematic failures (refs. [69], [70]).
I note that the systematic failures to be considered when evaluating the single failure criterion would exclude any common cause failures, as these would by their nature affect both divisions, however, it is conceivable that there could be aspects of the software that could be different across the divisions, and these differences and their resultant impact on the systems ability to deliver their safety functions would need to be identified and detected.
I have advised the RP that no other licensee, or requesting party have ever attempted to demonstrate that they have identified and been able to detect all possible failures and that this would be extremely hard to demonstrate in an ALARP justification. I also advised that I expect the RP to set out the options that were considered in developing the design, and why the chosen design represents the ALARP position.
I also advised that it is my judgement that it is difficult to foresee all undetectable failures for a complex digital system such as the PSS.
I therefore judge that the RP has not provided sufficient justification to show that it has identified all undetectable failures and methods to detect them on a complex software platform such as the PSS and met international guidance (IAEA SSR-2/1 (ref. [37]) and SSG-39 (ref. [39])) as well as EDR.4 (single failure criterion). This justification would also need to include actuators and the PIM. I have raised an RO (RO-HOLTECSMR300-013) related to this, along with the points discussed in the independence section (‎4.2.4.1). Action A.2 is related to the single failure criterion and requires the RP to demonstrate how the SMR-300 design meets the single failure criterion for those C&I systems that are the principal means of fulfilling Category A safety functions. I do however draw confidence that the RP has identified this difference between international and US standards (ref. [53]) and has stated that these will be addressed as part of its design stability process in the I&C Codes and Standards Analysis Review  (ref. [53]). 
It is also noted that the RP would be required to demonstrate that its design meets SAP EDR.1 (Failure to safety) in future safety cases given that the current design states that a PSS division fails “as is”.
The RP’s resolution plan (ref. [64]) for RO-HOLTECSMR300-013 (ref. [63]) against Action A2 states that:
“Where further requirements or gaps to regulatory expectations are identified, these will be managed through the design control process supported by the SMR -300 Risk Management and Design Decision Procedure and the UK SMR-300 Design Management process which controls modifications to the UK SMR-300 design. The assessment of design changes includes the evaluation of options to resolve the associated design change problem statement and any design change will be summarised and referenced in the UK SMR-300 C&I Architecture Justification Report.”
As with Action A1, I conclude from the resolution plan that the RP is stating that it will either undertake design changes, using its processes to ensure that the design meets international RGP, or it will present a justification for assessment that its design reduces risks ALARP which will include details of other options considered. This therefore meets my expectation and although there are still areas that require development, such as the design control process (see paragraph 124), I judge that there is a credible path to demonstrate that risks can be reduced ALARP.
HMI
The HMI is referred to as the HSI by the RP within its documentation and it uses Visual Display Units (VDUs) both within the MCR and the RSF. These VDU’s provide displays and soft controls.
The non safety display and control units are called the Operational VDU’s (O-VDU) and there are also Large Display Panels. These provide manual functions and information provided from the PCS.
The safety display and control units are called the Safety VDU’s (S-VDU) and are part of the PSS and are classified Class 1E using the IEEE standards, specifically IEEE 601-1991 (ref. [56]).
There are also conventional switches for manual operations. These consist of the following and are located on a separate panel:
The Manual Initiation Switch – These switches allow the operator to manually initiate the reactor trip function. The reactor trip switches are connected directly to the RTB without going through the PSS-RPP; Software switches are also provided on the S-VDU to manually initiate the system-level ESF Actuation functions; and
The Manual Transfer Switch – These switches initiate the transfer of control between the MCR and the RSF.
The DAS also has its own display and control called the DAS HSI (D-HSI).
The information that has been submitted on this topic is broadly consistent with ONR expectations (SAP ESS.13 (confirmation to operating personnel) and ECS.2 (Safety classification of structures, systems and components). If the RP continues to develop the SMR-300 design and SSEC on this basis. Given the information presented so far, I have confidence that the RP has a credible plan to be able to demonstrate that the final design will be compliant with UK regulatory requirements and expectations.
C&I Functional and Property Claims
The assessment of the RP’s development of a fault schedule has been led by the fault studies specialist. A preliminary fault schedule (PFS) (ref. [71]) has been presented based on the current maturity of the fault analysis, however the fault analysis is currently immature and thus the information presented in the PFS can only be considered indicative of the ultimate safety analysis for the design.
PSS functions are defined in the PSS Logic Basis (ref. [50]) and the DAS Control Description (ref. [51]), due to the redesign of the DAS, and the commitment related to Action A2 of RO-HOLTECSMR300-001 (ref. [60]) I have not assessed this in any detail. 
Due to the preliminary nature of the fault schedule presented in Step 2, I have not undertaken a full assessment of the alignment between US and international standards, I have sampled the Reactor Trip function, and I have been able to ascertain that there is an alignment in key areas.
I cannot judge whether the safety functions described in the submissions for the PSS and DAS will comprehensively cover the required safety functions until the fault analysis is sufficiently mature to provide a comprehensive list of required safety functions. Insufficient information has been presented to form a judgement on the fundamental adequacy of the SMR-300 design in this area and therefore its ability to meet the requirements as set out in EKP.4 (safety function), EKP.5 (safety measures), ESS.1 (Provision of safety systems), ESS.2 (Safety system specification) and ESS.18 (Failure independence).
Safety Demonstration
The CAE approach used within the PSR, and specifically within Part B, Chapter 4 C&I (ref. [6]) provides a basis for capturing the key aspects of the safety case for the C&I. This includes claims, sub claims, arguments and pointers to evidence to both existing, and future evidence to support this. This provides a good starting point for developing a more comprehensive safety case as the design develops. 
Due to a lack of a developed fault schedule, the full “golden thread” from the design, back to the safety functions the C&I systems are required to perform has not been possible within this GDA. From a C&I perspective I consider the CAE framework provides a means for the RP to satisfy SAP SC.2 (safety case outputs) as the safety case develops along with the design. I found the use of the sub-claims throughout the PSR C&I chapter to be good practice, and it gives a good basis for developing a golden thread. The CAE route map in Appendix A of Chapter B4 is also good practice, especially at this stage of the GDA and it provides a good basis and structure for future development beyond this GDA.
Cyber Security for Safety
ONR's assessment of cyber security was led by the cyber security and information assurance assessor (CS&IA) (ref. [67]). I have supported this assessment to help confirm the adequacy of cyber security arrangements necessary to ensure dependable operation of C&I safety systems. 
I raised RO-HOLTECSMR300-001 (ref. [60]) related to the diversity of the DAS. Cyber security considerations were an aspect of this RO, including how the RP had applied the concept of ‘secure by design’, which means reducing security risk at the conceptual stage of plant design with the aim of, in time, having an inherently secure design consistent with operational purposes in the selection of platform technology, and the potential for common cyber security vulnerabilities to be present in systems containing similar technology (see KSyPP 1, ref. [62]). 
The RP has committed to re-platform the DAS to a hardwired non-computer-based system.  It is my opinion that non-computer-based technology is less vulnerable to cyber threats in operation, and provides a good basis for the RP to be able to demonstrate that ‘secure by design’ has been applied and that independence is not undermined by potential common cyber security vulnerabilities.
As the reference design for this GDA is for the DAS to be based on a microprocessor platform, the potential fundamental shortfall outlined in RO-HOLTECSMR300-001 is still relevant. The RP will need to consider both safety and security aspects when addressing the RO actions. I judge that the commitment to re-platform of the DAS to a non-computer based system, as outlined in the resolution plan (ref. [61]), provides a credible path to addressing this. 
Overall, the cyber security assessment concluded that the RP’s case is fundamentally adequate for step 2 of GDA. The RP undertook an adequate cyber risk assessment of the PSS, demonstrating the efficacy of its risk assessment methodology. Further details on the cyber security assessment can be found in the assessment report (ref. [67]).
Demonstrating Risks can be Reduced ALARP 
At GDA Step 2 and recognising the current degree of maturity of the fault analysis, it has only been possible to make a judgement of whether there is a credible path to demonstrate that the overall C&I architecture will support a reduction of risk ALARP.
PSR Part B, Chapter 4 (ref. [6]) contains a CAE structure which I judge to be sufficient for this stage of the design, containing a breakdown of the high-level claims into both sub claims and arguments. The RP has yet to provide sufficient evidence to demonstrate that risks can be reduced ALARP. I have seen no evidence in my sample that indicates risks cannot be reduced ALARP. The high-level CAE structure presented in step 2 gives me some confidence that a credible case can be made.
The current design doesn’t meet my expectations, and the RP has not provided sufficient evidence to demonstrate that risks can be reduced ALARP within this GDA. However, the RP has produced credible resolution plans for each of the ROs that I have raised, and there is therefore a reasonable path for the RP to be able to demonstrate this at a later date.
[bookmark: _Toc216709731]Conclusions 
8. This report presents the Step 2 C&I assessment for the GDA of the Holtec SMR-300 design. The focus of my assessment in this Step was towards the fundamental adequacy of the C&I design and associated safety case. I have assessed the SSEC, SMR-300 design, and relevant supporting documentation provided by the RP to form my judgements. In accordance with my assessment plan, I targeted my assessment (ref. [23]) at the aspects of the SMR-300 design that are novel, contentious, or where significant safety claims are made. My expectations were informed by ONR’s SAPs, TAGs and other guidance which ONR regards as relevant good practice. 
Based on my assessment, I have concluded the following:
A limited UK DBAA has been undertaken but the safety functions have not yet been fully identified and categorised, therefore it has not been possible to ascertain if the C&I design will meet its eventual safety requirements;
The PSR and the supporting SDDs give a good description of the system at an adequate level for a Step 2 report. The CAE provides a good basis for continued development of the safety case;
I have identified potential shortfalls with the C&I design, including independence and diversity between systems at different levels of defence in depth, and single failure criterion. I raised two ROs which outline these. The RP has provided resolution plans for the ROs (ref. [61], [64]) that I have assessed and judge that they provide a credible path to resolution of the potential shortfalls identified and which will support the RP to refine the design and safety case; and
The RP has identified two commitments directly related to C&I for future work: to re-platform the DAS to a non-computer-based platform, and for post accident monitoring. Furthermore, a commitment has been made in the fault studies area to develop the fault schedule. On completion of these commitments, a more detailed justification of the C&I design’s ability to deliver the required safety functions, and meet international guidance. These will be significant in the RP being able to ultimately demonstrate that it has reduced the risk ALARP.
Overall, based on my assessment to date, and subject to the provision and assessment of suitable and sufficient supporting evidence, I have not identified any fundamental safety shortfalls that could prevent ONR granting permission for construction of a power station based on the generic Holtec SMR-300 design.  However, I have identified two potential fundamental shortfalls associated with the C&I architecture and the DAS design that have been captured by regulatory observations, as appropriate, to ensure they are followed up and closed out in the future. I am satisfied that the resolution plans for the ROs provide a credible path to resolution of the potential shortfalls.
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	SAP reference
	SAP title

	EDR.3
	Design for reliability – Common cause failure

	EDR.2
	Design for reliability – Redundancy, diversity and segregation

	EDR.4
	Design for reliability – Single failure criterion

	EKP.3
	Key principles – Defence in depth

	EKP.4
	Key principles – Safety function

	EKP.5
	Key principles – Safety measures

	ERL.1
	Reliability claims – Form of claims

	ESS.13
	Confirmation to operating personnel

	ESS.18
	Failure Independence

	SC.4
	Safety cases – Safety case characteristics

	SC.2
	Safety cases – Safety case process outputs

	ECS.3
	Safety classification and standards – Codes and standards

	ECS.1
	Safety classification and standards – Safety categorisation

	ECS.2
	Safety classification and standards – Safety classification of SSCs

	ESS.20
	Safety systems – Avoidance of connections to other systems

	ESS.2
	Safety systems – Safety system specification

	KSyPP 1
	Secure by design
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