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[bookmark: _Toc193442597][bookmark: _Toc109727646]Executive summary
This report presents the outcomes of my protective security assessment of the Holtec SMR-300 as part of Step 2 of the Office for Nuclear Regulation (ONR) Generic Design Assessment (GDA). This assessment is based upon the information presented in revision 1 of Holtec’s Safety, Security and Environment Case (SSEC) (comprising a Preliminary Safety Report (PSR), Preliminary Environment Report (PER), Preliminary Safeguards Report (PsgR), and Generic Security Report (GSR)), the Design Reference Point (DRP) revision 1.1, and supporting documentation. 
ONR’s GDA process calls for a step-wise assessment, which increases in detail as the project progresses. The focus of my assessment in this step was towards the fundamental adequacy of the SMR-300 design and GSR, and the suitability of the methodologies, approaches, codes, standards and philosophies which form the building blocks for the design and generic safety and security cases.
[bookmark: _Hlk192240831]In accordance with my assessment plan I targeted my assessment at the aspects of the SMR-300 design that are novel, contentious, or where significant security claims are made.  My expectations were informed by ONR’s Security Assessment Principles (SyAPs), Technical Assessment Guides (TAGs) and other guidance which ONR regards as relevant good practice.
I targeted the following aspects in my assessment of the SMR-300 DRP and SSEC:
· The Requesting Party’s (RP) GSR as it draws from other documents providing a security ‘narrative’ and how security expectations are to be achieved. 
· The RP’s likely compliance with Nuclear Industries Security Regulations (NISR) 2003 and ONR Security Assessment Principles (SyAPs). 
· The RP’s secure-by-design approach and its implementation to see how it informs the security case. 
· The RP’s methodology for the categorisation for theft and its application against the expected nuclear inventory to evidence its efficacy against SyAPs expectations. 
· The RP’s threat interpretation document as it informs any risk-based analysis of the security of the design. 
· The RP’s conceptual security arrangements.   

Based upon my assessment, I have concluded the following:
· The GSR and supporting documentation provides a good high-level overview of protective security and demonstrates an approach to physical protection system design which is aligned with my expectations. 
· The proposed conceptual security regime and integrated security solution is consistent with the overall aim of providing defence in depth and a graded approach against the threats identified in the RP’s proxy threat interpretation. At a high level, this aligns with SyAPs and International Atomic Energy Agency (IAEA) expectations. 
· [bookmark: _Hlk211605549]The RP has developed its own proxy threat interpretation, which whilst not considered to be Relevant Good Practice, is deemed as sufficient for Step 2. Relevant Good Practice would be the application of the UK Design Basis Threat (DBT). The RP has subsequently commited to the application of the UK DBT in future security assessments of the SMR-300.
· Further evaluation of the physical protection system design will need to be undertaken in future GDA steps or licensing to ensure that the design can mitigate the threats detailed in the extant UK DBT. 
· I have identified no other departure from relevant good practice applicable to protective security. 
· The RP has also committed to carrying forward the proposed secure-by-design options into future design iterations and the site specific planning stage of an SMR-300.

[bookmark: _Hlk168596328]Overall, based on my step 2 assessment, I have not identified any fundamental security shortfalls from a protective security perspective that would prevent ONR permissioning the construction of a power station based on the generic Holtec SMR-300 design.





Step 2 Assessment of Protective Security | Issue: 1


Page | 1
[bookmark: _Toc193442598]List of abbreviations
AC		Alternating Current
ALARP	As low as is reasonably practicable
AR		Annular Reservoir
CAE		Claims Arguments Evidence
CAR		Commitments Assumptions Requirements
C&I		Control and Instrumentation 
CES		Containment Enclosure Structure
CONOP	Concept of Operations
CPPNM	Convention on the Physical Protection of Nuclear Material
CS		Containment Structure
CSA		Conceptual Security Arrangements
CS&IA	Cyber Security & Information Assurance
CSRA		Cyber Security Risk Assessment
DAC		Design Adaptation Committee
DBT		Design Basis Threat
DRP		Design Reference Point
FSyP		Fundamental Security Principle
GDA		Generic Design Assessment
GSR		Generic Security Report
HB		Holtec Britain
HCVA		High Consequence Vital Area
HI		Holtec International 
HSE		Health and Safety Executive
ICSANT	International Convention for the Suppression of Acts of Nuclear  			Terrorism
ISS		Integrated Security Solution
JB-VAI	Judgement Based Vital Area Identification
KSyPP	Key Security Plan Principle 
IAEA		International Atomic Energy Agency
MFES		Manual Forced Entry Standards
MWe		Mega Watts Electrical
MWth		Mega Watts Thermal
NISR		Nuclear Industries Security Regulations
NM		Nuclear Material
NPSA		National Protective Security Authority
NRW		Natural Resources Wales
NSS		Nuclear Security Series
NSSP		Nuclear Site Security Plan
ONMACS 	ONR Nuclear Material Accountancy, Control, and Safeguards Assessment Principles
ONR		Office for Nuclear Regulation
ORM		Other Radiological Material
OS		Official Sensitive
PER		Preliminary Environmental Report
PPS		Physical Protection System 
PSR		Preliminary Safety Report
PSgR		Preliminary Safeguards Report
PSyR		Preliminary Security Report
PWR		Pressurised Water Reactor
RCP		Reactor Coolant Pump
RGP		Relevant Good Practice
RITE		Risk Informed and Targeted Engagements
RP		Requesting Party (Holtec International)
RPV		Reactor Pressure Vessel
RQ		Regulatory Query
SA		Security Architecture
SbD		Secure by Design 
SFP		Spent Fuel Pool
SI		Security Infrastructure
SMR		Small Modular Reactor
SORP		Security Outcomes, Responses and Postures
SSC		Structure, System and Component
SSEC		Safety, Security (and Safeguards), Environmental Case. 
STAR		Sabotage, Target Analysis and Review
SyAPs	Security Assessment Principles
SyC		Security Claim
SyDP		Security Delivery Principle
TAG		Technical Assessment Guide(s) (ONR)
TSC		Technical Support Contractor
UK		United Kingdom 
URC		Unacceptable Radiological Consequence
VA		Vital Area
VAI		Vital Area Identification
VAI&C 	Vital Area Identification and Categorisation
WENRA	Western European Nuclear Regulators’ Association
WINS		World Institute for Nuclear Security

Contents
Executive summary	3
List of abbreviations	5
1.	Introduction	8
2.	Assessment standards and interfaces	11
3.	Requesting party’s submission	14
4.	ONR assessment	19
5.	Conclusions and recommendations	39
References	40
Appendix 1 – Relevant SyAPs considered during the assessment	47



[bookmark: _Toc193442599]Introduction
This report presents the outcomes of my Protective Security assessment of the Holtec SMR-300 as part of Step 2 of the Office for Nuclear Regulation (ONR) Generic Design Assessment (GDA). This assessment is based upon the information presented in version 1 of the Holtec SMR-300 Safety, Security, Safeguard, and Environment Case (SSEC) (refs. [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] [28] [29] [30] [31] [32] [33] [34] [35] [36]) the Design Reference Point (DRP) (ref. [37]), and supporting documentation (ref. [38]).
Assessment was undertaken in accordance with the requirements of ONR’s management system. It follows ONR’s Risk Informed and Targeted Engagements policy (RITE) (Ref [39]), guidance on the mechanics of assessment (ref. [40]), and ONR Security Assessment Principles (SyAPs) (ref. [41]) which, together with the principles detailed in the supporting Technical Assessment Guides (TAGs), have been used as the basis for this assessment. 
Background
ONR’s GDA process (ref. [42]) calls for a stepwise assessment of the Requesting Party's (RP) submissions with the assessments increasing in detail as the project progresses. Holtec International (HI) is the RP for the GDA of the Holtec SMR-300 design. HI has designated Holtec Britain (HB) to manage the GDA project, including developing the SSEC. HB is a wholly owned UK subsidiary of HI.
In October 2023 ONR, together with the Environment Agency and Natural Resources Wales (NRW), began Step 1 of the GDA for the Holtec SMR-300. Step 1, which is the preparatory part of the design assessment process and mainly associated with initiation of the project and preparation for technical assessment in later steps, was successfully completed in August 2024 (ref. [43]).
HI confirmed that it only intends to complete GDA up to the end of Step 2.  The output of Step 2 GDA is a GDA Statement.
Step 2 commenced in August 2024. The focus of ONR’s assessments in this step is towards the fundamental adequacy of the design and SSEC, and the suitability of the methodologies, approaches, codes, standards and philosophies which form the building blocks for the design and generic SSEC. The objective is to undertake an assessment of the design against regulatory expectations to identify any fundamental safety, security, or safeguards shortfalls that could prevent ONR granting permission for construction of a power station based on the design (ref. [42]).
Prior to the start of Step 2 I prepared a detailed assessment plan for protective security (ref. [44]). This has formed the basis of this assessment and was also shared with the RP to maximise openness and transparency.  
This report describes one of a series of assessments which support ONR’s overall judgements at the end of Step 2 which are recorded in the Step 2 Summary Report (ref. [45])
Scope
The assessment documented in this report is based upon the DRP and SSEC for the Holtec SMR-300 as summarised in the SSEC chapters and supporting documentation. 
The overall scope of the Holtec SMR-300 GDA is described in the PSR chapters A1 and A2 (ref. [1] [2]). The GDA scope was agreed in Step 1 although this has been modified, with agreement of the regulators, during Step 2 (refs. [46] [47]). HI has indicated that it intends to complete a two-step GDA with the objective of receiving a GDA Statement from ONR and has aligned its GDA scope with this objective. The GDA scope defines the generic plant and layout and includes all systems, structures and components that are identified as being important to safety, security and safeguards, all modes of operation, and all stages of the plant lifecycle.
My protective security assessment scope is defined in my assessment plan (ref. [44]) which is discussed in detail in section 4.1 and includes the following topics:
The RP’s Generic Security Report (GSR) header document as it draws from other documents providing a security narrative and how security expectations are to be achieved. This includes the licensee’s likely compliance with the Nuclear Industries Security Regulations (NISR) 2003 and SyAPs in the context of a 2-step GDA and an outcome-based regulatory approach.
The RP’s secure-by-design (SbD) approach and its implementation to see how it informs the security case. 
The RP’s methodology for the categorisation for theft and its application against the expected nuclear inventory to evidence its efficacy against SyAPs expectations. 
The RP’s threat interpretation document as it informs any risk-based analysis of the security of the design. 
The RP’s conceptual security arrangements. This will consider the RP’s security systems architecture approach based on a physical protection system (PPS) as outputs from their risk analysis. This includes assessment of their strategy as to how ‘outcomes’ and other SyAPs based expectations can be achieved beyond the 2-step GDA.
Given that this is a fundamental assessment and the design of the Holtec SMR-300 is still developing, not all aspects of the facility design are within the GDA scope. The following aspects are therefore out of scope for this assessment:
The detailed designs of the PPS. This level of detail will only be developed after this 2-step GDA.
Consideration of the output from the secure by design process, as this will be undertaken during subsequent stages of the design development. 


[bookmark: _Toc193442600]Assessment standards and interfaces
For ONR, the primary goal of the GDA Step 2 assessment is to reach an independent and informed judgment on the adequacy of the design as detailed in the DRP, and the safety, security and safeguards case for the reactor technology being assessed.
ONR has a range of internal guidance to enable inspectors to undertake a proportionate and consistent assessment of such cases. This section identifies the standards which have been considered in this assessment.
This section also identifies the key interfaces with other technical topic areas.
Standards 
1. The ONR SyAPs (ref. [41]) constitute the regulatory principles against which the RP’s case is judged. Consequently, the SyAPs are the basis for ONR’s assessment and have therefore been used for the Step 2 assessment of the Holtec SMR-300.
The International Atomic Energy Agency (IAEA) safety standards (ref. [48]) and Nuclear Security Series (NSS) (ref. [49])  are a cornerstone of the global nuclear safety and security regime. They provide a framework of fundamental principles, requirements and guidance. They are applicable, as relevant, throughout the entire lifetime of facilities and activities.
Furthermore, ONR is a member of the Western European Nuclear Regulators Association (WENRA). WENRA has developed reference levels (ref. [50]), which represent good practices for existing nuclear power plants, and Safety Objectives for new reactors (ref. [51]).
2. The relevant SyAPs and IAEA standards are embodied and expanded on in the TAGs (ref. [52]). 
1.1.1. Security Assessment Principles (SyAPs) 
3. The key SyAP applied within my assessment is Fundamental Security Principle (FSyP) 6 – Physical Protection Systems. This has formed the basis of my assessment to ensure the RP has implemented a physical protection system, proportionate to a 2-step GDA, that considers defence-in-depth and is graded according to the potential consequence of a successful attack. To provide a judgement on fundamental adequacy of the RP’s PPS, I have drawn upon the following supporting Security Delivery Principles (SyDPs) and Key Security Plan Principles (KSyPPs):
SyDP 6.1 – Categorisation for Theft. Characterisation of the design according to quantities and form of Nuclear Material (NM) and Other Radiological Material (ORM) held or used is essential to determine the required PPS Outcome.
SyDP 6.3 – Physical Protection System Design. A PPS should build defence in depth that meets the required security outcome based on the categorisation for theft and sabotage. 
KSyPP 1 – Secure by Design. The RP should adopt an approach that seeks to reduce vulnerabilities rather than attempting to secure or mitigate them post design. 
KSyPP 2 – The Threat. The PPS should be designed, evaluated and tested using the state’s Design Basis Threat (DBT).
KSyPP 3 - The Graded Approach. Protection systems should be based on a graded approach, considering the categorisation for theft or sabotage of NM/ORM.
KSyPP 4 – Defence in Depth. The PPS should reflect a concept of several layers of protection that have to be overcome by an adversary and ensure appropriate mitigation of security events should prevention fail.  
4. A list of the SyAPs used in this assessment is recorded in Appendix 1.
Technical Assessment Guides (TAGs)
5. The following TAGs have been used as part of this assessment:
· NS-TAST-GD-096 - Guidance on Mechanics of Assessment (ref. [53])
· CNSS-TAST-GD-11.1 – Guidance on the Security Assessment of Generic New Nuclear Reactor Designs (ref. [54])
· CNS-TAST-GD-6.1 – Categorisation for Theft (ref. [55])
· CNS-TAST-GD-6.3 – Physical Protection System Design (ref. [56])
· CNS-TAST-GD-11.4.1 – Secure by Design (ref. [57])
National and international standards and guidance
6. The following international standards and guidance have been used as part of this assessment:
· IAEA NSS 13 – Physical Protection of Nuclear Material and Nuclear Facilities (ref. [58])
· IAEA NSS 40T – Handbook on the Design of Physical Security Protection Systems for Nuclear Material and Facilities (ref. [59])
· IAEA NSS 8G – Insider Threats (ref. [60]) 
Integration with other assessment topics
7. I have worked closely with other topics as part of my protective security assessment. Similarly, other assessors sought input from my assessment. These interactions are key to the success of GDA to prevent or mitigate any gaps, duplications or inconsistencies in ONR’s assessment. 
8. The key interactions with other topic areas were:
Sabotage, Target Analysis and Review (STAR) and Cyber Security to ensure a holistic approach to security by design, including the continuity of ‘golden thread’ claims and arguments. 
Use of technical support contractors
During Step 2 I have not engaged Technical Support Contractors (TSCs) to support my protective security assessment for the Holtec SMR-300.  


[bookmark: _Toc193442601]Requesting party’s submission
The RP’s principal submissions are a series of drawings and documents that make up the DRP and a series of SSEC chapters and other supporting references, which provides its preliminary safety, security, safeguards and environment cases for the generic SMR-300 design. This section presents a summary of the SMR-300 design and security case for protective security. It also identifies the supporting documents submitted by the RP which have formed the basis of my protective security assessment of the SMR-300.
Summary of the Holtec SMR-300 design
The Holtec SMR-300 design is a Pressurised Water Reactor (PWR) with a single steam generator, including an integrated pressuriser and two Reactor Coolant Pumps (RCPs) providing forced circulation in normal operation. The electrical power output capacity to the grid is 320 Mwe (net) (from a thermal power of 1,050 MWth) with a design life of 80 years for non-replaceable components. The SMR-300 design submitted for assessment in GDA is a twin-unit design comprising two SMR-300 reactors and associated plant.
The SMR-300 is equipped with several supporting systems for normal operations and a range of safety measures to provide cooling, criticality control, and contain radioactivity under fault conditions. Passive safety features are preferred to active components, reflecting the RP’s design philosophy. 
The SMR-300 has a compact layout. The Reactor Pressure Vessel (RPV), which holds the fuel assemblies, the steam generator, RCPs and associated pipework, the Spent Fuel Pool (SFP) and the passive safety systems, are all held within a steel Containment Structure (CS) and a secondary steel and concrete Containment Enclosure Structure (CES). An Annular Reservoir (AR), containing a large volume of water, is located between the CS and CES.  The AR is used to provide the ultimate heat sink to the passive safety systems.  
The twin unit design is comprised of two separate reactors in separate containment buildings. Each reactor has dedicated normal operation systems, safety measures and SFP, however there is a single control room for the twin unit SMR-300.
The Holtec SMR-300 design has been developed by the RP based upon well-established PWR technology. The RP claims that the design of the SMR-300 is based upon the following principles:
Redundant and passive engineered safety features
Simplified plant design with structures designed to withstand all postulated external events
Ability to mitigate design basis accidents with no operator action
Ability to cope with an extended loss of all AC power for at least 72 hours
Defence-in-depth approach to beyond design basis accident mitigation
Highly reliable active systems to support normal plant operation
SSEC approach and structure
The SSEC for the SMR-300 consists of the Preliminary Safety Report (PSR), the Preliminary Environmental Report (PER), the Generic Security Report (GSR) and the Preliminary Safeguards Report (PSgR), along with their supporting documents. The complete set of SSEC documentation submitted for the GDA is captured within the Master Document Submission List (MDSL) (ref. [38]). 
The SSEC has been developed for a twin-unit reactor design to be constructed, operated, and decommissioned on any generic site that is within the bounds of the generic SMR-300 Generic Site Envelope (GSE).
The fundamental purpose of the SSEC is to demonstrate that the SMR-300 can be constructed, commissioned, operated, and decommissioned on a generic site in the United Kingdom (UK) to fulfil the future licensee’s legal duties to be safe, secure and protect people and the environment (ref. [1]).
The SSEC and supporting documents have been prepared using the Claims Arguments Evidence (CAE) concept.  SSEC Chapter A3 (ref. [3]) provides a high-level route map which links the claims made throughout the SSEC to the fundamental purpose.
Summary of the requesting party’s case for Protective Security 
The aspects covered by the Holtec SMR-300 security case for protective security can broadly be grouped under five headings which are summarised as follows:
1.1.2. Categorisation for Theft 
9. The RP has claimed that targets and their locations requiring protection from theft or sabotage are identified and categorised. They also identified the inventory of the SMR-300 as requiring protection from theft or sabotage (ref. [61]). 
10. The Step 2 categorisation for theft submission was intended to develop the high-level security claims (SyC): 
SyC 1 – The nuclear inventory of the SMR-300 requiring protection from theft or sabotage is identified. 
SyC 2 – Targets and their locations requiring protection from theft or sabotage are identified and categorised. 
1.1.3. Threat Interpretation 
11. The RP stated that the purpose of the Threat Interpretation for GDA Step 2 (ref. [62]) was to provide an initial interpretation of the security threats to the generic SMR-300, based on illustrative concepts, to inform early risk assessment work, during Step 2. 
12. To facilitate the identification and categorisation of Vital Areas, the RP developed a ‘proxy’ DBT to inform the assessment of the potential capabilities of malicious external and internal adversaries. The threat interpretation was developed from publicly available information, rather than application of the UK DBT. The use of this threat was intended to ensure that Step 2 security risk assessments were informed by a representative threat, without the constraints imposed had the UK DBT been applied.
13. The Step 2 threat interpretation submission was intended to develop the high-level security claim: 
SyC 3 – An appropriate level of threat is considered in the security assessments. 
1.1.4. Demonstrating Secure by Design
14. The RP has adopted a Secure by Design (SbD) approach by seeking to eliminate or reduce security vulnerabilities during the design process, rather than addressing them later in the development lifecycle by retrospectively adding protective or mitigative security measures. (ref. [29])
15. The RP claimed that the purpose of the Secure by Design Study (ref. [63]) was to demonstrate how the SMR-300 project has applied the principles of SbD and to present evidence of how SbD has been managed during GDA Step 2. The RP also has the high-level objective to demonstrate integration of the SbD approach into the design change process. 
16. The Step 2 SbD submissions were intended to develop the high-level security claims:
SyC 4 – Proportional protection against theft or sabotage is achieved through a combination of robustness, physical, cyber and procedural measures; and
SyC 5 – The design of the SMR-300 is influenced by security considerations. 
1.1.5. Conceptual Security Arrangements
17. The RP has documented how the conceptual security arrangements (CSA) (ref. [64]) are developed during Step 2 of the GDA. This includes the golden thread that links the security assessments undertaken during GDA, with the development of illustrative security architecture (SA), security infrastructure (SI) and a concept of operations (CONOP) framework which feeds into the nuclear site security plan (NSSP). 
18. The RP has stated that proportional protection against theft or sabotage is achieved through a combination of robustness, physical, cyber and procedural measures. Specifically, the RP claim that a security architecture, security infrastructure, and a concept of security operations will be developed. Similarly, that an Integrated Security Solution (ISS) will also be developed. 
19. The Step 2 CSA submission was intended to develop the high-level security claims: 
SyC 4 – Proportional protection against theft or sabotage is achieved through a combination of robustness, physical, cyber and procedural measures. 
SyC 7 – An appropriate integrated security solution (ISS) for the SMR-300 is documented. 
1.1.6. Generic Security Report 
20. The RP stated that the overall aim of the GSR (ref. [29]) and its supporting documents was to enable ONR to undertake a ‘meaningful assessment’ of security, to support the assessment of the fundamental adequacy of the design and security case in GDA Step 2.
21. The RP stated that the GSR (ref. [29]) is the head security document which presents the overall nuclear security case, which details how the evolving SMR-300 design is compliant with the UK nuclear security regulatory framework and meets the security objectives detailed in SyAPs. The RP also stated that the GSR provides a route map, and details expectations, for a UK licensee to develop assessments and arrangements in a future deployment of the SMR-300 in compliance with NISR 2003.
22. The GSR was intended to develop the high-level security claim: 
SyC 7 – An appropriate integrated security solution for the SMR-300 is documented. 
Basis of assessment: requesting party’s documentation
The principal documents that have formed the basis of my protective security assessment are the:
· GSR (ref. [29]) which presents the overall nuclear security case. 
· Conceptual Security Arrangements (ref. [64]) which presents a high-level overview of the expected security architecture, security infrastructure, and concept of operations commensurate with GDA Step 2.
· Secure by Design Study (ref. [63]) which presents the implementation of SbD during GDA through application of the SbD Methodology.
· Secure by Design Methodology (ref. [65]) which outlines the role of SbD within the project and develops a SbD framework for GDA Step 2. 
· Theft Methodology & Analysis (ref. [61]) which presents the methodology for determining the classification for theft for the generic SMR-300 plant. 
· Threat Interpretation for GDA Step 2 (ref. [62]) which describes the GDA Step 2 threat development methodology and presents the RP’s proxy threat interpretation for use in the Vital Area Identification & Categorisation (VAI&C) and Cyber Security Risk Assessment (CSRA) studies. 
· Preliminary Security Report (ref. [66]) which was to provide ONR with confidence that the RP would be able to undertake a meaningful assessment of security during Step 2. 


[bookmark: _Toc193442602]ONR assessment
Assessment strategy
The objective of my GDA Step 2 assessment was to reach an independent regulatory judgement on the fundamental aspects of the Holtec SMR-300 design, applicable to protective security as described in sections 1 and 3 of this report.
As outlined in sub-section 1.2 of this assessment, my principal scope was established within the security assessment plan (ref. [44]). Based on the RP’s proposed approach to delivering its Step 2 security plan, the objective of this protective security assessment is to gain confidence that:
The RP has provided a security narrative detailing how security expectations are to be achieved, including the likely compliance with NISR 2003 and SyAPs, in the context of a 2-step GDA; 
The RP could demonstrate an adequate understanding of the principles of SbD and provide a structured approach for applying it;
The RP has an appropriate methodology for the categorisation of theft; 
The RP has considered a sufficiently onerous threat to inform any risk-based analysis of the security of the design; and
The RP has provided sufficient consideration to the conceptual security arrangements of the SMR-300 design. 
The GDA scope was agreed between the regulators and the RP during Step 1. This defined the boundaries of the GDA and therefore of the security assessment. It was recorded in the security assessment plan that the detailed designs of the PPS were out of scope, as this level of detail will only be developed post Step 2 of the GDA. 
The protective security assessment targeted matters which allowed a judgement to be formed on the fundamentals of the SMR-300 design and security case in line with the objectives of Step 2, including the requirements in Appendix 3 of the ONR Generic Design Assessment Guidance to Requesting Parties (ref. [42]) and as recorded within the GDA scope (ref. [67]). 
Relevant good practice (RGP) is referenced throughout this report. RGP is considered as standards for controlling risk which have been judged and recognised by ONR as satisfying the law. Since they have been assessed and judged to be ‘relevant good practice’, it has enabled me to form my judgements more efficiently. The RP is not required to meet RGP, but where they do not, ONR expects that they demonstrate the measures they have taken are at least as effective at controlling the risk and meets the legislative requirements.
Assessment
Categorisation for Theft 
To determine proportionate physical protection measures against unauthorised removal of NM and ORM, and in line with SyDP 6.1 (Categorisation for Theft) (ref. [55]), the RP should have an appropriate process in place to identify theft targets through the categorisation of its NM/ORM inventory. As stated in SyAPs (ref. [41]), this is essential to determine the required outcome for the protective security system and allow the graded approach to be applied. 
The RP has identified the types of NM that would be used for the SMR-300 (ref. [61]). The RP has categorised the NM in various stages throughout the fuel route, specifically; new (unirradiated) fuel, used fuel, spent fuel, and other radioactive material (ORM). The RP has described used fuel as fuel that has been used in the reactor but is not considered to be spent fuel. The RP has categorised NM for theft in line with Table 1 of the official-sensitive (OS) annexes of SyAPs (ref. [68]) which provides categories for NM based on the potential attractiveness of the NM from a proliferation perspective. Figure 1 below demonstrates the RP’s process for categorising NM and ORM. 
[image: A diagram of a product
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Figure 1: RP’s Categorisation of NM/ORM process
Similarly, the RP has categorised radioactive sources for theft by applying the categorisation scheme outlined in Table 3 of ONR’s OS annexes of SyAPs (ref. [68]). The RP has stated that the SMR-300 will not generate low or intermediate level waste containing NM, based on the assumption all NM will be retained within fuel rods. However, typical ORM would include intermediate level waste and low-level waste, such as used filters and ion exchange resins (ref. [61]). 
The RP has applied a categorisation process in line with Annex A of SyAPs (ref. [68]). Following assessment, I am satisfied that the RP has adequately categorised the NM/ORM for theft in the reactor design for GDA Step 2. 
Based on the initial inventories identified, the RP has then identified potential locations as requiring protection from theft. By applying Annex C of SyAPs (ref. [68]) they have graded the protection provided to these areas depending on the sabotage-related dose or the NM, ORM, and/or radioactive sources within the identified areas. This has been done as follows: 
 The PPS outcome for areas containing NM, ORM, and/or sources that are also identified as High Consequence Vital Areas (HCVAs) will be bounded by the PPS outcome for sabotage; 
The PPS outcome for areas containing NM, ORM, and/or sources that are also identified as Vital Areas (VAs) will depend on the higher PPS outcome for theft or sabotage;
For areas containing NM, ORM, and/or sources which are identified as baseline areas against sabotage, the theft categorisation will apply. 
Section conclusion: I am satisfied that this application has been done in accordance with regulatory expectations, specifically Annex A of ONR’s SyAPs OS annexes (ref. [68]) and ONR’s Categorisation for Theft TAG (ref. [55]). By doing so, it reflects the schedule in NISR (ref. [69]) and table 1 in the extant versions of INFCIRC/225 (ref. [58]). It is also my judgement that the RP has graded the protection appropriately by aligning with the PPS outcomes detailed in Annex C of SyAPs (ref. [68]).  
[bookmark: _Int_ZdhRslLT]As such, I judge that there are no fundamental shortfalls in the RP’s methodology for categorisation for theft that would prevent the RP from further developing the Holtec SMR-300 design. The information that has been submitted is consistent with both UK and international relevant good practice, specifically Annexes A and C of SyAPs (ref. [68]) and IAEA NSS 13 – Fundamental Principle H: Graded Approach (ref. [58]).
Threat Interpretation 
The threat is one of ONR’s KSyPPs (KSyPP 2), which is fundamental towards meeting security expectations. Protection systems should be designed, evaluated and tested using the UK’s DBT (ref. [41]) and access to the UK DBT is considered critical to completing GDA (ref. [54]). IAEA guidance aligns with this ONR regulatory expectation as it also reflects the importance of using the state’s DBT, as stated in IAEA NSS 13 (ref. [58]). 
The UK DBT refers to the malicious capabilities required to underpin the vital area identification process and to determine the relevant SyAPs security outcomes (ref. [54]).
23. The RP has developed a proxy threat interpretation derived from publicly available information rather than apply the UK DBT (ref. [62]). This information has been garnered from publicly available adversary threat capability documents, namely of the United States and Australia. The RP considers this to be sufficient for a 2-step GDA and acknowledges the importance of the use of the UK DBT post GDA step 2. The proxy threat includes: 
contributions from “insiders” within the nuclear site, within the supply chain or other trusted third parties;
numbers of adversaries, their motivations, skills and planning abilities; 
types of equipment and materials they may employ, including vehicles;
modes of attack (direct, indirect, cyber and combinations of these). 
The threat actors for a sabotage attack do not consider their own survival. Capabilities for theft, extortion, espionage and disruption of business are not considered. 
As mentioned above, ONR’s expectation is that the UK DBT is applied such that the full range of threat vectors are considered, and the potential consequences can be derived and appropriate protection provided. This expectation was highlighted to the RP in an ONR letter on regulatory expectations for the use of the UK DBT during Step 2 of GDA (ref. [70]). The UK DBT is a protectively marked document and was not made available to the RP, hence why for Step 2 of the GDA, the RP decided to use a proxy threat interpretation. This was also predominantly to facilitate the contribution of multiple stakeholders who didn’t have access to the UK DBT. 
Section conclusion: By not applying the UK DBT there is a shortfall against UK regulatory expectations. The ONR STAR assessor has compared the proxy threat against the UK DBT and has made several observations which can be found in the ONR STAR Assessment Report (ref. [71]). Ultimately, although differences were identified, these were not considered sufficient to undermine the confidence in the output of the Vital Area Identification (VAI) study. The STAR assessment judges that the vital areas identified within the VAI study align with their expectations. 
I consider it important that the RP has made a firm commitment to using the UK DBT beyond Step 2 of the GDA. The RP has stated that the UK DBT will be used within the security assessments and the design of the security systems to meet the required outcomes and postures defined by SyAPs (ref. [63]). This commitment has also been expressed again in the GSR (ref. [29]), as a GDA security undertaking, which will be presented for inclusion in the RPs Commitments, Assumptions and Requirements (CAR) Register. Although a shortfall against UK regulatory expectations has been identified, the RP has acknowledged this and made a commitment that it will be addressed post-GDA. 
Demonstrating Secure by Design 
Secure by Design is a KSyPP within SyAPs. The regulatory expectation is that the RP should be able to demonstrate how they would implement a SbD approach within their project arrangements. SbD should be an approach that seeks to reduce security vulnerabilities within a given design, rather than attempting to secure or mitigate them post design. Emphasis should be placed upon eliminating or reducing risk to design out the requirement for protection measures (ref. [57]). For Step 2, my expectation was that the RP could demonstrate an adequate understanding of the principles of SbD and provide a structured approach for applying it.
The ONR SyAPs provide a SbD “security hierarchy of controls” which when applied should reduce the need for, and reliance on, protective security systems (ref. [41]). The RP has applied the World Institute for Nuclear Security’s (WINS) interpretation of a SbD hierarchy of controls, taken from the WINS Implementing Secure by Design at Nuclear Facilities 2019 report (ref. [63]). Whilst SyAPs is the preferred relevant good practice, the WINS SbD report is referenced in ONR’s Secure by Design TAG (ref. [57]) as accepted RGP. Following assessment, I am satisfied with the application of the WINS hierarchy by the RP in their SbD Methodology and Study.
As stated in SyAPs (ref. [41]), the WINS hierarchy reflects the aim to develop an inherently secure plant by firstly seeking to remove or reduce vulnerabilities within the design. For those security vulnerabilities which remain, the residual security risk is then addressed by the addition of appropriate physical protections measures and/or security procedures such as access control, detection systems and a response force. As a result, I am satisfied that the SbD approach adopted by the RP aligns with the regulatory expectations detailed in SyAPs (ref. [41]) and ONR’s Secure by Design TAG (ref. [57]) and is proportionate to a 2-step GDA. 
The RP applied this hierarchy when identifying candidate design modifications during the security studies of the SMR-300. These GDA security studies included the judgement-based vital area identification (JB-VAI) (ref. [73] – Appendix B), VAI&C (ref. [73]), categorisation for theft (ref. [61]), and CSRA (ref. [74]). 
The RP has structured their SbD study (ref. [63]) as follows and I have assessed each of them in turn: 
An overview of how threat information has been applied in GDA Step 2, and how it will be applied in subsequent project stages. 
An overview of how SbD has been considered and incorporated into the generic SMR-300 design. 
How the GDA Step 2 security assessments have been used to identify opportunities to security-inform the design. 
How the RP’s design challenge and design change processes are applied during Step 2, including the use of a GDA CAR Register to collate design decisions for future project development. 
 Application of threat information
The application of threat information by the RP has been covered and assessment provided in section 4.2.2 above. 
SbD and the SMR-300 design
During the development of the SMR-300 concept design, the RP has stated that their international security team were able to influence the design so that it can protect from sabotage and prevent the unauthorised removal of special nuclear materials (ref. [63]). The RP claims that decisions made had significant influence on the ability to eliminate and/or reduce the vulnerabilities of the SMR-300 plant from a security perspective. 
In Table 1 of the Secure by Design Study (ref. [63]) the RP provided a summary of the plant designs that they have validated or modified to enhance security during the design phase, indicating where on the SbD hierarchy each design or modification sits. Given the immaturity of the design, I am satisfied that the SbD options identified in Table 1 have been implemented with the intention of designing the plant for protection from sabotage and unauthorised removal of NM/ORM. The implemented options are predominantly passive engineering decisions that focused on the choice of location, or relocation, of areas to ensure protection from theft or sabotage; particularly by locating key areas below grade. For example, the SFP has been located below grade centrally inside the containment structure so that it does not share any walls with the containment structure boundary. Similarly, the main control room, containing key safety equipment, has also been located below grade. By doing so, the RP has reduced the vulnerability to external attack scenarios. As such, I am satisfied that this initial approach to SbD from the RP has been cognisant of the regulatory expectation, detailed in ONR’s SbD TAG (ref. [57]), and has sought to reduce security vulnerabilities during the early design phase. The RP has identified safety features that benefit security by way of reducing the radiological risk off-site, such as separation and passive safety measures. This aligns with the regulatory expectation detailed in ONR’s Guidance on the Security Assessment of Generic New Nuclear Reactor Designs TAG (ref. [54]).
Sub-section conclusion: I am satisfied that the principle of SbD has been integrated and sufficiently influenced the early design development of the SMR-300 up to the declaration of the GDA DRP (ref. [75]). I judge that the RP has adequately demonstrated integration of security into the design process which has provided me with confidence that SbD will be considered when design decisions are made specific to a UK site.
Security-informed design
During GDA step 2, the four security assessments mentioned above, were developed by the RP for security assessment of the SMR-300. These have been assessed by the respective STAR and Cyber Security assessors (ref. [71]) and (ref. [76]). 
The JB-VAI was a high-level assessment of the potential for vital areas within the generic SMR-300 design. In addition to this, the RP provided a VAI&C report (ref. [73]), which aims to understand the vulnerability of the SMR-300 to acts of sabotage that could result in an unacceptable radiological consequence (URC), as defined in Annex B of SyAPs OS annexes (ref. [68]). Both assessments have been assessed and addressed in the ONR STAR assessment (ref. [71]). 
The CSRA methodology (ref. [77]) and study (ref. [74]) provided by the RP, is used for the assessment and justification of cyber security risks. The ONR Cyber Security assessor has provided assessment of the CSRA in (ref. [76]).
The theft categorisation methodology (ref. [61]) was used to identify whether a design or process challenge can be made which can eliminate the need to provide protection against theft to a particular area or reduce the categorisation of the material within a particular area. The RP has stated that there were no specific potential SbD design challenges raised as part of the theft assessment (ref. [63]).
Using the information derived from the security assessments, the RP has compiled a SbD design options table – Table 2 of the SbD Study (ref. [63]). This is to form the basis of the design challenge papers which will be provided to the RP’s design management process for review and consideration. 
Sub-section conclusion: It is my judgement that the SbD options proposed by the RP are sufficient for a 2-step GDA, in identifying inherently secure design options that would be consistent with operational purposes. The proposed options largely seek to reduce security vulnerabilities within the SMR-300 design, rather than attempting to secure or mitigate them post design. There is a focus on vehicle mitigation measures, which could realistically be implemented in the UK on a site-by-site basis, and designed to suit a specific site layout. Although less emphasis has been given to detect, assess, and access control SbD options, they have been presented in detail within the Conceptual Security Arrangements (CSA) report (ref. [64]). The detail in which they’ve been presented in the CSA report has provided me with the necessary confidence that the RP has considered the expected PPS security functions. This will be covered in more detail in section 4.2.4.2 below.
However, there is no definitive plan to incorporate these into the reference design during GDA Step 2. They will be presented as design challenge papers for consideration by HB. Once this consideration has occurred, there is a route to raise them with the US design team, which will be discussed later in this section. 
[bookmark: _Int_qsb545CG]I am satisfied that when developing their SbD methodology the RP has adequately applied RGP to inform the methodology and study report. The application of this methodology is detailed in the SbD Study Report (ref. [63]) and, as stated above, it is my judgement that the referenced RGP has been applied adequately to identify secure by design options that seek to reduce security vulnerabilities within the design. The RP has used the following which I consider to provide trusted sources of thinking in relation to SbD (ref. [65]): 
IAEA Nuclear Security Series No.13 
WINS Implementing Secure by Design and Nuclear Facilities 
Sandia National Laboratory Secure-by-Design Handbook
ONR SyAPs, specifically identifying KSyPP 1 – Secure by Design. 
UK GDA Design Change Reviews
The RP developed a design management process (ref. [78]) during GDA Step 2 to review and assess prospective design challenges. The same procedure is also used to review US-originated design changes to the declared DRP, as mentioned above. 
The procedure is best illustrated in the below image (ref. [63]): 
[image: A diagram of a design process
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GDA Design Adaptation Process
The green text box above indicates where a SbD design challenge would enter the design adaptation process. Each potential design change arising from the GDA is to be logged into the UK Design Risk Register. If appropriate, commitments will then be raised on the CAR register (ref. [79] [80]) to inform a UK licensee (ref. [63]). As per HB’s Design Management Procedure (ref [81]), design risks enter the design challenge process and are assigned a priority. 
HB’s Design Management Procedure (ref. [81]) outlines how prospective design changes are categorised to ensure proportionate consideration is given, in line with the SbD Methodology (ref. [65]). This includes a categorisation scheme related to security which is applied to prospective design changes, as detailed in the SbD Study (ref. [63]). 
The RP has stated that a Design Adaptation Committee (DAC) hold meetings to consider potential design changes. The DAC consists of several specialist roles, and members can be co-opted to the committee at the discretion of the chair. For example, the RP’s UK Head of Security would be required to attend for any prospective design changes scoring as high or medium on the security categorisation scheme for design changes – Table 3 in the SbD Study (ref. [63]), taken from Table A4 in HB’s Design Management Procedure (ref. [81]). 
In the RP’s SbD Study (ref. [63]) a ‘UK Security Team’ is referenced who provide input into the Holtec Design Challenge process. HB has employed a Technical Support Contractor (TSC) to assist with security-related work for the SMR-300 GDA process, with the TSC writing and producing all security reports throughout the GDA process. As such I raised a regulatory query (RQ) (RQ-02050) to seek clarity on the role of HB, as the intelligent customer in relation to security. As Holtec is the RP, RQ-02050 was raised to understand the following: 
How the RP intends to demonstrate that it has understood and accepted, or otherwise, the advice received from its TSCs.
Where the RP will detail its plans and arrangements for nuclear security for the UK SMR-300.
What the mechanism is in which analysis will be fed from TSCs, through HB, and into HI. 
The structure of the referenced UK security team. 
The RP’s response to RQ-02050 provided the necessary clarity sought by the RQ. Importantly, the RP clarified that HB’s Design Management Procedure (ref. [81]) is the mechanism used to feed any UK specific design requirements to the SMR-300 and Holtec International. Any analysis assessed to have potential impact upon the SMR-300 design would be progressed via the DAC. The CAR Register is then used as the mechanism to inform subsequent designs and/or security arrangements for a UK-specific SMR-300. The RP also explained the structure of the referenced UK Security Team.   
Section conclusion: Overall, I judge that the RP has adequately demonstrated that it adopts an effective SbD approach to developing its security arrangements, which is consistent with KSyPP 1 – Secure by Design. I am satisfied that the RP has sufficiently shown effective integration of security, relative to a 2-step GDA, to provide confidence that the SMR-300 design will capture UK specific requirements. The RP has identified SbD design options to eliminate and reduce security-related issues and vulnerabilities. This is consistent with the expectations detailed in ONR’s SbD TAG (ref [57]). 
It is my judgment that the RP has a risk-informed decision-making process that enables a multi-discipline team to consider how the SMR-300 design might be modified to meet various design needs across the security discipline, whilst also being cognisant of safety, safeguards and environmental expectations. The RP also has a structure in place for assessing the risks of the design and a mechanism that can make design modifications to meet security requirements. The information provided is consistent with regulatory expectations detailed in ONR’s SbD TAG (ref. [57]). 
I am therefore satisfied that there are no fundamental shortfalls in the RP’s protective security submissions, in relation to SbD, which would prevent the RP from further developing the generic SMR-300 design to support future permissioning activities for the construction of a power station. 
Conceptual Security Arrangements 
For GDA, the regulatory expectation is that a conceptual security regime is described that can be developed further by a licensee for a site licence application (ref. [54]). Essentially, it was my expectation that the RP could demonstrate a sufficiently developed PPS, proportionate to a 2-step GDA, to provide a licensee with a basis for developing a Nuclear Site Security Plan (NSSP). Likewise, the RP should be able to provide assurances that the eventual security design is informed by SbD and underpinning security assessments.  
Applying the principle of SbD, the RP has identified opportunities to increase the inherent security of the SMR-300 design. By doing so, their intention is to prioritise eliminating SMR-300 security risks by design where appropriate. Where this is not achievable, a residual security risk must be managed through appropriate physical protection measures. The Conceptual Security Arrangements report (ref. [64]) documents how the RP believes a residual security risk at a future UK SMR-300 can be managed, commensurate with the expectations of a 2-step GDA. 
The RP has provided a high-level overview of how the residual security risk at a UK SMR-300 would be managed through the provision of the security architecture, security infrastructure, and an appropriate concept of operations. By doing this, the RP’s intention is to develop an ISS, as part of their conceptual security arrangements, that can support the development of a site-specific security plan for the UK deployment of the SMR-300 (ref. [64]). 
As stated in section 3.3.4, the Conceptual Security Arrangements report (ref. [64]) addresses Security Claims (SyC) 4 and 7, which were documented in the Preliminary Security Report (PSyR) (ref. [66]), during Step 1. I judge that the RP has also demonstrated a golden thread that links the security studies undertaken during GDA with the development of an illustrative SA, SI and a CONOP framework, in line with the RGP detailed in ONR’s Guidance on the Security Assessment of Generic New Nuclear Reactor Designs TAG (ref. [54]).
Security Architecture
The SA is used to define the levels of security that will need to be applied to protect assets and locations from theft or sabotage. The GDA security studies identified NM, ORM and structures, systems and components (SSCs), referred to as targets, which require protection, which in turn has defined the locations requiring protection, to which a categorisation scheme has been applied (ref. [64]). 
The RP has developed a framework that aligns with Annex C of SyAPs OS annexes (ref. [68]), which they have presented in Annex A of the Conceptual Security Arrangements report (ref. [64]). The RP has defined security outcomes, responses and postures (SORPs) based on their security studies. Using this framework, the RP has identified indicative ‘designated areas’ to achieve defence in depth and concentrate protective security measures where they are deemed to be most suitable. Example applications of these designated areas have also been provided in the Conceptual Security Arrangements report (ref. [64]). 
The RP has also described how a nuclear security categorisation and classification scheme has been applied to the designated areas to create security zones, based on the postures outlined in Annex C of SyAPs OS annexes (ref. [68]). 
Sub-section conclusion: I am satisfied with how the RP has developed the SA. They have used their GDA security studies to demonstrate designated security areas and categorised security zones that are aligned to SyAPs and regulatory expectations detailed in ONR’s PPS Design TAG (ref. [56]). Likewise, this approach is aligned to international expectations, specifically IAEA NSS 13 (ref. [58]) which states that nuclear material should be used or stored within at least a limited access area. The designated areas the RP has described is therefore aligned to international consensus. The IAEA expectation is that limited areas, protected areas, and inner areas are implemented depending on the category of NM being protected. I am content that the RP has satisfied this expectation in their CSA report (ref. [64]).
For example, for each facility identified as containing a VA, or areas requiring protection from theft of NM/ORM, a bounding PPS outcome has been determined to represent the most onerous outcome required within the facility (Table 1 of the CSA Report (ref. [64]). 
Applying the RPs definitions of designated areas, they have identified a designated area for each facility. Using the bounding PPS outcomes that have been determined at this stage, the RP has identified that all facilities are required to be located within a protected area located within a limited access area (ref. [64]). Although not a UK-specific plot, Figure 5 of the CSA report provides an example mapping of a designated area to the SMR-300 generic site plan.
It is my judgement that the RP has sufficiently applied Annex C of SyAPs (ref. [68]) to appropriately categorise and classify security zones for the SMR-300 design. By doing so they have produced example PPS security outcomes, responses and postures for the identified designated areas and security zones that align with regulatory expectations, detailed in SyAPs OS annexes and IAEA NSS 13.
The RP has also acknowledged that information is limited on the assets and areas identified during Step 2 and will therefore require further consideration post Step 2 GDA. 
Security Infrastructure
The SI consists of the protective security measures within an ISS that will deliver graded and proportionate levels of security, to meet the SORPs identified in the SA for each designated area/security zone. The RP has applied the GDA Step 2 threat interpretation and potential attack pathways, which in turn informs the ISS concept (ref. [64]). 
Using this information, and by applying the National Protective Security Authority (NPSA) sponsored Manual Forced Entry Standards (MFES) approach, the RP has developed an initial security infrastructure to meet each of the security outcomes and deliver the security functions associated to the SORPs. The RP has then expanded on how PPS measures identified above, can be utilised and deployed to achieve the required security outcomes, responses and postures detailed in the SyAPs Annexes. Each PPS SORP was then matched against a security zone; for example, security zone 1 would be protected to achieve ‘outcome 1’, a response of ‘defeat’, and a posture of ‘fortified’. 
Sub-section conclusion: It is my judgment that the RP has demonstrated, commensurate to a 2-step GDA, how the SI uses protective security measures within an ISS that can provide graded and proportionate defence in depth to protect identified areas from theft or sabotage. In doing so, the RP has highlighted how the SORPs identified in the SA will be achieved. 
I am satisfied that the RP has used recognised RGP when defining an example capability of an adversary to mount a physical attack against the generic SMR-300. They have applied NPSA’s MFES document (ref. [83]), which I judge to be a reliable source of information. They have identified credible attack pathways, which have been articulated using ‘plot plans’ (ref. [64]), and have detailed example PPS measures that could be delivered to achieve the required security functions detailed in Annex C of SyAPs (ref. [68]). In addition, the RP has produced a table that incorporates all the identified protective security measures to show an example ISS (ref. [64]). 
It is my judgement that the approach applied by the RP to produce a security infrastructure which contains an illustrative ISS, including protective security measures, aligns with regulatory expectations; specifically, ONR’s OS annexes of SyAPs (ref. [68]), and ONRs PPS Design TAG (ref. [56]). The RP has evidenced how they intend to achieve the security outcomes, responses and postures, in line with SyAPs OS Annexes C, D and E, and I believe this approach, if developed further beyond Step 2, would be beneficial to a licensee. 
I judge that the information the RP has produced is sufficient for a 2-step GDA, is in line with my regulatory expectations, and could be beneficial to a future SMR-300 site licensee. I am satisfied that the RP has demonstrated they have applied the OS annexes of SyAPs when developing a concept integrated security solution. 
The RP also acknowledged that a review of the recommended protective security measures will be required following GDA Step 2, once a site-specific security design is developed alongside operating procedures (ref. [64]). Although this has been acknowledged by the RP it has not been formally captured in the CAR. It has however been captured, in the GSR (ref. [29]), as an expectation on a UK SMR-300 licensee. As such, I am satisfied with this approach as the implementation of specific protective security measures will be dependent on the application of the UK DBT. As mentioned in this report, application of the UK DBT beyond Step-2 has been formally captured as a commitment in the CAR. 
Concept of Operations (CONOP)
The intention of the CONOP is to outline how the SI is operated to ensure the effective delivery of the required security outcomes (ref. [64]). 
As the information the RP has produced is site specific and licensee dependent it is outside the scope of the GDA; however, to provide a link between the CSA and operations, the RP has provided a high-level description of the expected CONOP for a UK SMR-300. 
Although outside the scope of a 2-step GDA, the CONOP that the RP has described is relevant when demonstrating the golden thread from security studies to a CONOP framework.
Sub-section conclusion: It is my judgment that the RP has articulated a golden thread that links the security studies undertaken during GDA with the development of an example SA, SI and a CONOP framework. The golden thread is a regulatory expectation, as detailed in ONRs Guidance on the Security Assessment of Generic New Nuclear Reactor Designs TAG (ref. [54]). The RP has told a story from applying SyAPs principles through to the description of a conceptual design for security. The golden thread is covered in more detail in the GSR (ref. [29]) and in a section 4.2.5 of this assessment report; however, for the purposes of CSA I am content that a sufficient golden thread has been demonstrated. 
Similarly, the RP has identified key regulatory principles to underpin the delivery of nuclear security that align with the regulatory expectations stated in SyAPs (ref. [41]). For example, how a UK SMR-300 should follow the principles of a graded approach, defence in depth, and an effective security culture.
Section Conclusion: Overall, it is my judgment that the RP has described a conceptual security regime which provides a credible pathway for developing suitable protective security arrangements for a UK-based SMR-300 power station. I am satisfied that the RP has identified PPS expectations that align with the regulatory expectations stated in SyAPs (ref [41]).
The PPS is cognisant of the KSyPP expectations outlined in SyAPs (ref. [41]) and SORPs have also been defined based on the RP’s security studies and to align with Annex C of SyAPs (ref. [68]). 
[bookmark: _Int_sT57wRIU]The concept PPS that the RP has proposed also aligns with international expectations detailed in IAEA NSS 40T (ref. [59]), specifically ‘Phase One’ of designing and evaluating a PPS. IAEA NSS 40T (ref. [59]) states that phase one consists of identifying PPS requirements such as facility characterisation, target identification, threat assessment, and regulatory requirements. I am satisfied that the RP has met this international expectation through the Tier 2 and 3 supporting documentation provided. 
The RP has correctly stated that a site licensee will need to develop the security assessments further using the extant UK DBT to produce a concept of operation for a UK site-specific SMR-300 (ref. [64]). However, the RP cannot yet claim that the PPS are designed to mitigate against the UK DBT, as they have in Appendix A2 of their CSA report (ref. [64]), until the extant UK DBT has been applied. As detailed in this report, further evaluation of the PPS design will need to be undertaken in future GDA steps or licensing to ensure that the design can mitigate the threats detailed in the extant UK DBT. For this reason, a formal commitment has been captured by the RP, in the CAR, to apply the UK DBT beyond Step 2. However, for the purposes of Step 2, the proxy threat interpretation the RP has applied is judged to be sufficient.   
The RGP referenced throughout the document is also consistent with ONR expectations detailed in the ONR Guidance on the Security Assessment of Generic New Reactor Designs TAG (ref. [54]). I am therefore content that there are no fundamental security shortfalls which would prevent a licensee from utilising the proposed conceptual security arrangements when constructing their own NSSP. 
4.2.5 Generic Security Report  
The regulatory expectation for GDA is that the RP produces a GSR that describes a conceptual security regime that will be developed further by a licensee for a site licence grant application. It is expected that the RP take SyAPs into account when developing the GSR (ref. [54]). It is therefore my expectation that the RP produce a GSR that will form the basis of a security plan, as a conceptual design that might be developed further into a detailed design specific to a site (ref. [54]). 
It is also my expectation that the GSR draws from other RP submissions providing a security narrative detailing how security expectations are to be achieved, from applying SyAPs principles through to the description of a conceptual design for security. This concept is known as a security golden thread (ref. [54]). 
The RP has stated in (ref. [29]) that the GSR presents a developing security case for the generic SMR-300. In total, the RP has submitted ten documents in relation to nuclear security during Step 2. The documents are a combination of claims, arguments and evidence. The GSR is the claims level document (Tier 1), then there are a suite of Tier 2 and 3 documents which represent the arguments and evidence put forward by the RP, with several documents combining arguments (methodology) and evidence (assessment). A summary of all submissions can be found in Table 1 in the GSR (ref. [29]).
The RP has structured the GSR into five key sections, to demonstrate how they achieve SyC 7 – ‘an appropriate integrated security solution for the SMR-300 is documented’: 
RP’s understanding of international and UK legislative and regulatory framework for nuclear security
The philosophy and principles which will be applied to develop the generic SMR-300 nuclear security case
The scope of the GDA and plant information for the generic SMR-300
Outline of the generic SMR-300 security case
Delivery of security. 
Legislative and Regulatory Framework
The RP has summarised in the GSR how international and UK regulation and guidance has informed their understanding of the requirements and expectations for nuclear security for the SMR-300. The RP has detailed relevant international legislation and how in the UK these international obligations are achieved, predominantly through the Energy Act 2004 and NISR 2003. (ref. [29]) 
In respect of the international regulation and guidance, the RP has described how the UK is signatory to two international conventions that are relevant to the legislative framework for the protection of NM and ORM. These are the Convention on the Physical Protection of Nuclear Material (CPPNM) and the United Nations International Convention for the Suppression of Acts of Nuclear Terrorism (ICSANT). The RP has then referenced relevant IAEA guidance, specifically their Nuclear Security Series publications which provides international guidance to support states in their nuclear security responsibilities. 
It is a regulatory expectation that the RP take SyAPs into account when developing its GSR. As such, it’s my expectation that they should be able to demonstrate how the GSR will assist in meeting the relevant SyAPs outcomes. By adopting SyAPs I would expect that the RPs GSR and supporting documents, would provide adequate and meaningful claims, arguments and evidence to underpin their proposed security regime concept. (ref. [54]).
To demonstrate understanding of a SyAPs based approach, it is expected that the RP identify all relevant FSyPs, SyDPs, and drawn from the KSyPPs (ref. [54])
Sub-section conclusion: I am satisfied that the RP, when producing the GSR, has demonstrated an understanding of the international and UK regulations, requirements and expectations for nuclear security. They have articulated an understanding of the relevant international legislation, which aligns with ONRs Guidance on the Security Assessment of Generic New Nuclear Reactor Designs TAG (ref. [54]). The RP has also described how in the UK, international obligations are primarily achieved through The Energy Act 2004 and NISR 2003. I am content that the RP has demonstrated an understanding of NISR, commensurate for a 2-step GDA. 
It is my judgment that the RP has taken SyAPs into consideration when producing their documentation and has demonstrated a clear understanding of how SyAPs is constructed. They have addressed the ten FSyPs that define the general security outcomes, and the SyDPs which support the delivery of the FSyPs. Appendix E of the GSR (ref. [29]) is a comprehensive overview of the FSyPs and SyDPs and how they are delivered by the SMR-300 project, in GDA Step 2. I am also content that the RP has shown an understanding of the seven KSyPPs which form the basis for an effective security plan. Overall, I judge that the RP has articulated a strong understanding of international and UK legislative and regulatory framework for nuclear security, in relation to the SMR-300 project. 
Security Philosophy and Principles
The key security philosophy and principles outlined by the RP have been influenced by consideration of KSyPPs 1, 3 and 4 – secure by design, the graded approach, and defence in depth.
Sub-section conclusion: It is my judgement that the above-named principles have all been adequately addressed in the GSR (and supporting documentation) and underpin the development of the nuclear security case. These have been discussed earlier in this report however for completeness;
KSyPP 1 - The RP has evidenced that the SMR-300 SbD methodology (ref [65]) and study (ref [63]) has been developed during Step 2 with the intention of eliminating or reducing security vulnerabilities during the design process to mitigate the need for additional security control at the site-specific stage. 
KSyPP 2 - By applying the graded approach, the RP has ensured that their security assessments have been undertaken commensurate with the risk identified and has consequently proposed a proportionate security solution. I judge that the RP has identified and categorised parts of the plant that require protection through adopting a graded approach and then applying defence in depth.  
KSyPP 3 - Defence in depth has been demonstrated by the RP primarily through the ISS which comprises of multiple elements of security that would provide a layered defence. Application of both the defence in depth and graded approach is aligned with international consensus, specifically Fundamental Principles 1 and 3 of the IAEA NSS 13 (ref. [58]).
GDA and SMR-300 Scope
The scope of the GDA is outlined in (ref. [88]) and an overview of the generic SMR-300 design can be found in (ref. [89]). It is a regulatory expectation that the GSR clearly defines the scope of the plant (ref. [54]). I am satisfied that the RP has articulated this in the GSR (ref. [29]).
Outline of SMR-300 Security Case
The regulatory expectation is that, throughout the course of the GDA, the RP progressively develops a security case that justifies a conceptual security design (ref. [54]). To demonstrate this the RP has provided a suite of tier 2 and 3 documentation to provide a structured approach to the development of the conceptual security arrangements for the SMR-300.
The RP has identified a ‘nuclear security fundamental objective’ of the SMR-300 security case which is to demonstrate that security risks are managed to protect workers and the public from a radiological event arising from the theft or sabotage of NM/ORM, or through the compromise of SNI (ref. [66]). This objective has then been supported by seven high-level security claims (SyCs) to structure the security case and achieve the fundamental objective. The below image captures the fundamental objective and supporting SyCs:
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SMR-300 Security Case Objective and SyCs
Throughout Step 2, the RP has provided tier 2 and 3 documentation with the intention of demonstrating a claims, arguments and evidence approach to developing a security case for the SMR-300. 
Sub-section conclusion: I believe the RP has provided a structured and logical approach to the development of conceptual security arrangements for the SMR-300. They have explained how the seven high-level SyCs initially detailed in the Preliminary Security Report (ref. [66]) have been utilised to structure the SMR-300 security case with the aim of achieving the Nuclear Security Fundamental Objective, underpinned by a claims, arguments and evidence approach.
I judge that during Step 2, sufficient claims, arguments and evidence have been provided by the RP, through their tier 2 and 3 documentation that has been assessed throughout this report, to indicate how these SyCs are to be achieved. Appendix B of the GSR (ref. [29]) illustrates a comprehensive mapping of how the GSR addresses these high-level SyCs. It also highlights how the GSR document structure addresses the security sub-claims with underpinning arguments and evidence. I judge this to be sufficient for a 2-step GDA and it is my judgment that the RP has progressively developed a security case that justifies a conceptual security design, in line with regulatory expectations detailed in ONRs Guidance on the Security Assessment of Generic New Nuclear Reactor Designs TAG (ref. [54]).
Delivery of Security
My assessment of how the RP has described a security risk-informed approach to developing conceptual nuclear security arrangements, that can be applied to a UK-specific SMR-300 site, has been covered in detail throughout this assessment report.
Section conclusion: It is my overall judgement that the RP has provided sufficient information, proportionate to a 2-step GDA, that indicates they are on the correct trajectory which would enable them to develop the GSR into a site-specific security plan. I judge that the GSR is adequately underpinned by evidence that demonstrates that RGP has been utilised, specifically SyAPs (ref. [41]) and ONRs Guidance on the Security Assessment of Generic New Nuclear Reactor Designs TAG (ref. [54]). 
In line with regulatory expectations stated in (ref. [54]), the RP has provided the GSR as a capstone document which provides an overarching summary of the security case. Underneath the GSR is a series of second and third tier documents that explain the methodologies used in conjunction with analysis findings to produce a conceptual security regime. 
It is also a regulatory expectation that the GSR will include layout drawings as supporting evidence, in addition to other diagrams that provide a suitable pictorial narrative (ref [54]). I am satisfied that the RP has provided an adequate suite of drawings and pictorial evidence to support the information provided in the GSR and supporting documents.
I judge that the GSR and supporting documentation provides a security-informed design with graded protection which can form the basis for a future operator to utilise when developing a site-specific NSSP. This information is consistent with ONR expectations (ref. [54]).
As per the regulatory expectation defined in ONRs Guidance on the Security Assessment of Generic New Nuclear Reactor Designs TAG (ref. [54]) there is a clear golden thread that provides a narrative from applying SyAPs principles through to the description of a conceptual design for security, whereby a licensee can use the GSR to develop a security plan in line with regulatory expectations and legal requirements.
The golden thread is essentially a route map that can be followed throughout the GDA submissions. It begins with identification of the inventory of NM/ORM through the theft and sabotage assessments (ref. [61]) and (ref. [73]), to the illustrative security zones that have been defined and categorised in the CSA report (ref. [64]) and their required SORPs. I judge that the RP has met the regulatory expectation of ONRs Guidance on the Security Assessment of Generic New Nuclear Reactor Designs TAG (ref. [54]) when demonstrating a golden thread, proportionate to a 2-step GDA.
GDA Security Undertakings
Within the GSR, the RP has identified two GDA security undertakings that will require future enactment (ref. [29]). These have been formally captured in the GDA Capturing and Managing Commitments, Assumptions and Requirements (ref. [80]) to ensure they are actioned when the site-specific phase of security planning takes place.  
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GDA Security Undertakings
Importantly, the RP has also detailed a list of expectations on a UK SMR-300 licensee, whereby they have identified a number of areas that a licensee should use to expand the scope of their security assessments, or to develop their own arrangements to comply with legal and regulatory requirements post-GDA (ref. [29]). 
Sub-section conclusion: It is a regulatory expectation that in all GDAs clear statements should be made by the RP regarding those aspects of security that will be developed, after the GDA process, by a licensee (ref. [54]). It is my judgement that the GDA security undertakings detailed in the GSR (ref. [29]) achieve this and are aligned to my regulatory expectation.
These security undertakings and licensee expectations inform my judgement that the RP has provided a sufficient golden thread from the initial assessments, through to subsequent design development. I am satisfied that the RP has demonstrated how the golden thread informs the recommendations and expectations provided. 
As such, I am satisfied there are no fundamental security shortfalls which would prevent a licensee from utilising the GSR when constructing their own site-specific NSSP.
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Conclusions
5 This report presents the Step 2 protective security assessment for the GDA of the Holtec SMR-300 design. The focus of my assessment in this Step was towards the fundamental adequacy of the design and security case. I have assessed the SSEC, SMR-300 design, and relevant supporting documentation provided by the RP to form my judgements. I targeted my assessment, in accordance with my assessment plan (ref. [44]), at the aspects of the SMR-300 design that are novel, contentious, or where significant security claims are made.  My expectations were informed by ONR’s SyAPs, TAGs and other guidance which ONR regards as RGP. 
6 Based on my assessment, I have concluded the following:
The GSR and supporting documentation provides a good high-level overview of protective security and demonstrates an approach to PPS design which is aligned with my expectations. 
The proposed conceptual security regime and integrated security solution is consistent with the overall aim of providing defence in depth and a graded approach against the threats identified in the RP’s proxy threat interpretation. At a high level, this aligns with SyAPs and IAEA expectations. 
The RP has developed its own proxy threat interpretation, which whilst not considered to be RGP, is deemed as sufficient for Step 2. The RP has subsequently commited to the application of the UK DBT in future security assessments of the SMR-300.
Further evaluation of the PPS design will need to be undertaken in future GDA steps or licensing to ensure that the design can mitigate the threats detailed in the extant UK DBT. 
I have identified no other departure from RGP applicable to protective security. 
The RP has also committed to carrying forward the proposed SbD options into future design iterations and the site specific planning stage of an SMR-300.
7 Overall, based on my assessment to date, and subject to the provision and assessment of suitable and sufficient supporting evidence, I have not identified any fundamental protective security shortfalls that could prevent ONR granting permission for construction of a power station based on the generic Holtec SMR-300 design. 
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	SyAP reference
	SyAP title

	SyDP 6.1
	Categorisation for Theft

	SyDP 6.2
	Categorisation for Sabotage

	SyDP 6.3
	Physical Protection System Design

	SyDP 6.4 
	Vulnerability Assessments

	KSyPP 1
	Secure by Design

	KSyPP 2
	The Threat

	KSyPP 3
	The Graded Approach

	KSyPP 4
	Defence in Depth

	KSyPP 5.1
	Security Categorisation

	KSyPP 5.2
	Security Classification

	KSyPP 6
	Codes and Standards

	Annex A
	Categorisation for Theft

	Annex C
	Physical Protection System Outcome and Indicative Security Posture Table

	Annex D
	Physical Protection System Outcome and Response Strategy Definition Table

	Annex E
	Physical Protection System Security Posture Description Table
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