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Background
Rolls-Royce SMR Limited, the Requesting Party (RP), started Step 3 of the Generic Design Assessment (GDA) in August 2024. The overall objective of the GDA is stated within ONR’s guidance to requesting parties [1], which is to “provide confidence that the proposed design is capable of being constructed, operated and decommissioned in accordance with the standards of safety, security and environmental protection required in GB”. ONR’s guidance [1] states the intent of ONR’s Step 3 assessment is to undertake a detailed assessment of the RP’s design and supporting generic safety and security case against regulatory expectations. To facilitate this the RP is expected to produce a Generic Security Report (GSR), that is intelligible, with a clear trail from claims, through the arguments, to the underpinning evidence that substantiates that the design is safe and secure. The RP has indicated its intention to develop, within GDA timescales, a cyber security risk assessment (CSRA) methodology, conduct system risk assessments and produce an overarching cyber security report to support the GSR for the generic design.
ONR’s assessment during Step 3 is risk-informed, targeted and proportionate, in line with our guidance [2], and we will sample the overall case on this basis [3], within the defined GDA Scope [4]. Prior to starting Step 3 ONR agreed a scope and deliverables plan with the RP that outlines the submissions which are expected to allow us to undertake our assessment of the cyber security aspects of the case during Step 3. This plan continues to be refined, and we have gained additional intelligence as part of our routine regulatory interactions during the step. 
During Step 3, the CSRA methodology has undergone a substantial change from the previously assessed version [5] that ONR considered to be adequate in Step 2, so much so that a re-demonstration is needed. In the RP’s Cyber Security Report [6] Issue 2 of the CSRA methodology is described as ‘new’ and that ‘it is expected that further iteration and improvement of the methodology will be required as it is tested with real systems’. 
In addition to this, within Step 3 the RP has introduced a significant design change to the Control & Instrumentation (C&I) system, which means the design has not progressed to the expected level of maturity the RP considers necessary to enable completion of the system cyber security risk assessments within Step 3 of the GDA. By inference, this has called into question the adequacy of evidence relating to the cyber security report, which is a key item for sampling within the Step 3 ONR security assessment plan. The impact of the C&I system design change on the cyber security report were confirmed in Issue 5 of Generic E3S Case Scope and Deliverable Document – Chapter 32 Security [7], which states that a full demonstration of the CSRA against a C&I system will not be submitted during Step 3.  
During security level 4 meetings held from December 2024 to July 2025 clarity has been requested to establish what the impact will be on the submissions for cyber security assessment. The response to these requests have been to reiterate the position above and not provide a forward plan to fill the gap created.  
A further impact from this relates to the Vital Area Identification (VAI) risk assessment. Vital areas are those that, if compromised, could lead to Unacceptable Radiological Consequences (URC). Blended attack vectors, which consist of cyber, physical, and insider threats executed in a coordinated manner, complicate their identification and protection because many critical systems are now digitally controlled. As part of its VAI analysis the RP is required to consider cyber vulnerabilities that could be exploited in conjunction with physical attacks to identify digital control systems which if compromised either alone, or in combination with physical infrastructure, could lead to an URC and therefore demand security protection. This requirement is fed down from His Majesty’s Government (HMG) through the UK Design Basis Threat (DBT) and is also reflected in all sources of VAI guidance both nationally [8] and internationally including that from the International Atomic Energy Agency (IAEA) [9]. The expectation to address blended attack within GDA has been agreed with the RP at the outset of this GDA and is reflected within the Step 3 ONR security assessment plan and the RP’s scope and deliverables plan. Given the limited progress now expected to be made in developing the CSRA within GDA, it is also unclear how a meaningful assessment can be conducted from a blended attack perspective, based on the current planned submissions. 
Faced with these developments during Step 3, it is unclear how a meaningful assessment of the Rolls-Royce SMR generic design can be conducted for cyber security within the assessment time frame.  
Relevant Legislation, Standards and Guidance
The guidance provided in this RO is based on ONR's Security Assessment Principles (SyAPs) [10] and the following Technical Assessment Guides (TAG) and IAEA publications:
· CNS-TAST-GD-7.1 Issue 2.1 [11]  Effective Cyber and Information Risk Management
· CNS-TAST-GD-7.3 Issue 2 [12], Protection Of Nuclear Technology And Operations  
· CNSS-TAST-GD-11.1 Issue 1.2 [13], Guidance on the Security Assessment of Generic New Nuclear Reactor Designs
· CNSS-TAST-GD-6.2 Issue 2.1 [8], Categorisation for Sabotage
These TAGs highlight the need to identify and assess cyber security risks, identify adequate security controls and their implementation within the design, that demonstrates that risks are shown to have been or can be adequately addressed. 
International Guidance
· International Atomic Energy Agency Nuclear Security Series No. 48-T [9], Identification and Categorisation of Sabotage Targets, and Identification of Vital Areas at Nuclear Facilities.


Regulatory Expectations
In line with the background and guidance above, ONR expects the RP to provide confidence that its cyber security, and related vital area identification scope is sufficient to deliver the required evidence to demonstrate that cyber security risks are being adequately managed within its design.
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Regulatory Observation Actions and Resolution Plan
RO-RRSMR-014.A1 – The RP is to provide required information that gives confidence that the delivery of the cyber security submissions is achievable within GDA timescales, which demonstrates that cyber security risks are being adequately managed within the Rolls-Royce SMR design.
In response to this Regulatory Observation, the RP, should:
1. Provide the necessary detailed information for the cyber security aspects of the generic security case that will be produced during GDA. The overall objective of which is to provide confidence that cyber security risks are being adequately managed within the Rolls-Royce SMR design. This should include the following:
a. Justification and/or demonstration of the methodology used to manage cyber security risks within the Rolls-Royce SMR design.
b. Explanation of how cyber security controls will be applied/specified at the plant architectural level or at a system level, commensurate to the maturity of the design.
c. Explanation of how cyber security defence in depth is achieved and how it can be demonstrated.
d. Explanation of how quality assurance and assurance testing strategies for cyber security will be captured.
e. Providing clarity around the Claims, Arguments and Evidence being proposed for cyber security.
f. Explanation of how forward work plans, particularly for known omissions, for cyber security will be captured by Rolls-Royce SMR Limited post GDA and how further work for a future licensee will be captured.
2. Explain how the Vital Area Identification regulatory and HMG expectations for identifying all URC pathways from blended attack threat vectors will be met within this GDA, commensurate to the maturity of the design. This is to include;
a. The identification of potential blended attack scenarios and targets in accordance with Phase 2 of the Rolls-Royce SMR Vital Area Identification methodology [14];
b. The identification of credible blended attack event scenarios and targets in accordance with Phase 3a of [14];
c. The categorisation of blended attack driven vital areas in accordance with Table 1 of Annex B of SyAPs [8] and as described in [14] Phase 3b;
d. Details of the locations of blended attack driven vital areas in accordance with Phase 4 of [14];
e. Explanation of how forward work plans, particularly for known omissions, for blended attack threat vectors will be captured by Rolls-Royce SMR Limited post GDA for a future licensee.
Rolls-Royce SMR Response
1. Provide the necessary detailed information for the cyber security aspects of the generic security case that will be produced during GDA. The overall objective of which is to provide confidence that cyber security risks are being adequately managed within the Rolls-Royce SMR design. This should include the following:
a. Justification and/or demonstration of the methodology used to manage cyber security risks within the Rolls-Royce SMR design.

RR SMR will continue to use the Cyber Security Risk Assessment Methodology [15] (CSRAM) to assess systems, and provide sample reports for assessment. Four reports were provided at the start of this year (RPS [16], DPS [17], DPCS [18], RPCS [19]), 3 of those will be revised in November 2025 (RPS, DRPS and DPCS), and 3 new risk assessment reports (systems TBC) will be provided in 2026. These reports will demonstrate Phases 1 and 2 of the CSRAM.

The CSRAM is designed to be iterative, with different activities for each phase of design maturity:
· Phase 1 (High Level Risk Assessment) is carried out against systems during their initial concept design phase. It asks basic questions about what the purpose of the system is, and how it interacts with other systems. What does the system do and what happens if it doesn’t do that? This assessment assigns a security degree based on the maximum consequence, and therefore assigns security requirements for each system from the Cyber Security Design Requirements Specification.
· Phase 2 (Zones and Conduits Assessment) is carried out against systems during their final concept design phase. It is an architecture review that will identify architectural vulnerabilities. This will make additional system specific recommendations to remove or mitigate vulnerabilities in the architecture
· Phase 3 (Detailed Risk Assessment) is carried out during the detailed design phase. It produces detailed attack trees and will provide the evidence to make a deterministic argument that the cyber attacker aspects of the design basis threat cannot cause an Unacceptable Radiological Consequence (URC), provided that the future duty holder/ licensee manages security as the design dictates. Phase 3 should be seen as a final assurance exercise, after the system has had all the controls specified in the previous phases incorporated into the design.
· Phase 4 (Documentation) presents the finalisation of the risk assessment report. The report is a living document that is revised for each phase. The evolution of the document through the phases is described in the CSRAM. The risk assessments reports produced during GDA demonstrate the document at the completion of Phase 1 and 2.
The Control and Instrumentation (C&I) systems will not be in the detailed design phase during GDA, and therefore Phase 3 cannot be demonstrated. However, the vast majority of risk reduction is achieved in Phase 1 and 2 of the risk assessment methodology. Phases 1 and 2 can be iterated multiple times while the design develops to sufficient maturity to ensure that security is embedded within the design of systems. Explicit justification of why the Phase 3 methodology is not needed during GDA will be added to the next issue of the Cyber Security Risk Assessment Methodology. 
Within GDA we will provide:
· Rolls-Royce SMR: Reactor Protection System Cyber Security Risk Assessment Issue 2
· Rolls-Royce SMR: Diverse Reactor Protection System Cyber Security Risk Assessment Issue 2
· Rolls-Royce SMR: Data Processing & Control System Cyber Security Risk Assessment Issue 2
· Rolls-Royce SMR: Cyber Security Report Issue 3
· 3 x New Cyber Security Assessment Reports (systems to be confirmed)
· Rolls-Royce SMR: Cyber Security Report Issue 4 
· Cyber Security Risk Assessment Methodology Issue 4 

b. Explanation of how cyber security controls will be applied/specified at the plant architectural level or at a system level, commensurate to the maturity of the design.
RR SMR recognises that the CSRAM [15] did not clearly describe requirements flow. A description of how requirements are assigned to systems will be included in the Cyber Protection System Definition Document, and the Cyber Security Risk Assessment Methodology will be revised next year to ensure consistency.
Within GDA we will provide:
· Cyber Protection System Definition Document Issue 1
· Cyber Security Risk Assessment Methodology Issue 4.

c. Explanation of how cyber security defence in depth is achieved and how it can be demonstrated.

The Cyber Protection System Definition Document will provide a detailed explanation of how cyber security defence in depth is achieved. 

Figure 1 - Layers of Cyber Security Defence in Depth

The Cyber Protection System Definition Document defines the layers of defence in depth that will be provided by the Cyber Protection System (CPS).
1. The CPS protects 4 power station functions:
· Protect against acts of sabotage that would result in an unacceptable radiological consequence.
· Protect against the theft of nuclear material.
· Protect against the theft of sensitive nuclear information.
· Protect the ability to generate power[footnoteRef:2]. [2:  Currently outside of regulation] 

2. The safety systems themselves provide inherent protection against acts of sabotage that would result in an unacceptable radiological consequence. For example; the layers of safety defence in depth in the safety systems means that an attacker would have to sabotage multiple systems to achieve their goal. Some layers of defence would require different skillsets/capabilities to compromise, therefore increasing the difficulty of the attack sequence, depleting the resources available to the attacker, and increasing the likelihood of detection. The attack trees produced in Phase 3 of the cyber security risk assessment will map out the systems that an attacker must sabotage to achieve their goal. Then, considering the controls applied in Phases 1 and 2 of the risk assessment, and using information from the VAI&C assessments, it will determine if the existing controls are sufficient to prevent the full attack sequence. 
3. The network architecture will be segregated into zones and conduits, with enforcement of network traffic on zone boundaries. The zoning concept used by Rolls-Royce SMR is that every system should be in its own zone. This means that compromise of a single system does not mean that the attacker has access to all systems, without conducting further acts of sabotage. This concept, in combination with the other passive controls in the Cyber Security Design Requirements Specification [21], aims to slow an attacker down, and make pivoting between multiple systems difficult. Systems are allocated a Security Degree in Phase 1 of the risk assessment and therefore receive the passive controls early in their concept design. Systems are assigned zones and conduits in Phase 2 of the cyber security risk assessment and that architecture review will also identify if any additional system specific controls are required, such as the addition of unidirectional gateways, other forms of network traffic enforcement or recommendations on the system architecture to remove or mitigate vulnerabilities.
4. The CPS will include active controls to detect attacks and enable incident response, such as the intrusion detection/prevention system. The Cyber Protection System Definition Document lists the technical controls that will be provides by the CPS. The Cyber Security Design Requirements Specification provides system level requirements to ensure that systems are integrated with the active controls that the CPS provides. The effectiveness of these controls will be demonstrated by a testing regime to be defined by the Cyber Security Performance Evaluation Specification. For example, penetration testing will be one of the activities used to justify the effectiveness of the active controls, but this will be outside the scope of GDA.
5. The Cyber Protection System Definition Document will specify what policies and procedures are needed within the Future Dutyholder / Licensee’s security management system to maintain the integrity of the security case in operations. While it is ultimately the customer’s choice to manage security according to their own risk appetite, the CPS will make recommendations, and claims based on assumed administrative controls. These will be recorded as operational commitments in Chapter 32 of the E3S case.
6. The network boundary of the power station shall be clearly defined. Just as there will be a site fence around the power station, the network boundary must be documented and understood by all stakeholders, and roles and responsibilities for the maintenance of that boundary communicated. This will be described in future issues of the Cyber Protection System Definition Document and will also be expressed as operational commitments in the security case.
The documents delivered during GDA will demonstrate evidence for layers of defence in depth 1, 3, 4, 5, and 6. Defence in depth layer 2 will be considered at a high level in the risk assessment reports issued, but Phase 3 is where it will be analysed in detail. It will not be possible to complete a detailed risk assessment until there is a detailed design available. 
This means that during GDA, the Cyber Protection System Definition Document will describe the layers of defence in depth, and justify that they are sufficient, however, the full evidence to back the claim for defence in depth layer 2 will not be available until Phase 3 of the risk assessments are complete. This final justification will be available by site licensing.      
Within GDA we will provide:
· Cyber Protection System Definition Document Issue 1
· Cyber Security Performance Evaluation Specification Issue 1
· E3S Case Version 4 Chapter 32: Rolls Royce SMR Generic Security Report

d. Explanation of how quality assurance and assurance testing strategies for cyber security will be captured.

The Cyber Protection System Definition Document will provide a summary of the expected quality assurance and assurance testing strategies. The full detail will be provided in the Cyber Security Performance Evaluation Specification.
Within GDA we will provide:
· Cyber Protection System Definition Document Issue 1 
· Cyber Security Performance Evaluation Specification Issue 1

e. Providing clarity around the Claims, Arguments and Evidence being proposed for cyber security.
The Cyber Security Claims, Arguments and Evidence will be included in the Cyber Protection System Definition Document. The claims are also summarised in Chapter 32 of the E3S Case, along with the claims from the other security topics.
Within GDA we will provide:
· Cyber Protection System Definition Document Issue 1
E3S Case Version 4 Chapter 32: Rolls Royce SMR Generic Security Report

f. Explanation of how forward work plans, particularly for known omissions, for cyber security will be captured by Rolls-Royce SMR Limited post GDA and how further work for a future licensee will be captured.
The design for the security systems will continue to be developed post GDA. The Cyber Security Report [20] describes further development of the CPS after GDA. 
The issue of the Cyber Protection System Definition Document will set the baseline of the CPS design. From this point it will be possible to implement a continuous improvement process, which will provide the information required to refine the CPS to full concept design.
The risk assessments will identify risks and add them to the RAIDO log (Risks, Assumptions, Issues, Dependencies and Opportunities). These risks will be optioneered in collaboration with the system designer. If it is something that can be resolved at the system level then additional requirements will be assigned to the system. If the risk cannot be resolved at the system level, or it would be more efficient to resolve at the CPS level, then it will be assigned to the CPS to resolve. The CPS will be updated and improved to include this new information, which may result in new functional requirements or modifications to existing ones.
This cyclic improvement of the CPS design, utilising the data from the risk assessments, will continue until it converges on a final concept design. It is expected that at least 80 % of C&I systems will have completed Phase 1 and 2 of the CSRAM by the end of final concept design.
For completion of the detailed design, at least 80 % of systems will have completed the full CSRAM process.
Risk assessment reports, including Phase 3, will be available by site licensing, where we can fully demonstrate how they have influenced the CPS design.  Significant outstanding risks will be recorded in the Integrated Security System. 
The CPS will also make assumptions about operator policies and procedures, these commitments will be recorded in Chapter 32 of the E3S Case and in SMR0024143 Assumptions and Commitments for Future Dutyholder / Licensee / Permit Holder Register, 
2. Explain how the Vital Area Identification regulatory and HMG expectations for identifying all URC pathways from blended attack threat vectors will be met within this GDA, commensurate to the maturity of the design. This is to include;
a. The identification of potential blended attack scenarios and targets in accordance with Phase 2 of the Rolls-Royce SMR Vital Area Identification methodology [14];
b. The identification of credible blended attack event scenarios and targets in accordance with Phase 3a of [14];
c. The categorisation of blended attack driven vital areas in accordance with Table 1 of Annex B of SyAPs [8] and as described in [14] Phase 3b;
d. Details of the locations of blended attack driven vital areas in accordance with Phase 4 of [14];
e. Explanation of how forward work plans, particularly for known omissions, for blended attack threat vectors will be captured by Rolls-Royce SMR Limited post GDA for a future licensee.

Rolls-Royce SMR will continue to use the Vital Area Identification & Categorisation methodology to assess systems, structures and components, and provide sample analysis reports for assessment. We provided 6 such reports at the end of September 2025, 3 of which were revised up issues from the previous year. All of these analysis reports have taken into account blended pathways, and have utilised the blended attack framework [22] (issued as part of response to RQ-01880) submitted earlier in the year. The development of the application of this framework, along with the review and identification of blended pathways will continue. 

Phase 2 will have applied the consideration and framework on blended attack during the VAI workshops. These workshops include multiple stakeholders, including Cyber, EC&I and physical security SMEs to ensure both elements are considered in tandem. All identified scenarios are further scrutinised by security SMEs after the workshop to ascertain credibility when benchmarked against the DBT in Phase 3a. 

As with all scenarios, any blended attack scenario assessed to be credible is taken forward for Radiological Consequence assessment using the RCA methodology [23] (RRSMR-REG-0710N). This is reviewed by relevant Radiological Consequence SMEs to ensure appropriate application of the methodology. This identifies the assessed VA level and facilitates the ability to complete Phase 4 by categorising the location based on the consequence assessment. Whether this is a blended, physical or cyber attack, all credible attack scenarios are recorded and reviewed in the same manner with the methodology applied in the same way. 
Any incredible scenarios are recorded within the relevant analysis reports for further review as the RR SMR design develops. Such reviews are demonstrated in the up-issued VAI&C analysis reports submitted in September 2025 [10, 11, 12] (all RRSMR-REG-0710N).

In addition to previously submitted reports, within GDA we will provide:
· 2 x new Vital Area Identification & Categorisation Analysis Reports (Topic TBC)
· Rolls-Royce SMR: Vital Area Identification and Categorisation Report Issue 3 
· Rolls-Royce SMR: Vital Area Identification and Categorisation Report Issue 4 



Schedule
The figure below shows the delivery schedule for upcoming documentation which will support resolution of this RO.
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Impacted Submissions
	Existing Submission
	Impact

	Rolls-Royce SMR: Reactor Protection System Cyber Security Risk Assessment, Issue 2
	No impact. Submission demonstrates Phase 1 and 2 of CSRAM

	Rolls-Royce SMR: Diverse Reactor Protection System Cyber Security Risk Assessment, Issue 2
	No impact. Submission demonstrates Phase 1 and 2 of CSRAM

	Rolls-Royce SMR: Data Processing & Control System Cyber Security Risk Assessment, Issue 2
	No impact. Submission demonstrates Phase 1 and 2 of CSRAM

	Rolls-Royce SMR: Cyber Security Report, Issue 3
	Brought forward from Sep 2026. Submission summarises risk assessment reports to date

	Cyber Security Assessment Report (System TBC), Issue 1
	New submission to provide further evidence of the risk assessment methodology

	Cyber Security Assessment Report (System TBC), Issue 1
	New submission to provide further evidence of the risk assessment methodology

	Cyber Security Assessment Report (System TBC), Issue 1
	New submission to provide further evidence of the risk assessment methodology

	Rolls-Royce SMR: Cyber Security Report, Issue 4
	Additional issue to capture information from 2026 risk assessments

	Cyber Protection System Definition Document, Issue 1
	Issue delayed from original date of 30/10/2025 to ensure that the questions in this RO are fully answered,

	Cyber Security Risk Assessment Methodology, Issue 4
	Additional issue to incorporate comments from the ONR on the previous issue.

	Cyber Security Performance Evaluation Specification, Issue 1
	New submission to provide details of planned assurance activities

	Vital Area Identification & Categorisation Analysis Reports (Topic TBC), Issue 1
	New submission to provide further evidence of how VAI&C incorporates information from the CSRA

	Vital Area Identification & Categorisation Analysis Reports (Topic TBC), Issue 1
	New submission to provide further evidence of how VAI&C incorporates information from the CSRA

	Rolls-Royce SMR: Vital Area Identification and Categorisation Report, Issue 3
	Delayed by layout change. Will summarise 2025 assessments

	Rolls-Royce SMR: Vital Area Identification and Categorisation Report, Issue 4
	New submission to summarise 2026 assessments

	E3S Case Version 4 Chapter 32: Rolls Royce SMR Generic Security Report, Issue 4
	Planned update to incorporate layout change and comments from the ONR on the previous issue
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6. Clear Defensible Network Boundary


5. Policies and Procedures (Administrative Controls)


4. Detection and Response (Active Controls)


3. Network Hardening, Zones and Conduits, Layering (Passive Controls)


2. Safety Systems


1. Function to be Protected


Private – Not Listed – Not Subject to Export Controls

Private – Not Listed – Not Subject to Export Controls
SECURITY & EXPORT CLASSIFICATION - Commercially Sensitive Rolls-Royce SMR Data - Private - Not Listed

Private – Not Listed – Not Subject to Export Controls
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