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	REGULATORY OBSERVATION:

	Background
Rolls-Royce SMR Limited, the Requesting Party (RP), started Step 3 of the Generic Design Assessment (GDA) in August 2024. The overall objective of the GDA is stated within ONR’s guidance to requesting parties [1], which is to “provide confidence that the proposed design is capable of being constructed, operated and decommissioned in accordance with the standards of safety, security and environmental protection required in GB”. ONR’s guidance [1] states the intent of ONR’s Step 3 assessment is to undertake a detailed assessment of the RP’s design and supporting generic safety and security case against regulatory expectations. To facilitate this the RP is expected to produce a Generic Security Report, that is intelligible, with a clear trail from claims, through the arguments, to the underpinning evidence that substantiates that the design is safe and secure. The RP has indicated its intention to develop, within GDA timescales, a cyber security risk assessment (CSRA) methodology, conduct system risk assessments and produce an overarching cyber security report to support the GSR for the generic design.

ONR’s assessment during Step 3 is risk-informed, targeted and proportionate, in line with our guidance [2], and we will sample the overall case on this basis [3], within the defined GDA Scope [4]. Prior to starting Step 3 ONR agreed a scope and deliverables plan with the RP that outlines the submissions which are expected to allow us to undertake our assessment of the cyber security aspects of the case during Step 3. This plan continues to be refined, and we have gained addition intelligence as part of our routine regulatory interactions during the step. 

During Step 3, the CSRA methodology has undergone a substantial change from the previously  assessed version [5] that ONR considered to be adequate in Step 2, so much so that a re-demonstration is needed. In the RP’s Cyber Security Report [6] Issue 2 of the CSRA methodology is described as ‘new’ and that ‘it is expected that further iteration and improvement of the methodology will be required as it is tested with real systems’. 

In addition to this, within Step 3 the RP has introduced a significant design change to the Control & Instrumentation (C&I) system, which means the design has not progressed to the expected level of maturity the RP considers necessary to enable completion of the system cyber security risk assessments within Step 3 of the GDA. By inference, this has called into question the adequacy of evidence relating to the cyber security report, which is a key item for sampling within the Step 3 ONR security assessment plan. The impact of the C&I system design change on the cyber security report were confirmed in Issue 5 of Generic E3S Case Scope and Deliverable Document – Chapter 32 Security [7], which states that a full demonstration of the CSRA against a C&I system will not be submitted during Step 3.  

During security level 4 meetings held from December 2024 to July 2025 clarity has been requested to establish what the impact will be on the submissions for cyber security assessment. The response to these requests have been to reiterated the position above and not provide a forward plan to fill the gap created.  
  
A further impact from this relates to the Vital Area Identification (VAI) risk assessment. Vital areas are those that, if compromised, could lead to Unacceptable Radiological Consequences (URC). Blended attack vectors, which consist of cyber, physical, and insider threats executed in a coordinated manner, complicate their identification and protection because many critical systems are now digitally controlled. As part of its VAI analysis the RP is required to consider cyber vulnerabilities that could be exploited in conjunction with physical attacks to identify digital control systems which if compromised either alone, or in combination with physical infrastructure, could lead to an URC and therefore demand security protection. This requirement is fed down from HMG through the UK Design Basis Threat (DBT) and is also reflected in all sources of VAI guidance both nationally [8] and internationally including that from the International Atomic Energy Agency (IAEA) [9]. The expectation to address blended attack within GDA has been agreed with the RP at the outset of this GDA and is reflected within the Step 3 ONR security assessment plan and scope and deliverables plan. Given the limited progress now expected to be made in developing the CSRA within GDA, it is also unclear how a meaningful assessment can be conducted from a blended attack perspective, based on the current planned submissions. 

Faced with these developments during Step 3 it is unclear how a meaningful assessment of the Rolls-Royce SMR generic design can be conducted for cyber security within the assessment time frame.  

Relevant Legislation, Standards and Guidance
The guidance provided in this RO is based on ONR's Security Assessment Principles (SyAPs) [10] and the following Technical Assessment Guides (TAG) and IAEA publications:

· CNS-TAST-GD-7.1 Issue 2.1 [11]  Effective Cyber and Information Risk Management
· CNS-TAST-GD-7.3 Issue 2 [12], Protection Of Nuclear Technology And Operations  
· CNSS-TAST-GD-11.1 Issue 1.2 [13], Guidance on the Security Assessment of Generic New Nuclear Reactor Designs
· CNSS-TAST-GD-6.2 Issue 2.1 [8], Categorisation for Sabotage.

These TAGs highlight the need to identify and assess cyber security risks, identify adequate security controls and their implementation within the design, that demonstrates that risks are shown to have been or can be adequately addressed. 

International Guidance

· International Atomic Energy Agency Nuclear Security Series No. 48-T [9], Identification and Categorisation of Sabotage Targets, and Identification of Vital Areas at Nuclear Facilities.

Regulatory Expectations
In line with the background and guidance above, ONR expects the RP to provide confidence that its cyber security, and related vital area identification scope is sufficient to deliver the required evidence to demonstrate that cyber security risks are being adequately managed within its design.
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	REGULATORY OBSERVATION ACTIONS

	RO-RRSMR-014.A1 – The RP is to provide required information that gives confidence that the delivery of the cyber security submissions is achievable within GDA timescales, which demonstrates that cyber security risks are being adequately managed within the Rolls-Royce SMR design.

In response to this Regulatory Observation, Rolls-Royce SMR should:

· Provide the necessary detailed information for the cyber security aspects of the generic security case that will be produced during GDA. The overall objective of which is to provide confidence that cyber security risks are being adequately managed within the Rolls-Royce SMR design. This should include the following:
· Justification and/or demonstration of the methodology used to manage cyber security risks within the Rolls-Royce SMR design.
· Explanation of how cyber security controls will be applied/specified at the plant architectural level or at a system level, commensurate to the maturity of the design.   
· Explanation of how cyber security defence in depth is achieved and how it can be demonstrated.
· Explanation of how quality assurance and assurance testing strategies for cyber security will be captured.
· Providing  clarity around the Claims, Arguments and Evidence being proposed for cyber security.
· Explanation of how forward work plans, particularly for known omissions, for cyber security will be captured by Rolls-Royce SMR Limited post GDA and how further work for a future licensee will be captured.

· Explain how the Vital Area Identification regulatory and HMG expectations for identifying all URC pathways from blended attack threat vectors will be met within this GDA, commensurate to the maturity of the design. This is to include;
· The identification of potential blended attack scenarios and targets in accordance with Phase 2 of the Rolls-Royce SMR Vital Area Identification methodology [14];
· The identification of credible blended attack event scenarios and targets in accordance with Phase 3a of [14];
· The categorisation of blended attack driven vital areas in accordance with Table 1 of Annex B of SyAPs [8] and as described in [14] Phase 3b;
· Details of the locations of blended attack driven vital areas in accordance with Phase 4 of [14];
· Explanation of how forward work plans, particularly for known omissions, for blended attack threat vectors will be captured by Rolls-Royce SMR Limited post GDA for a future licensee.
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