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	REGULATORY OBSERVATION:

	Background

The provision of nuclear safety functions to trip nuclear power plant reactors and initiate post trip cooling of the core (which continues to produce significant quantities of heat post trip) is a key role of nuclear power plant Control and Instrumentation (C&I) equipment.  For reasons of defence in depth and diversity, relevant good practice within the UK is for two C&I systems to perform these functions – a Primary Protection System backed up by a diverse second system known as a Diverse Actuation System (DAS) or Secondary Protection System. This defence in depth and diversity good practice also extends to the sensors, actuators,  displays and controls associated with the nuclear safety functions. 

Further, in accordance with relevant good practice in the UK the C&I systems, sensors and actuators should be classified according to their importance to safety. Accordingly ONRs expectation is that appropriate standards be followed for their design, development, operation and maintenance based on that classification.

The SMR-300 Preliminary Safety Report [1], the System Design Descriptions for the Diverse Actuation System [2] and the Plant Safety System (PSS) [3] describe the SMR-300 C&I architecture with the following characteristics: 

1) The DAS is designated as a “non-safety system” despite performing reactor trip and post trip cooling safety functions. 
2) The PSS and DAS system platforms are both based on microprocessor technology.
3) The PSS and DAS system platforms are designed and manufactured by the same supplier.
4) The design shares functional equipment (such as sensors and actuators) between the PSS and DAS.

These aspects of the design do not meet UK regulatory expectations and established relevant good practice, and are considered to be potentially significant shortfalls. This RO has therefore been raised to ensure that these gaps are resolved in a satisfactory and timely manner for the SMR-300 GDA.

Relevant Legislation, Standards and Guidance

The following Safety Assessment Principles (SAPS) [4] are of particular relevance to this RO:

· EKP.2    Fault tolerance
· EKP.3    Defence in depth
· ECS.2    Safety classification of structures, systems and components
· EDR.1    Failure to Safety
· EDR.2    Redundancy, diversity and segregation
· EDR.3    Common Cause Failure
· EDR.4    Single failure criterion
· ERC.2    Shutdown systems
· ESS.1     Provision of safety systems
· ESS.18   Failure independence
· ESS.21   Reliability
· ESS.27   Computer-based safety systems

The following Technical Assessment Guides (TAG’s) and SAPs are particularly relevant to the potential shortfalls described above:

1) Safety classification - this is outlined in the following ONR guidance:

· SAP ECS.2 – Safety Categorisation states that “Structures, systems and components that have to deliver safety functions should be identified and classified on the basis of those functions and their significance to safety.”
· TAG 94 [5] sets out ONR’s expectations on the categorisation of safety functions and classification of structures, systems and components.

2) Use of non-computer based systems – this is outlined in the following ONR Guidance and publications:-

· TAG 46 [6] sets out the following expectations:

· Paragraph 17 which states “Where diverse safety systems are required to implement category A safety functions and one is computer based, one of the other safety systems should be provided using a non-computer based system”, and
· Appendix 4 (Use of diverse computer based systems important to safety) states in paragraph 155 - “where the consequence in the event of failure of the safety system could potentially involve large releases of radioactive material then ONR’s current expectation is that a simple hardware based secondary safety system should be provided”

· SAP ERC.2 – Shutdown Systems states that “At least two diverse systems should be provided for shutting down a civil reactor.”

· SAP EDR.2 - Redundancy, diversity and segregation states that “Redundancy, diversity and segregation should be incorporated as appropriate within the designs of structures, systems and components.”

· Annex 3, of the Chief Nuclear Inspector’s annual report on Great Britain’s nuclear industry - October 2024 [8] includes a case study related to the EPR design in the UK. Key points to note are:
· “Truly diverse systems would use different development methods and technology. ONR advised that it would be challenging to justify that the original design was adequate to ensure the required levels of safety, and that using a different technology such as a hardwired back-up system had the potential to significantly reduce the risk of common cause failure. Hardwired systems are not computer-based, and therefore do not use software. They are a fundamentally diverse technology to software-based systems.”, and
· “The addition of a diverse backup system was a significant safety improvement to the C&I architecture – fundamentally eliminating the potential for common cause failure and meaning that protection systems would reliably function when required, hence providing greater protection for workers and the public.”

· The ONR Report, ONR’s Regulatory influence on the EPR Design in the UK [9], also refers to the hardwired backup in the design, stating “In the decade since GDA, another significant benefit of the hardwired backup system has been realised. Hardwired systems are resilient to a cyber-attack and will prevent escalation of a fault in the unlikely event that the computer-based systems are compromised. This alone would be a compelling case for the system, given the elevated cyber threat levels today.”

3) Sharing of functional equipment – this is outlined in the following ONR guidance:-

· TAG 36 [10] sets out the following expectations:-
· Paragraph 37 states “The plant should incorporate redundancy, diversity, and segregation of SSCs to avoid the effects of random, and CCF.”
· Paragraph 39 states “A primary objective to demonstrate the robust design of safety related SSCs is the demonstration of Defence-In-Depth against all identified fault conditions in relation to the performance of their safety function.”
· Paragraph 62 States “Diversity can be demonstrated in many ways, including…. Signal Diversity”

· SAP EKP.3 – Defence in Depth states “Nuclear facilities should be designed and operated so that defence in depth against potentially significant faults or failures is achieved by the provision of multiple independent barriers to fault progression.”

In addition, the following international standards are of particular relevance:

· IAEA-SSG39 – Design of instrumentation and control systems for nuclear power plants  [11]

· IEC 61513 – Nuclear power plants – Instrumentation and control for systems important to safety – General requirements for systems [12]

· IEC61226 - Nuclear power plants – Instrumentation and control important to safety – Classification of instrumentation and control functions [7]

The above references provide detailed principles and guidance covering system classification and common cause failure. Of particular note is IEC 61226, which states that backup protection functions (such as those allocated to a DAS/SPS) should be Category B, and IEC 61513 which assigns a Class 2 allocation to systems performing Category B functions.

Regulatory Expectations

It is ONR’s expectation that:-

· Safety systems should be classified based according to the safety functions they are required to deliver.

· Resistance against all foreseeable common cause failures should be demonstrated with at least two diverse systems  provided for shutting down a civil reactor. This diversity includes but is not limited to the entire C&I system including sensors, signals, logic, displays, controls, actuators, and configuration and test equipment.

· A hardware-based backup system should be used when the primary protection system is computer based. This is not only based on the ability to demonstrate diversity for two software based systems, but also the ability to show resilience from a cyber-attack that could affect both systems simultaneously. 
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	REGULATORY OBSERVATION ACTIONS

	RO-HOLTECSMR300-001.A1 – DAS Classification

In response to this Regulatory Observation Action, Holtec should provide a suitable and sufficient justification for the classification of the DAS in the SMR-300 

Taking into account:
· ONR expectations as outlined in relevant standards and guidance;
· Established UK relevant good practice; 
· the safety functions the DAS will deliver and their importance to safety; and 
· the nuclear safety significance of the SMR-300 Diverse Actuation System.

RO-HOLTECSMR300-001.A2 – DAS Implementation 

In response to this Regulatory Observation Action, Holtec should provide a suitable and sufficient justification for the technology proposed for the DAS in the SMR-300 including consideration of defence in depth, diversity, and resilience to cyber-attack.

Taking into account:
· ONR expectations as outlined in relevant standards and guidance; 
· relevant good practice and OPEX regarding the potential vulnerablity to common cause failure of software-based technology; and
· the ability to deterministically demonstrate resistance to common hazards, threats and failure types, given the risks posed by common cause failure and cyber attack.

RO-HOLTECSMR300-001.A3 – Sharing of Functional Equipment

In response to this Regulatory Observation Action, Holtec should demonstrate how the SMR‑300 design mitigates the risk of failure of shared functional equipment,thereby resulting in failure of both the PSS and DAS to detect and respond to unsafe plant conditions and faults.

Taking into account:
· ONR expectations; and
· Relevant good practice regarding defence in depth, diversity and independence.
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