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This report presents the outcomes of my Sabotage, Target Analysis and Review assessment of the Holtec SMR-300 as part of Step 2 of the Office for Nuclear Regulation (ONR) Generic Design Assessment (GDA). This assessment is based upon the information presented in Revision 1 of Holtec’s Safety, Security and Environment Case (SSEC) (comprising a Preliminary Safety Report (PSR), Preliminary Environment Report (PER), Preliminary Safeguards Report (PSgR), and Generic Security Report (GSR)), the Design Reference Point (DRP) Revision 1.1, and supporting documentation.
ONR’s GDA process calls for a step-wise assessment, which increases in detail as the project progresses. The focus of my assessment in this step was towards the fundamental adequacy of the SMR-300 design and GSR, and the suitability of the methodologies, approaches, codes, standards and philosophies which form the building blocks for the design and generic safety and security cases.
[bookmark: _Hlk192240831]In accordance with the assessment plan, I targeted my assessment at the aspects of the SMR-300 design that are novel, contentious, or where significant security claims are made. My expectations were informed by ONR’s Security Assessment Principles (SyAPs), Technical Assessment Guides (TAGs) and other guidance which ONR regards as relevant good practice.
I targeted the following aspects in my assessment of the SMR-300 DRP and SSEC:
The Requesting Party’s methodology for the categorisation for sabotage and Vital Area Identification (VAI).
Application of the methodology against the expected nuclear inventory and aspects of the plant design to evidence its efficacy against SyAPs expectations.
Based upon my assessment, I have concluded the following:
The proposed methodology for the categorisation for sabotage and Vital Area Identification is judged to be appropriate for the current GDA Step 2 and should remain applicable as the design develops.
The Vital Area Assessment and Categorisation Study provided for Step 2 is suitable and sufficient for the current maturity of the design. While a limited scope study, its output is sufficient to inform both the security plan and Secure by Design methodologies. It will also be suitable as a basis for the next iteration of the categorisation for sabotage and Vital Area Identification as the design continues to mature.
The Step 2 submissions develop the high level security claims SyC 1 to SyC 5 inclusive.
The Requesting Party has developed its own design basis threat for the generic design. The analysis will need to be repeated using the correct set of hazards when this design is taken forward. However, I am satisfied that the use of a proxy threat was sufficient to demonstrate that the requesting party has developed an adequate set of vital area identification arrangements, which was an objective of the Step 2 submission. 
I have identified no other departure from relevant good practice applicable to the topic.
Holtec has committed to a number of future actions during subsequent iterations fo the categorisation for sabotage and Vital Area Identification, including the application of the UK DBT.
[bookmark: _Hlk168596328]Overall, based on my Step 2 assessment, I have not identified any fundamental security shortfalls from a Sabotage, Target Analysis and Review perspective that would prevent ONR permissioning the construction of a power station based on the generic Holtec SMR-300 design.
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[bookmark: _Toc216271138]Introduction
This report presents the outcomes of my Sabotage, Target Analysis and Review assessment of the Holtec SMR-300 as part of Step 2 of the Office for Nuclear Regulation (ONR) Generic Design Assessment (GDA). This assessment is based upon the information presented in version 1 of the Holtec SMR-300 Safety, Security, Safeguard, and Environment Case (SSEC) (refs. [1] [2] [3]), the Design Reference Point (DRP) (ref. [4]), and supporting documentation (ref. [5]).
Assessment was undertaken in accordance with the requirements of ONR’s management system. It follows ONR’s Risk Informed and Targeted Engagements policy (RITE) (ref. [6]), guidance on the mechanics of assessment (ref. [7]), ONR Security Assessment Principles (ref. [8]), together with the principles detailed in the supporting Technical Assessment Guides (TAGs) (ref. [9]), which have been used as the basis for this assessment.
Background
ONR’s GDA process (ref. [10]) calls for a step-wise assessment of the Requesting Party's (RP) submissions with the assessments increasing in detail as the project progresses. Holtec International is the RP for the GDA of the Holtec SMR-300 design. Holtec International has designated Holtec Britain to manage the GDA project, including developing the SSEC. Holtec Britain is a wholly owned UK subsidiary of Holtec International.
In October 2023 ONR, together with the Environment Agency and Natural Resources Wales (NRW), began Step 1 of the GDA for the Holtec SMR-300. Step 1, which is the preparatory part of the design assessment process and mainly associated with initiation of the project and preparation for technical assessment in later steps, was successfully completed in August 2024 (ref. [11]).
Holtec International confirmed that it only intends to complete GDA up to the end of Step 2. The output of Step 2 GDA is a GDA Statement.
Step 2 commenced in August 2024. The focus of ONR’s assessments in this step is towards the fundamental adequacy of the design and SSEC, and the suitability of the methodologies, approaches, codes, standards and philosophies which form the building blocks for the design and generic SSEC. The objective is to undertake an assessment of the design against regulatory expectations to identify any fundamental safety, security, or safeguards shortfalls that could prevent ONR granting permission for construction of a power station based on the design (ref. [10]).
Prior to the start of Step 2, my predecessor contributed to a detailed security assessment plan, which included Sabotage, Target Analysis and Review (ref. [12]). This has formed the basis of this assessment and was also shared with the RP to maximise openness and transparency.
This report describes one of a series of assessments which support ONR’s overall judgements at the end of Step 2 which are recorded in the Step 2 Summary Report (ref. [13]).
Scope
The assessment documented in this report is based upon the DRP and SSEC for the Holtec SMR-300 as summarised in the SSEC chapters and supporting documentation.
The overall scope of the Holtec SMR-300 GDA is described in PSR chapters A1 and A2 (ref. [1] [2]). The GDA scope was agreed in Step 1 although this has been modified, with agreement of the regulators, during Step 2. Holtec International has indicated that it intends to complete a two-step GDA with the objective of receiving a GDA Statement from ONR, and has aligned its GDA scope with this objective. The GDA scope defines the generic plant and layout and includes all systems, structures and components that are identified as being important to safety, security and safeguards, all modes of operation, and all stages of the plant lifecycle.
My Sabotage, Target Analysis and Review assessment scope is defined in the security assessment plan (ref. [12]) which is discussed in detail in sub-section 4.1 and includes the following topics:
The Requesting Party’s methodology for the categorisation for sabotage and Vital Area Identification (VAI) (ref. [14]).
Application of the methodology against the expected nuclear inventory and aspects of the plant design to evidence its efficacy against SyAPs expectations.
Application of the methodology was detailed in the Requesting Party’s Vital Area Assessment and Categorisation Study (ref. [15]), which considered the potential consequences of a proxy design basis threat (DBT) (ref. [16]).
I have also considered the input to the secure by design process which resulted from this iteration of the vital area assessment.
However, given that this is a fundamental assessment and the design of the Holtec SMR-300 is still developing, not all aspects of the facility design are within the GDA scope. The following aspects are therefore out of scope for this assessment:
Identification of all vital areas to the proposed new facility, as the design is not sufficiently mature at this step.
Consideration of the United Kingdom’s Design Basis Threat to the outline design, on the basis that the proxy threat is sufficient to demonstrate the adequacy of the methodology.
Consideration of the output from the secure by design process, as this will be undertaken during subsequent stages of the design development.


[bookmark: _Toc216271139]Assessment standards and interfaces
For ONR, the primary goal of the GDA Step 2 assessment is to reach an independent and informed judgment on the adequacy of the design as detailed in the DRP, and the safety, security and safeguards case for the reactor technology being assessed.
ONR has a range of internal guidance to enable inspectors to undertake a proportionate and consistent assessment of such cases. This section identifies the standards which have been considered in this assessment.
This section also identifies the key interfaces with other technical topic areas.
Standards
1. The ONR SyAPs (ref. [8]) constitute the regulatory principles against which the RP’s case is judged. Consequently, the SyAPs are the basis for ONR’s assessment and have therefore been used for the Step 2 assessment of the Holtec SMR-300.
The International Atomic Energy Agency (IAEA) safety standards and nuclear security series are a cornerstone of the global nuclear safety and security regime. They provide a framework of fundamental principles, requirements and guidance. They are applicable, as relevant, throughout the entire lifetime of facilities and activities.
2. The relevant SyAPs and IAEA standards are embodied and expanded on in the TAGs (ref. [9]).
Security Assessment Principles (SyAPs)
3. The key SyAPs applied within my assessment are SYDP 6.2 and KSyPP 3.
4. A list of the SyAPs used in this assessment is recorded in Appendix 1.
Technical Assessment Guides (TAGs)
5. The following TAGs have been used as part of this assessment:
· NS-TAST-GD-096 - Guidance on Mechanics of Assessment (ref. [7])
· CNSS-TAST-GD-11.1 - Guidance on the Security Assessment of Generic New Reactor Designs (ref. [17])
· CNS-TAST-GD-6.2 - Categorisation for Sabotage (ref. [18])
· CNS-TAST-GD-11.4.1- Secure by Design (ref. [19])
National and international standards and guidance
6. The following national and international standards and guidance have been used as part of this assessment:
· UK Design Basis Threat (DBT) (ref. [20]).
· IAEA, Identification and Categorization of Sabotage Targets, and Identification of Vital Areas at Nuclear Facilities, Nuclear Security Series No. 48-T (ref. [21]).
· IAEA, Insider Threats, Nuclear Security Series No. 8-G (ref. [22]).
Integration with other assessment topics
7. I have worked closely with other topics as part of my vital area assessment. Similarly, other assessors sought input from my assessment. These interactions are key to the success of GDA to prevent or mitigate any gaps, duplications or inconsistencies in ONR’s assessment.
8. The key interactions with other topic areas were:
Security and cyber security assessors to ensure a holistic approach to security by design, including the continuity of ‘golden thread’ claims and arguments;
Fault studies for advice on the maturity of the safety analysis used to inform Vital Area Identification and Categorisation (VAI&C) and claims made against passive safety systems, in particular, the annular reservoir. Fault studies were also consulted in relation to the radionuclides which contribute most to a potential off site release of activity;
Radiological protection for advice on the outcomes of the dominant induced faults which have been used to derive the potential offsite radiological release;
Civil engineering regarding claims made against passive barriers resisting attack or containing radiological releases, in particular the containment and shielding structures.
Use of technical support contractors
During Step 2, I have not engaged Technical Support Contractors (TSCs) to support my vital area assessment for the Holtec SMR-300.


[bookmark: _Toc216271140]Requesting party’s submission
The RP’s principal submissions are a series of drawings and documents that make up the DRP and a series of SSEC chapters and other supporting references, which provides its preliminary safety, security, safeguards and environment cases for the generic SMR-300 design. This section presents a summary of the SMR-300 design and security case for vital area identification and categorisation. It also identifies the supporting documents submitted by the RP which have formed the basis of my vital area assessment of the SMR-300.
Summary of the Holtec SMR-300 design
The Holtec SMR-300 design is a Pressurised Water Reactor (PWR) with a single steam generator, including an integrated pressuriser and two Reactor Coolant Pumps providing forced circulation in normal operation. The electrical power output capacity to the grid is 320 MWe (net) (from a thermal power of 1,050 MWth) with a design life of 80 years for non-replaceable components. The SMR-300 design submitted for assessment in GDA is a twin-unit design, comprising two SMR-300 reactors and associated plant.
The SMR-300 is equipped with a number of supporting systems for normal operations and a range of safety measures to provide cooling, criticality control, and contain radioactivity under fault conditions. Passive safety features are preferred to active components, reflecting the RP’s design philosophy.
The SMR-300 has a compact layout. The Reactor Pressure Vessel (RPV), which holds the fuel assemblies, the steam generator, RCPs and associated pipework, the Spent Fuel Pool (SFP) and the passive safety systems, are all held within a steel Containment Structure (CS) and a secondary steel and concrete Containment Enclosure Structure (CES). An Annular Reservoir (AR), containing a large volume of water, is located between the CS and CES. The AR is used to provide the ultimate heat sink to the passive safety systems.
The twin unit design is comprised of two separate reactors in separate containment buildings. Each reactor has dedicated normal operation systems, safety measures and SFP; however there is a single control room for the twin unit SMR-300.
The Holtec SMR-300 design has been developed by the RP based upon well-established PWR technology. The RP claims that the design of the SMR-300 is based upon the following principles:
redundant and passive engineered safety features;
simplified plant design with structures designed to withstand all postulated external events;
ability to mitigate design basis accidents with no operator action;
ability to cope with an extended loss of all alternating current power for at least 72 hours;
defence-in-depth approach to beyond design basis accident mitigation;
highly reliable active systems to support normal plant operation.
Once the spent fuel has reached a predetermined heat generation rate within the spent fuel pool, it is exported from the containment structure to the Reactor Auxiliary Building (RAB) within the Multi-Purpose Canister (MPC) 37 container. A lid is welded onto the container within the RAB before it is transferred to the on-site Independent Spent Fuel Storage Installation (ISFSI). The MPC is a fully welded stainless steel canister providing containment of the spent fuel for on-site transfer and storage. A Holtec International Transfer Cask (HI-TRAC) provides a protective over-pack transfer cask during MPC movements. It is a steel, lead, and water-shielded transfer cask which provides shielding, cooling and protects the MPC from design basis accidents.
The on-site Independent Spent Fuel Storage Installation (ISFSI)  is proposed to be a below ground store with capacity to hold spent fuel for the entire operational lifespan of the twin reactor facility, including the final defuel post operations. The spent fuel will remain within the MPC while on site. The design of the Independent Spent Fuel Storage Installation (ISFSI) utilises natural circulation of air for removal of decay heat from spent fuel. Therefore, there are no active systems or controls required for operation of the facility (apart from monitoring and any identified security requirements).
SSEC approach and structure
The SSEC for the SMR-300 consists of the PSR, the PER, the Generic Security Report (GSR) and the Preliminary Safeguards Report (PSgR), along with their supporting documents. The complete set of SSEC documentation submitted for the GDA is captured within the Master Document Submission List (MDSL) (ref. [5]).
The SSEC has been developed for a twin-unit reactor design to be constructed, operated, and decommissioned on any generic site that is within the bounds of the generic SMR-300 Generic Site Envelope (GSE).
The fundamental purpose of the SSEC is to demonstrate that the SMR-300 can be constructed, commissioned, operated, and decommissioned on a generic site in the United Kingdom (UK) to fulfil the future licensee’s legal duties to be safe, secure and protect people and the environment (ref. [23]).
The SSEC and supporting documents have been prepared using the Claims Arguments Evidence (CAE) concept. SSEC Chapter A3 (ref. [24]) provides a high-level route map, which links the claims made throughout the SSEC to the fundamental purpose.
Summary of the requesting party’s case for Vital Area Identification 
The aspects covered by the Holtec SMR-300 security case for Vital Area Identification can broadly be grouped under the following headings:
1.1.1. Categorisation for sabotage
The identification and categorisation of Vital Areas is the first stage of the process that is applied to understand the vulnerability of the Holtec Small Modular Reactor to acts of sabotage which have the potential to result in the release of radioactive material. Given the maturity of the design, the RP focused on delivering a methodology, based on relevant good practice (RGP), to evaluate the potential consequence of physical attack. The RP trialled the methodology against the more mature aspects of the design, providing a report on their findings.
To facilitate the identification and categorisation of Vital Areas, the RP developed a high-level threat interpretation to inform the assessment of the potential capabilities of malicious external and internal adversaries. The threat interpretation was developed from publicly available information sources. The use of this threat was intended to ensure that Step 2 security risk assessments were informed by a representative proxy threat, without the constraints imposed by the application of the United Kingdom’s (UK) Design Basis Threat.
Specifically, the Step 2 Vital Area submissions were intended to develop the high level security claims (SyC):
SyC 1 – The nuclear inventory of the SMR-300 which requires protection from [theft or] sabotage is identified;
SyC 2 – Targets and their locations requiring protection from [theft or] sabotage are identified and categorised; and
SyC 3 – An appropriate level of threat is considered in the security assessments.
1.1.2. Demonstrating Risks are Secure by Design
The output of the Vital Area Identification work is applied to reduce the vulnerability from sabotage through the application of the Secure by Design (SbD) principle, and informs the development of a system of proportionate security arrangements, collectively termed Protective Security Measures (PSMs), to mitigate the threat.
Specifically, the Step 2 Secure by Design submissions were intended to develop the high level security claims:
SyC 4 – Proportional protection against [theft or] sabotage is achieved through a combination of structural and procedural robustness, physical, cyber and procedural measures; and
SyC 5 – The design of the SMR-300 is influenced by security considerations.
Basis of assessment: requesting party’s documentation
The principal documents that have formed the basis of my Vital Area Identification assessment are:
· The RP’s methodology for the categorisation for sabotage and Vital Area Identification (ref. [14]), which establishes a process against which Vital Areas may be identified and categorised at each stage of the design development;
· The RP’s proxy design basis threat (ref. [16]) which is applied to the methodology during the GDA Step 2 design development stage only;
· The RP’s Vital Area Assessment and Categorisation Study (ref. [15]) which is intended to demonstrate the adequacy of the methodology and provide output for the Secure by Design process; and
· The RP’s Secure by Design Study (ref. [25]) which incorporates the recommendations for future design development as a result of the findings of the Vital Area Identification study.
Approach to GDA Step 2 Vital Area Identification
The UK based element of Holtec International (Holtec Britain) is not yet in the position to employ sufficient resource to deliver a complete Vital Area Identification which supports the identification of security risks to the reactor design such that a meaningful security case (including cyber security aspects) can be developed. As a result, they have employed a specialist subcontractor (TUV Rheinland Risktec) to provide suitably qualified and experienced resources to develop and deploy their methodology for GDA Step 2. Dedicated team members, some seconded to Holtec Britain, have been nominated to ensure suitable interfaces between the RP and supply chain.
A multi staged VAI approach has been proposed, which can be re-run as the design evolves or as the design basis threat is updated. It is intended that this will allow a proportionate assessment to be undertaken, based upon the level of design information available at each stage. Key assumptions are listed where these are needed to progress that iteration of the process.
Each iteration of the VAI will be divided into phases. These broadly break down as follows:
· Preparatory work – collates the information upon which the iteration is to be based or, where information is not available, lists assumptions made.
· Phase 1 – considers the inventories of Nuclear Material (NM) and Other Radiological Materials (ORM) and assesses which have the potential to contribute to an Unacceptable Radiological Consequence (URC). A simple radiological consequence analysis applying a conservative selection of parameters will determine the URC potential. Materials which fall sufficiently below the lower threshold can be discounted from further consideration.
· Phase 2 – considers the potential sabotage events which could result in the loss of the safety functions which maintain the NM/ORM in a safe state. This creates a list of SSC (including their location) which could be considered targets of potential malicious action.
· Phase 3 – applies the malicious threat to the potential targets (NM, ORM and SSC), to determine whether they are vulnerable to the threat, as defined. Those which are not vulnerable can be discounted from further consideration.
· Phase 4 – determines the radiological consequence of attacking the potentially vulnerable targets and categorise the Vital Areas. At GDA Step 2, this is undertaken by a combination of dose calculation or engineering judgement where insufficient detail is available to support numerical derivation.
Each iteration should be informed by the previous assessment.
A “simple and conservative” method of estimating the inhalation dose to members of the public is proposed, using the equation Einh = Q x C x B x einh where:
· Einh is the effective (whole body) inhalation dose (Sv);
· Q is the total respirable quantity of activity released (Bq);
· C is the dispersion coefficient (s/m3);
· B is the breathing rate, taken as 4.17x10-4 m3/s;
· einh is the inhalation dose coefficient (Sv/Bq) obtained from ICRP 119 (ref. [26]).
For the dispersion coefficient a Gaussian Plume dispersion model as recommended by the UK Atmospheric Dispersion Modelling Working Group (ref. [27]) (R-91 dispersion model) is cited, applying a ground level point release and category F weather.
The total respirable quantity Q is derived using the equation Q = MAR x DR x ARF x RF x DF where:
· MAR is the total Material At Risk (the amount of activity in Bq);
· DR is the Damage Ratio (% of MAR which is damaged by the event);
· ARF is the Airborne Release Fraction (% of the damaged material which is suspended in the air by the event);
· RF is the Respirable Fraction (typically 10 μm or less);
· DF is the Decontamination Factor (% not contained via deposition or filtration).
[bookmark: _Hlk199503840]Threat Interpretation for GDA Step 2
A “proxy” design basis threat [16] has been developed to facilitate broad sharing of the threat document to a wide range of contributors (e.g. participants at the VAI workshops), maximising the effectiveness of the initial VAI study. The proxy threat is informed by a literature review to identify contemporary information, including an unclassified DBT from overseas states. The proxy threat includes:
· Contributions from “insiders” within the nuclear site, within the supply chain or other trusted third parties;
· Numbers of adversaries, their motivations, skills and planning abilities;
· Types of equipment and materials they may employ, including vehicles;
· Modes of attack (direct, indirect, cyber and combinations of these).
The threat actors for sabotage attack do not consider their own survival. Capabilities for theft, extortion, espionage and disruption of business are not considered.
Demonstration of Methodology for GDA Step 2
[bookmark: _Hlk200367579]The RP has provided a SMR-300 Vital Area Identification and Categorisation Study (ref. [15]) with the following high level objectives:
· Demonstration that the methodology detailed in (ref. [15]) is applicable to the SMR-300 (via a sample demonstration) and provide indicative “candidate” Vital Area outputs;
· Provide input to the initial Secure by Design Study (ref. [25]);
· Further define the data requirements for the next iterations of the VAI process;
· Identify potential improvements to subsequent iterations of the VAI process.
The main focus of the demonstration was the NM and ORM located within the containment structure, where the design is most advanced. This included the SSC which provide fundamental safety functions for this inventory, but are themselves located outside the containment structure. NM and ORM outside the containment structure was included via “judgement” assessment, informed by the design team, within a collaborative ‘desktop study’ environment.
Fault sequences which were screened out from safety consideration on the basis of a sufficiently low frequency were reconsidered as potential (malicious) induced faults, as the frequency screening criteria do not apply within VAI.
For the consideration of the containment study, a number of key assumptions were made. These included:
· The containment structure will remain intact due to the structural protection afforded by the CES;
· The equipment and person hatch to containment structure will include an airlock arrangement, but this could be over-ridden;
· The polar crane is not operable from outside containment structure;
· The fuel basket includes neutron absorbers, but these could be removed to induce a criticality.
The RP has determined that the most significant contributor for a potential unacceptable radiological release as a result of a malicious action is from the spent fuel.
A judgement based consideration of NM held upon the entire site including locations outside the containment structure was undertaken. This included the Reactor Auxiliary Building, spent fuel route and the spent fuel interim storage facility. The output identified potential candidate vital areas, but did not attempt to categorise these.
No potential improvements to subsequent iterations of the VAI process were identified during this demonstration.
Secure by Design for GDA Step 2
The RP has provided a SMR-300 Secure by Design Study (ref. [25]) with the following high level objectives:
· To demonstrate the principles and provide evidence of Secure by Design for GDA Step 2;
· To demonstrate integration of the Secure by Design approach into the design change process.
In addition to the design developments previously highlighted by the Holtec International security team, output from the SMR-300 Vital Area Identification and Categorisation Study (ref. [15]) has been included in the secure by design options summary.


[bookmark: _Toc216271141]ONR assessment
Assessment strategy
As outlined in sub-section 1.2 of this assessment, my principle scope was established within the security assessment plan (ref. [12]). Based on the RP’s proposed approach to delivering its Step 2 security plan, the objective of this Vital Area Identification assessment is to gain confidence that:
· the RP has an appropriate methodology that can be applied to the design at each stage to identify and categorise vital areas;
· the methodology considers a sufficiently onerous threat such that the Step 2 identification study provides valid output when considering the maturity of the design;
· the RP’s GDA Step 2 identification of vital areas exercise is sufficient to identify security risks to the reactor design such that a meaningful security case (including cyber security aspects) can be developed; and
· the RP has an appropriate process for identifying improvements to the design to underpin the claims made in their Secure by Design approach.
While my assessment has focused upon the information available during Step 2, I also need to be confident that the methodology can be applied to subsequent design development of the reactor and its supporting facilities such that the Vital Area Identification process can be refined as the design matures.
My assessment will concentrate upon any aspects which are novel or where there appears to be a potential departure from relevant good practice.
While not identified in the assessment plan, I have considered Holtec’s procurement approach to delivering the Vital Area Identification documentation. This is to gain confidence that the work has been produced by suitably qualified and experienced persons, subject to appropriate assurance processes and is sufficiently coordinated with the design.
Assessment
SMR-300 GDA Step 2 Vital Area Identification Delivery
VAI&C is the process of identifying the areas at a nuclear facility around which protective security measures should be provided to reduce the risk to the public from an Unacceptable Radiological Consequence (URC) arising from sabotage. If vital areas are not properly identified, then it is likely that insufficient, ineffective or inappropriate Physical Protection Systems (PPS) and protective security arrangements will be implemented to mitigate public risk. Hence it is critical that suitably qualified and experienced persons develop and apply the Vital Area Identification methodology, supported by the designers and safety case authors who are developing the design of the reactor.
Risktec Solutions Ltd. has previously delivered a series of Vital Area Identification documents for requesting parties going through the GDA process with ONR. Based upon the engagements and information provided by Risktec Solutions Ltd./TUV Rheinland Risktec in support of this GDA and previously delivered GDAs, I am of the opinion that the supplier has provided suitably qualified and experienced persons to develop the Vital Area Identification methodology.
The SMR-300 Vital Area Identification and Categorisation Methodology (ref. [14]) identifies the roles required for undertaking an effective VAI (Table 3). The record of the VAI workshop is provided in Appendix A of the SMR-300 Vital Area Identification and Categorisation Study (ref. [15]). I am of the opinion that the participants included suitable key contributors from both TUV Rheinland Risktec and Holtec Britain, including technical design discipline leads, to provide confidence in the effectiveness of the process.
[bookmark: _Hlk198904377]There is sufficient evidence provided in the documentation (particularly the appendix of the Study (ref. [15])) to demonstrate that the technical specialists who understand the Structures, Systems and Components (SSC) which provide a safety function, the operational modes of the reactor, the on site fuel cycle and the potential fault sequences, contributed to the VAI process.
The 4 key documents I have considered have been reviewed and approved by senior technical leaders working for Holtec Britain, and hence I am of the opinion that the submissions which underpin the development of the PPS and protective security arrangements have been subject to an appropriate level of assurance.
Section Conclusion. I am of the opinion that, although the bulk of the VAI work has been subcontracted outside the RP’s organisation, a suitable delivery strategy has been adopted for the VAI of the SMR-300 for GDA Step 2. Sufficient designer input has been employed to inform the process and to deliver intelligent customer functions. Suitably qualified and experienced persons have been employed to deliver the VAI where these are not available from within the RP and evidence has been provided that sufficient coordination and assurance processes have been adopted.
SMR-300 Vital Area Identification and Categorisation Methodology
It is anticipated that VAI is an iterative process, which needs to be reevaluated as the design evolves and as relevant criteria change. The multi staged approach proposed by the RP facilitates this, providing timely information needed to commence the development of the security case, while allowing for refinement and development as the design matures.
The key assumptions listed for the Step 2 methodology (ref. [14]) meet ONR expectations for the maturity of the design and design basis threat. Where further clarity on the assumptions was requested, a schedule of queries (ref. [28]) has recorded the RP’s responses, which I judge to be appropriate. For example, I am satisfied that the wording relating to an insider undertaking a “single act of sabotage” has been clarified such that the contribution of the insider is sufficiently broad to be appropriate for the current iteration of the VAI process.
While acknowledging the limits imposed by the maturity of the design, undertaking an initial VAI to support application of Secure by Design at the earliest practicable stage is considered relevant good practice. This approach can inform design developments at the earliest practicable stage when they can be most readily accommodated. I consider the approach is aligned with IAEA guidance which states that the VAI process should be applied as early in the design phase of a new facility as possible when physical protection might be optimised and retrofitting avoided (ref. [21]).
Vital Areas have been categorised in accordance with UK RGP, with the correct thresholds applied to the Vital Area and High Consequence Vital Area (HCVA) (Figure 10 of (ref. [15])).
The development phases of the VAI methodology appear to be logical, allowing attention to be focussed upon the most significant potential targets (in terms of potential radiological consequence if attacked). I am of the opinion that the proposed methodology should ensure:
· the preparatory work invites contributions from suitable collaborators, linking to the main technical disciplines. Relevant supporting information has been listed and the potential areas for assumptions appear reasonable, based upon the maturity of the design;
· phase 1 will appropriately identify the bounding NM and ORM with potential to lead to a URC. The potential radiological consequences will be derived partly by expert opinion, informed by experience gathered from other projects. This is acceptable due to the fact there is no operating reference plant for the SMR-300. Suitable operational states and stages for the facility have been identified for consideration to give me confidence that the worst case potential radiological outcomes of attack have been assessed;
· phase 2 proportionately considers initiating events of malicious origin which could result in the loss of a fundamental safety function. These functions are defined as those which ensure that NM and ORM are maintained in a safe condition, such as cooling, confinement and reactivity control. Appropriate barriers to release are also identified at this stage (for example, the containment structure). Due to the immaturity of the design, a workshop including relevant safety and design team members is proposed to identify those SSC which contribute toward the fundamental safety functions. Both physical and electronic control systems are considered. This phase is also intended to provide potential considerations for design improvements, feeding into the Secure by Design process;
· phase 3 provides a systematic approach to the consideration of the threat capabilities on the targets. Suitable criteria appear to have been considered when assessing the credibility of different forms of attack, including physical and cyber modes of attack. Single and multiple location targets (i.e. those where more than one location would have to be accessed to achieve the result) are to be considered. Where defeat of the SSC is concluded to be beyond the capacity of the adversaries, this will be highlighted, allowing future reconsideration should the design basis threat be subsequently updated;
· phase 4 will summarise the sabotage damage states and list the ‘candidate’ vital areas. It is accepted that the sabotage damage states derived at the beginning of GDA step 2 are unlikely to be sufficiently underpinned by evidence. However, subsequent iterations of the process should address this potential shortfall. On the condition that conservativisms are built into the estimation of radiological consequence, the process proposed should be sufficient for the current GDA stage.
I consider the methodology proposed is in line with RGP, specifically, fundamental aspects of IAEA guidance described in Sections 3 and 4 of Nuclear Security Series 48-T (Ref [21]). A Sabotage Logic Model, developed from a proprietary fault and event tree software package, is proposed. I consider this acceptable for the level of design development and no significant divergencies between the IAEA methodology and that undertaken by the RP’s supply chain have been identified. In my opinion, this model, together with the proposed workshops, is a proportionate approach which should identify scenarios to adequately classify the potential vital areas. Subsequent iterations of the sabotage logic model should utilise the most up to date version of the Fault Schedule and Probabilistic Safety Analysis (Regulatory Advice A).
The approach should ensure that NM and ORM which have no potential to contribute significantly to a URC can be appropriately excluded, as will safety systems that offer little protection against an URC. This, in my opinion, allows the approach to target the areas of greatest potential consequence.
When applying the threat, only “likely sabotage scenarios” and “likely route used by attack groups” are considered. This approach potentially limits the range of attack scenarios considered, but is sufficient for this stage of design maturity where there are too many undeveloped details to allow consideration of all credible attack scenarios and routes, and should identify the appropriate categorisation of the VA. Subsequent iterations of Vital Area Assessment and Categorisation should consider all viable sabotage scenarios and routes to access materials or equipment that are possible within the scope of the UK DBT (Regulatory Advice B).
The calculation method adopted for the estimation of inhalation dose meets with regulatory expectations and RGP. For dispersion of a release, a distance of 100m has been assumed between source and receptor. This does not appear unreasonable for an iteration where no site has been identified, and should be conservative for most situations. The breathing rate assumed is for moderate activity (ref. [29]), which is suitably conservative. The use of an R-91 Gaussian dispersion model and category F weather should provide conservative results. The dose due to unplanned criticality events is also considered within the methodology, but is demonstrated as contributing little to the potential off site dose.
The inclusion of a reduction factor for both Damage Ratio and Airborne Release Fraction has the potential to overly reduce the calculated dose following an attack if these factors are inappropriately compounded. However, in the estimation of the off site radiological consequences following a severe reactor accident discussed in sub-section 4.2.4 of this report, the factors appear to have been applied appropriately. Subsequent iterations of Vital Area Assessment and Categorisation should not compound a Damage Ratio and Airborne Release Fraction reduction factor to inappropriately reduce the calculated dose (Regulatory Advice C).
In recognition of the iterative nature of the VAI development, the review process has been outlined, with planned review points identified (for example, as design develops or when the threat capability is updated) (Commitment 1). Outline processes for major and minor reviews, including definition of the threshold for these, are proposed. The review process meets my expectations and, if adopted as the design moves forward, should ensure that the VAI is kept up to date, includes the most appropriate information and should adequately inform the ongoing Secure by Design process.
Section Conclusion. I am of the opinion that the VAI methodology and approach proposed for the SMR-300 GDA Step 2 is appropriate and no significant gaps have been identified when compared with the IAEA guidance (ref. [21]). The methodology should also remain fit for purpose for subsequent design stages.
SMR-300 Proxy Design Basis Threat
ONR’s expectation is that VAI within the UK is undertaken using the UK DBT (ref. [20]). This is to ensure the full range of current threat vectors are considered such that the potential consequences can be derived and appropriate defences provided. This expectation was highlighted in correspondence to the RP (ref. [30]). The UK DBT is a security marked document and was not made available to the RP. For Step 2 of the SMR-300 GDA, the RP elected to use a ‘proxy threat’, principally to facilitate the contribution of multiple stakeholders who didn’t have access to the UK DBT.
While the use of a ‘proxy threat’ is capable of identifying a reasonable set of adversarial scenarios, because the UK DBT was not used, any scenarios derived from the proxy DBT can only be indicative at this stage and will need to be subsequently reevaluated using the UK DBT. Use of the UK DBT for VAI is critical in order to determine, for each scenario considered, precisely which threat type generates the URC which in turn dictates the function and design of the respective security measures against SyDP 6.3. I have compared the ‘proxy threat’ against the UK DBT and make the following observations:
· [bookmark: _Hlk199501619]The section detailing the contribution of insiders does not explicitly include application of their technical skills to increase the consequences of the attack (e.g. inducing plant faults or unplanned criticalities). However, these types of contribution appear to have been included in the subsequent demonstration study (ref. [15]);
· While a ‘blended’ attack is not explicitly described, the potential for a cyber attack “in conjunction with a physical attack” is included;
· Denial of off-site services such as power is considered;
· The numbers of adversaries considered, the types of equipment and materials they may employ and their resources and expertise do not fundamentally differ from the provisions of the UK DBT, though they are not the same;
· While aggregation and relocation of NM and ORM to increase the potential consequence of an attack has not been explicitly considered, the RP has confirmed these scenarios were not excluded from the workshops (ref. [28]). Conservative inclusion of entire inventories during the study suitably addresses this potential shortfall.
Though differences have been identified between the UK DBT and the ‘proxy threat’, I do not consider these to be sufficient to undermine confidence in the output of the VAI study given that it is simply a demonstration of the process at Step 2 of GDA (ref. [15]). This is due, in part, to the fact that the vital areas identified within the study correspond with my expectations.
The potential contribution(s) of the insider or insiders has not been fully developed at this stage. However, I have not identified any credible scenario which has been excluded or any potential consequence that has been underestimated as a result. Hence, I am of the opinion that this limitation does not undermine the outcome of the GDA Step 2 study and this aspect can be further developed during subsequent iterations of the VAI process.
The document states that “...it is assessed that it is unlikely that diversionary tactics would be used due to the small size of the adversary force…”. This assumption potentially limits the scenarios considered. The RP has clarified that this is a simplification assumption (ref. [28]) and I am of the opinion that its exclusion does not change the outcome of the subsequent demonstration study (ref. [15]).
The use of heavy mobile construction or demolition plant has not been explicitly considered. This type of equipment may be present on multi-facility nuclear development sites. As adjacent construction/demolition is anticipated to be a transient situation and site specific measures need to be developed to address the threat, it is generally considered to be acceptable to consider these situations as they arise on a case by case basis, rather than generically. The approach taken does not preclude any such case specific consideration and hence this does not constitute a shortfall against expectations.
The RP has confirmed in sub-section 2.4 of the Secure by Design report (ref. [25]) that “following completion of GDA Step 2, the UK DBT will be used…” (Commitment 2).
[bookmark: _Hlk199507488]Section Conclusion. Applying a proxy DBT means that any subsequent VAI analysis cannot be verified. The analysis will need to be repeated using the correct set of hazards should this design be taken forward for Step 3 of GDA or licencing.
Despite this, an objective of Step 2 from a VAI perspective was for a VAI methodology to be developed and the adequacy of that methodology demonstrated through its application. Although the output of the analysis itself will require revalidation, I am satisfied that the RP has developed an adequate set of VAI arrangements capable of producing accurate outputs once the correct inputs have been applied.
SMR-300 Vital Area Assessment and Categorisation Study
The study appears to have followed the process detailed in the VAI methodology document (ref. [14]), with no significant divergence identified.
While the study concentrated upon NM and ORM contained within the containment structure, it did include SSC and control systems which are physically located outside the containment structure but, if subject to attack, could result in a loss of a fundamental safety function within the containment structure. This, together with the desktop study undertaken on NM and ORM situated outside the containment structure provided a sufficiently broad consideration (e.g. the control room, waste fuel route, backup power supplies) to meet my expectations for this stage of the design development.
In relation to each phase of the study, I am of the opinion that:
· the preparatory work phase was not specifically highlighted within the report. However, a number of assumptions were included, which I consider to be appropriate to inform the study. For example, the assumption that the containment structure will remain intact is accepted on the basis that application of either the ‘proxy threat’ or the UK DBT could not substantively penetrate the substantial steel/concrete containment. Any potentially vulnerable openings through the CES, such as the roof access hatch, would not create a path for release as substantial as that considered in the subsequent analysis (via the open equipment hatch). A developed fault schedule was not available at the time of the VAI study, but reference has been made to relevant information relating to fault probabilities and sequences that was available at the time (e.g. severe reactor accident, preliminary fault schedule (ref. [31]));
· phase 1 adequately identifies and quantifies the NM and ORM within the containment structure for all operational states. Where quantities are not known, this is highlighted for subsequent clarification. Used fuel is identified as the largest potential contributor for a URC, with respirable dose estimates provided for the key fission products;
· [bookmark: _Hlk199757229]phase 2 identified a range (31 number) of Initiating Events of Malicious Origin (IEMO) in relation to the NM/ORM within the containment structure. This appears to have been suitably informed by the preliminary fault schedule (ref. [31]). Only 4 IEMO were screened out as not being able to contribute significantly to a URC. Note that deliberately induced internal hazards (such as fire or flood) were discounted on the basis that the safety case will provide suitable and sufficient protection. Potential targets (NM, ORM or SSC) and their locations are listed. The sabotage logic model has considered both single and multiple location attacks when identifying scenarios which could result in an URC.
· phase 3 appropriately assumes the attackers have access to all areas (i.e. no areas were excluded for operational reasons such as heat or atmosphere) and the security measures (other than entirely passive barriers such as the containment structure walls) are not considered. A judgement was made whether the proxy threat was sufficient to overcome the SSC and/or distribute the NM/ORM. For the 27 IEMO taken forward from the previous phase, only one was considered to be beyond the capability of the proxy threat, with reasons being highlighted should the threat be reviewed. Where enhancements to the SSC or provision of additional passive barriers had the potential to resist the proxy threat, these were highlighted as candidates for the Secure by Design process.
· phase 4 appropriately identified 5 sabotage damage states for the NM/ORM within the containment structure which could result in a URC, together with their associated IEMOs. Each have an indicative categorisation of HCVA. These have been used to define and categorise the physical vital areas, identifying those assessed as potentially vulnerable to direct and indirect attack.
While the study has concentrated on “at power operations”, other operating states have been considered (e.g. Plant State 6 – refuelling). The NM has been quantified on the basis of the most onerous activity or plant state, which I consider to be an appropriately conservative approach. Note that post operational states have not been considered at this time.
Estimates for the off site dose have been provided for the two dominant induced fault scenarios, these being a severe reactor accident and complete loss of cooling water from the Spent Fuel Pool (SFP). These two situations appear suitably bounding for the purposes of the study.
In relation to the estimation of off site radiological consequences following a severe reactor accident, I highlight the following:
· It is not clear at what point in the operational cycle the quantities of fission product within the reactor have been estimated. It is referred to as a “representative source term for the SMR-300 reactor core”. As the design is likely to evolve prior to subsequent iterations of the VAI process and the outcome of the assessment exceeded the higher threshold for categorising Vital Areas, this potential shortfall is of no significance and can be clarified during subsequent studies;
· The damage ratio has been assumed to be 100% (i.e. the entire core is damaged). However, only 40% of the mobilised activity is assumed to be release within the first 24 hour period, leading to an effective factor of 0.4.
· A composite airborne release fraction and respirable fraction for Iodine 131 and Caesium 137 are 0.6 and 0.4 respectively. Hence, the potential compounding reduction factors by considering both a damage ratio and an airborne release fraction has been avoided. The respirable fractions appear to be underpinned by limited evidence (ref. [31]), but as the fault is predicted to result in the highest category of Vital Area, this is of no consequence at this stage;
· The decontamination factor is set at 100% due to the depressurisation of the reactor (i.e. no consequence reduction as a result of decontamination);
· The inhalation dose coefficient and dispersion coefficient have been conservatively derived using recognised relevant good practice.
As a result, I have sufficient confidence in the potential whole body inhalation dose resulting from a severe reactor fault has been appropriately derived for the purposes of the current study.
In relation to the estimation of off site radiological consequences following loss of coolant to the Spent Fuel Pool (SFP), I highlight the following:
· The source term has not been directly quantified, but has been estimated by scaling the quantity of Caesium 137 present in the reactor fault scenario. The contribution of Iodine 131 is appropriately neglected due to its short half-life. As the design is likely to evolve prior to subsequent iterations of the VAI process and the outcome of the assessment exceeded the higher threshold for categorising Vital Areas, the source term in the pool can be clarified during subsequent studies;
· The damage ratio has been assumed to be 100% (i.e. the entire stored inventory is damaged). However, only 50% of the mobilised activity is assumed to be release within the first 24 hour period, leading to an effective factor of 0.5.
· A composite airborne release fraction and respirable fraction for Caesium 137 is 10%. Hence, the potential compounding factor reduction by considering both a damage ratio and an airborne release fraction appears to have been avoided. The respirable fraction is not underpinned with evidence, but as the fault is predicted to result in the highest category of Vital Area, this is of no consequence at this stage. However, clear application of the claims, arguments, evidence approach should be applied to subsequent iterations of the Vital Area Assessment and Categorisation Study (Regulatory Advice D);
· The decontamination factor is set at zero decontamination due to the heat produced by the fault driving material out of the facility. In my opinion, this is highly conservative, considering the substantive construction of the CES;
· The inhalation dose coefficient and dispersion coefficient are unchanged from the previous scenario.
Comparison has been made between complete loss of cooling to the pool, and exposure of a single fuel element. Scaling the calculated result suggests that even a single element has the potential to result in a higher threshold consequence. As a result, I have confidence that the potential whole body inhalation dose resulting from exposure of spent fuel has been conservatively derived for the purposes of the current study.
As the outcome of the exercise undertaken upon the containment structure has determined that the vital areas are all high consequence vital areas, I consider that there is little value in seeking additional confidence in the derivation of the predicted radiological outcome. Hence, I have not verified every value used in the derivation of the dose consequence. However, I am confident that the potential outcomes of attacking the identified NM/ORM and SSC has been derived conservatively.
I accept that new fuel and contaminated/activated materials have little potential contribution to a URC and hence can be excluded from detailed consideration at this stage. Other potential contributors to dose, such as neutron sources, have been determined to be bounded by the two severe faults considered above and hence no detailed assessment has been undertaken. While this will need further consideration during subsequent design development stages, I consider the approach taken to be proportionate for this stage for determining the main potential contributors to an off site radiological consequence.
The assumption that deliberately induced internal hazards will be “suitably and sufficiently” addressed in the safety case will require demonstration during subsequent design development. I do not consider this to be an unreasonable assumption for this stage of the VAI process where the mitigations against internal hazards are still being developed, but I would expect a commitment to demonstrate this assumption is valid during subsequent iterations of the VAI process (Commitment 3).
Power and control cable routes are identified as potential targets, but the route and protection provided to cabling has not been confirmed at this point. Particular vulnerabilities have been identified where cables serving diverse safety systems could be accessed at a single location. I accept that it would be of limited benefit to pursue this topic further at this stage, while acknowledging it is an area which will require more detailed attention during future iterations of the VAI process. Review of the cabling routes to remove potential vulnerabilities has been included in the list of candidate design modifications as part of the Secure by Design process. Hence, I am satisfied that cable routes have been appropriately treated when considering the level of design maturity.
The sabotage logic modelling of the potential attack scenarios appears appropriate. No probabilities have been assigned to any scenario and a sufficiently broad, though not exhaustive, list of scenarios has been considered to provide confidence in the method. For example, defeating the passive cooling systems via the addition of a coagulant has been considered, but overfilling the annular reservoir to induce failure and/or flooding (induced internal hazards) has not.
Blended (cyber in conjunction with physical) attacks have been included in the development of the potential sabotage event scenarios. For example, a number of safety systems are considered to fail to terminate the fault sequence either due to direct physical or remote cyber attack.
The use of a desktop study (in the form of a workshop) in conjunction with a logic model mitigated against the potential limitations caused by the immaturity of the fault analysis available at the time the study was undertaken. This may be considered as good practice for a Step 2 study.
While only one IEMO was identified as non-credible when considering the proxy threat, a small number of sabotage events were ruled out during phase 4 as being non-credible. These were mostly as a result of the robustness of physical barriers or the large quantities of passive cooling water available. As the current iteration was judgement based, no evidence was provided to support the claims made. The RP accepts that this evidence will need to be provided during subsequent iterations of the VAI process (Commitment 4).
Physical and cyber attack vectors deployed in combination are considered in the scenarios listed. These include incorrect and corrupted data within the scope of cyber attack. I am of the opinion that non physical (originating on and off site) attack has been sufficiently considered, bearing in mind the immaturity of the control systems design and the rapidly evolving nature of the challenge from cyber attack.
The physical attack vectors concentrated upon attacks deployed within the site boundary (e.g. within the containment structure or adjacent supporting facilities). With the exception of denial of offsite power and remote initiated cyber attack, there appears to have been limited consideration of attacks which are deployed off site (e.g. the use of stand-off weapons). Since the limited scope VAI study concentrated upon NM/ORM within the substantive containment structure and SSC which are located within below ground spaces, this does not undermine confidence in the output or conclusions of the study. Subsequent iterations of the Vital Area Assessment and Categorisation need to more clearly consider all types of attacks (direct, semi & indirect, Type 1 & 2, cyber), both individually and in combination (blended) (Regulatory Advice E).
For scenarios where multiple locations would have to be accessed to result in an URC, the RP has appropriately attempted to identify the minimum number of locations to designate as Vital Areas. Reasonable attempts appear to have been made to remove duplication from the output. Conservatively, the order that potential targets are attacked has not been considered, unless the order would undermine specific attack scenarios (e.g. using the overhead polar crane to facilitate access to materials before cutting power to the containment). I am of the opinion that a logical methodology, largely corresponding to IAEA expectations (ref. [21]), has been followed in determining the number of VA that need to be protected. A table has been provided linking each location with the potential IEMO for subsequent cross referencing, which I consider to be good practice.
I consider it is acceptable that the output has identified ‘candidate’ Vital Areas. As the UK DBT has not been applied, it could be misleading to define the output as Vital Areas, implying a higher level of confidence than is due at this stage.
All vital areas have been designated as HCVA. While this may suggest an overly conservative assessment, it must be remembered that the Step 2 iteration only considered the NM/ORM within the containment structure, and this sub-set of the entire site inventory is likely to be the worst case. The HCVA locations are those associated with the five sabotage damage states detailed in the Vital Area Identification and Categorisation Study [15].
The desktop demonstration of the process undertaken upon the NM/ORM held within the containment structure was supplemented by a judgement based consideration of NM held upon the entire site. While this exercise was undertaken at a high level, I am of the opinion that it was a useful and proportionate exercise in terms of identifying areas for more detailed consideration during subsequent iterations of the VAI process. The output being defined as “potential candidate vital areas” appears appropriate, as it avoids incorrect assumptions being made about the confidence of the output and acknowledges that areas may be categorised as baseline when subject to more detailed, evidence based consideration.
The Independent Spent Fuel Storage Installation (ISFSI) facility is not identified as a potential candidate vital area, principally on the basis that the design basis explosion hazards for the containers are “considered to be bounded by the missile impact analysis”. I do not accept that this is a valid position. However, the study accepts that “specific assessment will need to be undertaken after Step 2 and/or measures identified to control access” (Commitment 5). 
This iteration of the VAI process has resulted in two principal outputs:
· A table of categorised candidate vital areas, supplemented by drawings (plans and sections). These differentiate between areas where direct and indirect attack has the potential to result in a URC. I am of the opinion that the extent, categorisation and presentation of the output meets my expectations for the current level of design maturity, providing a firm basis for the development of the security plan and subsequent iterations of the VAI process.
· A table of ‘candidate design modifications’. These are linked to relevant IEMOs, such that future iterations of the VAI process can reassess resilience to the design basis threat should these modifications be implemented. In my opinion, the candidate modifications proposes a list of pragmatic and largely practical suggestions which could, if adopted, enhance the robustness of the facilities to attack using the UK DBT. It is important to note that modifications need to be judged against other criteria, such as nuclear and conventional safety and operational requirements. While the list of candidate modification should not be considered as complete, I consider the output to be sufficient to inform early application of the Secure by Design process.
In addition the RP believes the GDA Step 2 VAI study:
· provides successful demonstration that the VAI methodology (ref. [14]) developed for the Holtec SMR-300 is suitable and sufficient for the Step 2 GDA and will remain appropriate as the design develops. I accept this position as the outcomes meet my expectations in terms of extent and designation of vital areas for the limited scope assessment undertaken;
· validates use of a Proxy Threat during Step 2 of the GDA, by creating useful output which incorporates contributions from a broad cross section of stakeholders. While it could be considered a shortfall not to apply the UK DBT, I accept that the approach taken enabled a broad range of technical contributors to inform the current iteration and, as stated above, the outcomes met my expectations, which are based upon the UK DBT. As a mature fault schedule was not available at the time the study was undertaken, effective input from a broad selection of designers and safety system developers was essential for a meaningful study;
· provides valuable information to inform and assist with targeting the next iteration of the VAI process. I accept this position, as the assumptions made during the current assessment are clearly articulated and, where materials or safety systems have been excluded, the reasoning for this exclusion is expressed so that these can be re-visited and validated during subsequent studies;
· highlights the highest priority equipment and materials which will require protection (e.g. the passive containment heat removal systems, such as the annular reservoir). I agree with the broad areas identified as highest priority, several of which might be considered to be comparatively new and novel when compared to existing nuclear facilities within the UK. Hence, it is useful to have security measures focused upon protecting these areas, as there may be limited operational experience regarding their vulnerabilities and resilience to malicious action.
It is unsurprising that no potential improvements to subsequent iterations of the VAI process were identified by the study. The methodology has been adapted from previously considered GDA submissions, and previous feedback from ONR incorporated into the current methodology.
Section Conclusion. I am of the opinion that the SMR-300 Vital Area Identification and Categorisation Study adequately demonstrates that the VAI methodology is fit for purpose for the current stage of design development. No fundamental shortfalls against RGP have been identified, and any departure against RGP appears to have been undertaken for valid reasons.
[bookmark: _Hlk199495731]SMR-300 Secure by Design Study
The SMR-300 Secure by Design study (ref. [25]) includes the ‘candidate design modifications’ which resulted from the VAI study (ref. [15]) in its options study. While not a core element of my assessment, I sampled this aspect of the Secure by Design study to gain confidence in the completeness of the VAI process for the current GDA Step.
It is planned that “the requirements for safety, safeguards, operations and security are prioritised and balanced in such a way that they are met in a cost-effective and deconflicted way over the life-cycle.” This demonstrates an understanding that proposed changes need to be considered holistically and proportionately. There is no plan to incorporate the UK derived output into the reference design during GDA Step 2. Rather, the output will be presented as design challenge papers for consideration by Holtec Britain. A route to raise these with the Holtec Palisades SMR-300 design team is highlighted.
Due to the demands for design and manufacturing repeatability, I consider it likely that few challenges will result in changes to the Holtec Palisades SMR-300 design. However, it should be comparatively easy to incorporate some changes into facilities built in Great Britain during subsequent design development stages, particularly those which relate to vehicle mitigation measures. These could be undertaken on a site by site basis, optimised to suit the site layout.
Section Conclusion. I am of the opinion that the SMR-300 Secure by Design Study adequately captures the candidate design modification output of the VAI process, meeting the expectations of relevant international guidance (ref. [21]). However, it is important to note that benefits will only be realised if candidates are taken forward during subsequent design development post GDA Step 2.
Programming of Vital Area Assessment Study
The SMR-300 Vital Area Assessment and Categorisation Study (ref. [15]) was developed prior to development of the GDA Step 2 Fault Schedule and Probabilistic Safety Analysis. Arguably, these two documents should be used to inform the VAI process. However, the Step 2 Vital Area Assessment and Categorisation study was needed early in the Step 2 so that it could inform the Security by Design study and the Generic Security Report. Thus, it was produced in advance of important elements of the safety case documentation, using preliminary information only (ref. [31]).
To supplement the preliminary documentation, the VAI convened workshops with contributions from design leads. I believe this was a pragmatic approach to ensure a meaningful GDA Step 2 VAI study could be delivered.
While it would have been possible for Holtec Britain and its supply chain to provide an update to the VAI documentation as the supporting information was developed, it would have been unlikely to change the outcomes of the study, since all areas were designated as HCVA. Hence, I do not consider the timing of production of the documents or lack of an update to reflect the content of the Fault Schedule or Probabilistic Safety Analysis to be a shortfall against expectations. The revised Fault Schedule and Probabilistic Safety Analysis must be applied during subsequent iterations of the VAI process.
Section Conclusion. I am of the opinion that the SMR-300 Vital Area Identification and Categorisation Study was prepared at an appropriate time to facilitate delivery of the GDA Step 2 security documentation, using applicable information available at that time.
Key Commitments for Further Development
During the SMR-300 GDA Step 2, the following key commitments have been made. These will need to be delivered during subsequent design development stages to ensure the VAI remains fit for purpose.
· Commitment 1: The Vital Area Identification and Categorisation process will be repeated and updated at the key stages identified within Section 8 of the methodology document (ref. [14]).
· Commitment 2: Future iterations of the Vital Area Identification and Categorisation process will consider and respond to the UK Design Basis Threat (ref. [20]).
· [bookmark: _Hlk204679607]Commitment 3: Future iterations of the Vital Area Identification and Categorisation process will need to demonstrate that intentionally induced internal hazards have been suitably and sufficiently mitigated against in the safety case such that they cannot contribute significantly to a URC. If not, they will need to be explicitly considered as potential initiating events of malicious origin.
· Commitment 4: Future iterations of the Vital Area Identification and Categorisation process will need to provide evidence to support the judgments made that some sabotage events are non-credible due to the robustness of physical barriers or the large quantities of passive cooling water available. (Refer to Table 10, (ref. [15])).
· Commitment 5: Future iterations of the Vital Area Identification and Categorisation process will need to explicitly consider the design basis threat to the spent fuel interim storage facility (specifically, explosive materials) and determine if the facility has the potential to contribute to a URC.
Key regulatory advice for subsequent iterations of the Vital Area Identification and Categorisation Methodology.
During the SMR-300 GDA Step 2 Vital Area Assessment and Categorisation Study, I considered the approach taken to be suitable and sufficient for the current iteration of the process due to the limited level of the design maturity and the need to inform the secure by design process early in Step 2. In addition to the commitments listed in the previous sub-section, the regulatory advice listed below should be adopted during subsequent iterations of Vital Area Assessment and Categorisation.
· Regulatory Advice A: The sabotage logic model must utilise the most up to date version of the Fault Schedule and Probabilistic Safety Analysis.
· Regulatory Advice B: All viable sabotage scenarios and routes to access materials or equipment that are possible within the scope of the UK DBT should be considered.
· Regulatory Advice C. The application of both a Damage Ratio and Airborne Release Fraction reduction factor must not compound to inappropriately reduce the calculated dose.
· Regulatory Advice D. Clear application of the claims, arguments, evidence approach should be applied. For example, claims made in relation to Damage Ratio and Airborne Release Fraction reduction factors should be supported using arguments and evidence.
· Regulatory Advice. Clearly consider and document all types of attacks (Direct, semi & indirect, Type 1 & 2, cyber), either individually or in combination (blended).


[bookmark: _Toc216271142]Conclusions
Conclusions
9. This report presents the Step 2 Sabotage, Target Analysis and Review assessment for the GDA of the Holtec SMR-300 design. The focus of my assessment in this Step was towards the fundamental adequacy of the design and security case. I have assessed the SSEC, SMR-300 design, and relevant supporting documentation provided by the RP to form my judgements. I targeted my assessment, in accordance with the combined security assessment plan (ref. [12]), at the aspects of the SMR-300 design that are novel, contentious, or where significant security claims are made. My expectations were informed by ONR’s SyAPs, TAGs and other guidance which ONR regards as relevant good practice.
Based on my assessment, I have concluded the following:
· The proposed methodology for the categorisation for sabotage and Vital Area Identification appears appropriate for the current GDA Step 2 and should remain applicable as the design develops.
· The Vital Area Assessment and Categorisation Study provided for Step 2 is suitable and sufficient for the current maturity of the design. While a limited scope study, its output is sufficient to inform both the security plan and Secure by Design. It will also be suitable as a basis for the next iteration of the categorisation for sabotage and Vital Area Identification as the design continues to mature.
· The Step 2 submissions develop the high level security claims SyC 1 to SyC 5 inclusive.
· The Requesting Party has developed its own design basis threat for the generic design.. The vial area identification process will need to be repeated using the correct set of hazards when this design is taken forward. However, I am satisfied that the use of a proxy threat was sufficient to demonstrate that the requesting party has developed an adequate set of vital area identification arrangements, which was an objective of the Step 2 submission. I am further of the opinion that the outcomes of the Step 2 Study would not have been different if the UK DBT had been applied.
· I have identified no other departure from relevant good practice applicable to the topic.
· Holtec has committed to a number of future actions during subsequent iterations for the categorisation for sabotage and Vital Area Identification, including the application of the UK DBT.
Overall, based on my assessment to date, and subject to the provision and assessment of suitable and sufficient supporting evidence, I have not identified any fundamental security shortfalls that could prevent ONR granting permission for construction of a power station based on the generic Holtec SMR-300 design.
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