
Page 1 of 4                            Protective Marking (if required)                                                                                                                  
   

REGULATORY OBSERVATION 

REGULATOR TO COMPLETE 

RO unique no.: RO-UKHPR1000-0025 

Revision: 0 

Date sent: 10/12/19 

Acknowledgement required by: 02/01/20 

Agreement of Resolution Plan Required by: 13/01/20 

TRIM Ref: 2019/324427 

Related RQ / RO No. and TRIM Ref: (if any):  

Observation title: Vital Area Identification and Categorisation 

Lead technical topic: 
 
18. Security 
 

Related technical topic(s): 
 
2. Civil Engineering 
6.          Cross Cutting  
8. External Hazards 
9. Fault Studies 
12. Internal Hazards 
16. Radiological Protection 
19. Severe Accident Analysis 
20. Structural Integrity 

Regulatory Observation 

Background 
 
Vital Area Identification (VAI) is part of the overall process that a dutyholder should apply to understand the 
potential vulnerability of plant areas to sabotage. A Vital Area (VA) is defined as ‘an area containing nuclear 
material and/or other radioactive material (including radioactive sources) or equipment, systems, structures or 
devices the sabotage or failure of which, alone or in combination, through malevolent acts as defined in the 
extant NIMCA [Nuclear Industries Malicious Capabilities Planning Assumptions] document, could directly or 
indirectly result in Unacceptable Radiological Consequences (URCs), thereby endangering public health and 
safety by exposure to radiation’ [1]. To ensure that VAs are provided with a proportionate level of protection, 
each should be categorised as a Vital Area or a High Consequence Vital Area in accordance with the table in 
Annex B of the SyAPs [2].  

During GDA, ONR expects the Requesting Party (RP) to undertake suitable and sufficient Vital Area 
Identification (VAI) work, including categorisation of the identified VAs. This should take account of the 
potential to give rise to an Unacceptable Radiological Consequence (URC) from direct application of the UK 
Design Basis Threats (DBT) [3] or where the threats could be used in combination over a number of systems 
to either give rise to a URC or increase the size of a URC. This is an important part of demonstrating that the 
generic UK HPR1000 design is robust to potential sabotage against the UK DBT [3]. 

The RP submitted the latest version of their VAI study [4] in September 2019. ONR subsequently provided 
feedback on this document at a technical meeting in October 2019 [5], which highlighted a number of shortfalls 
in meeting regulatory expectations, in particular regarding the categorisation of the identified VAs and the 
scope of VAI that had been completed to date. These shortfalls form the basis for this Regulatory Observation 
(RO).  
 
The purpose of this RO is therefore to establish: 
 

 the improvements necessary in the RP’s application of its Vital Area Categorisation and Classification 
methodology [based on the original submission at 6];  and 
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 the regulatory expectations regarding the work necessary to be completed during GDA to deliver a 
suitable and sufficient VAI study for the generic UK HPR1000 design, and demonstrate compliance 
with relevant SyAPs [7].  
 

Relevant Legislation, Standards and Guidance 
 
Further details of the regulatory expectations regarding identification and categorisation of VAs are provided in 
the SyAPs [7]. Fundamental Security Principle (FSyP) 6 – Physical Protection Systems (PPS), and associated 
paragraphs, provides the overall expectation within the scope of GDA: 
 

 
 
Security Delivery Principle (SyDP) 6.2 – Categorisation for Sabotage, provides further expectations regarding 
categorisation against sabotage.  
 

 

 
 
Further details can be found in the associated Technical Assessment Guide (TAG) [1]. This provides specific 
expectations regarding the adequacy of a VAI study.  
 
Regulatory Expectations 
 
In responding to this RO, ONR expects the RP to:  
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 Further develop their arrangements for Vital Area Identification (VAI) [4] throughout the remainder of 
Step 3 and into Step 4 of GDA, on timescales commensurate with delivering suitable and sufficient 
VAI and categorisation work for the generic UK HPR1000 design. These arrangements, when 
implemented, must be able to accurately identify the Systems, Structures and Components (SSCs) 
and areas within and around the generic UK HPR1000 design which are potential VAs. 

 
 Provide suitably categorised VAs, in accordance with regulatory expectations. The RP’s Vital Area 

Categorisation and Classification methodology [1] was submitted with the Annex G Phase 5: 
Identification of Vital Areas [4]. The methodology stated that “In accordance with the requirements of 
SyAPs all VAs are categorised based on the potential radiological consequence”. This categorisation 
has not yet been presented to ONR for assessment, but this is required. 

 
 As part of the VAI and Categorisation, provide the basis upon which the radiological consequences 

have been determined and the assumptions which have been applied as a result of the limits of the 
information available at this stage of the GDA. 

 
Within the Assessment Plan for Step 3, it was ONR’s understanding that the RP would issue a VAI and 
Categorisation for Operating State A (reactor at power) in order to demonstrate their process and allow this to 
be assessed by ONR. However, the RP did not deliver this in detail and instead presented a document which 
identifies potential VAs and gives their location by room. Consequently, ONR now expects the RP to present 
the VAI and Categorisation for Operating State A as soon as practicable. This should be done in time to allow 
the assessment of and feedback on the Operating State A submission, prior to the RP completing the work on 
the remaining reactor operating states. 
 
Overall, during Step 4 of GDA the RP should demonstrate the implementation of their arrangements and 
present a VAI and Categorisation commensurate with the information available at that stage of the GDA. High 
level guidance as to ONR’s expectations of what the RP’s arrangements should demonstrate in the VAI and 
Categorisation are provided below and further guidance can be found in [1 and 2]:  
 

 The RP should assume that all threats described in the NIMCA [3] will be deployed in any conceivable 
combination. 

 
 The interdependency between SSCs in delivery of safety functional requirements should be 

considered. This is to include but not limited to redundancy, diversity, segregation, common cause 
failure, single failure criterion. Further detail can be found in [8]. 
 

 A loss of off-site power (LOOP) should be assumed as this cannot be protected by the RP.  
 

 All plant operating states should be considered including both active and passive systems required to 
maintain plant safety. The intent for this RO is that ONR will assess the submission for Plant 
Operating State A such that any feedback can be incorporated into the RP’s assessments of the other 
plant states. 
 

 The VA Categorisation should allow for the identification of the PPS outcomes given in the SyAPs 
document [6] that need to be met (not the PPS design itself in this work). 
 

 The VAI and Categorisation should present a linkage between the identified VAs, the relevant 
malicious capabilities (in the UK DBT [2]) and the radiological consequences that could result, thus 
informing the selection of appropriate PPS.  
 

 The assumptions, conclusions and recommendations in any VAI study should be explained and 
justified. The arguments developed in any study should be supported with factual evidence, and the 
necessary understanding of the behaviour of associated systems or processes should be established.  
 

 Any analytical methods, such as Deterministic Safety Analysis (DSA), used by the RP to substantiate 
safety arrangements in a VAI study should be shown to be ‘fit for purpose’ with adequate verification. 
 

 The RP should ensure a holistic VAI study is developed with clear links between any 
engineering/technical substantiation or analysis. It should also define where VA protection depends on 
external facilities and services, and clearly substantiate any associated assumptions that are made. 
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The output of the RP’s VAI and Categorisation for sabotage is to be used as the starting point for the design of 
PPS measures. PPS design is out of scope of this RO, and ONR expects that no claims and arguments made 
against perceived or planned PPS will be made within the VAI and categorisation for sabotage submissions. 
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Regulatory Observation Actions 

RO-UKHPR1000-0025.A1 – Vital Area Identification and Categorisation for Operating State A 
 
In response to this Regulatory Observation Action, GNS should: 
 

 Provide a revised VAI and Categorisation methodology.  

 Develop and apply suitable arrangements to deliver a VAI and Categorisation submission for 
Operating State A, in line with the maturity of the generic UK HPR1000 design. 

 ONR considers that the response to this Action should: 
 

o Identify each vital area and accurately categorise them for sabotage, in line with the regulatory 
expectations described in this RO. 

o Be subject to an appropriate internal peer review by the RP and be subject to an assurance 
and governance process prior to being issued. 

 
Resolution required by 'to be determined by General Nuclear System Resolution Plan' 

RO-UKHPR1000-0025.A2 – Completion of Vital Area Identification and Categoriastion for all plant 
operating states 
 
In response to this Regulatory Observation Action, GNS should: 
 

 Provide the VAI and Categorisation for all the remaining reactor Operating States (B to F), based upon 
the arrangements developed in response to Action 1. The output is to be a submission which, for each 
of those operating states, identifies the vital areas and accurately categorises them for sabotage in 
line with the regulatory expectations given in this RO. 

 
Resolution required by 'to be determined by General Nuclear System Resolution Plan' 

REQUESTING PARTY TO COMPLETE 

Actual Acknowledgement date:  

RP stated Resolution Plan agreement date:  
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