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[bookmark: _Toc215736020][bookmark: _Toc109727646]Executive summary
This report presents the outcomes of my Cyber Security assessment of the Holtec SMR-300 as part of Step 2 of the Office for Nuclear Regulation (ONR) Generic Design Assessment (GDA). This assessment is based upon the information presented in revision 1 of Holtec’s Safety, Security and Environment Case (SSEC) (comprising a Preliminary Safety Report (PSR), Preliminary Environment Report (PER), Preliminary Safeguards Report (PsgR), and Generic Security Report (GSR)), the Design Reference Point (DRP) revision 2, and supporting documentation. 
ONR’s GDA process calls for a step-wise assessment, which increases in detail as the project progresses. The focus of my assessment in this step was towards the fundamental adequacy of the SMR-300 design and GSR, and the suitability of the methodologies, approaches, codes, standards and philosophies which form the building blocks for the design and generic safety and security cases.
[bookmark: _Hlk192240831]In accordance with my assessment plan I targeted my assessment at the aspects of the SMR-300 design that are novel, contentious, or where significant security claims are made. My expectations were informed by ONR’s Security Assessment Principles (SyAPs), Technical Assessment Guides (TAGs) and other guidance which ONR regards as relevant good practice.
I targeted the following aspects in my assessment of the SMR-300 DRP and SSEC:
The Requesting Party’s (RP) methodology for cyber security risk assessment;
Application of the methodology against the Plant Safety System (PSS) to evidence its efficacy against SyAPs expectations;
The RP’s cyber security architecture;
The RP’s Secure by Design (SbD) approach to Cyber Protection Systems (CPS).
In line with the objectives for Step 2, I undertook a broad review of the highest level fundamental claims and supporting arguments related to cyber security. My expectations for Step 2 GDA were that the RP would demonstrate its approach to analysis of cyber risks to the design by identifying, characterising and assessing a relevant system to demonstrate that it can be appropriately protected.
The focus of my assessment was the fundamental adequacy of the cyber security risk assessment methodology and a demonstration of its application against the design. This would allow the RP to demonstrate in a Step 2 GDA that cyber security risks to the design will be identified and assessed to inform the design of a CPS as part of the overall security justification. This methodology took into account the cyber threats described in the RP’s Threat Interpretation which allowed the RP to inform and evaluate its CPS design and demonstrate that the relevant CPS outcomes defined in SyAPs could be met.
Based upon my assessment, I have concluded the following:
I judge that the Cyber Security Risk Assessment Methodology (CSRAM) is fundamentally adequate and meets regulatory expectations for Step 2 of GDA. The methodology is based on Relevant Good Practice (RGP) and appropriate standards, capable of demonstrating the relevant CPS outcomes and incorporates the relevant Key Security Plan Principles (KSyPPs) in its approach. 
I judge that the RP has adequately risk assessed the cyber security risks to the PSS and aligned its analysis to an appropriately defined risk appetite. I judge the application of the CSRAM on the PSS to be fit for purpose whilst adequately demonstrating the overall functionality of the methodology.
I have identified some aspects where the cyber security of the architectural design requires further assessment and where recommendations need to be taken through the relevant processes to enable additional cyber security analysis and protection measures. The RP has recognised these and I am content that they will be addressed as part of ongoing design developments post Step 2 GDA.
The RP has developed its own proxy Design Basis Threat (DBT), which whilst not considered to be RGP, is deemed as sufficient for Step 2. The RP has subsequently committed to the application of the UK DBT in future security assessments of the SMR-300. 
I am satisfied the RP’s cyber security submissions in relation to SbD are fundamentally adequate.
Within its submissions, the RP has recognised areas related to cyber security that require further development post GDA. Some of these have been mentioned in this assessment however all remain relevant for the licensee.
[bookmark: _Hlk168596328]Overall, based on my step 2 assessment, I have not identified any fundamental security shortfalls from a cyber security perspective that would prevent ONR permissioning the construction of a power station based on the generic Holtec SMR-300 design.
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[bookmark: _Toc215736022]Introduction
This report presents the outcomes of my Cyber Security assessment of the Holtec SMR-300 as part of Step 2 of the Office for Nuclear Regulation (ONR) Generic Design Assessment (GDA). This assessment is based upon the information presented in version 1 of the Holtec SMR-300 Safety, Security, Safeguard, and Environment Case (SSEC) (refs. [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] [28] [29] [30] [31] [32] [33] [34] [35] [36]) the Design Reference Point (DRP) (ref. [37]), and supporting documentation (ref. [38]).
Assessment was undertaken in accordance with the requirements of ONR’s management system. It follows ONR’s Risk Informed and Targeted Engagements policy (RITE) (ref. [39]), guidance on the mechanics of assessment (ref. [40]), Security Assessment Principles (ref. [41]), together with the principles detailed in the supporting Technical Assessment Guides (TAGs), have been used as the basis for this assessment. 
Background
ONR’s GDA process (ref. [42]) calls for a step-wise assessment of the Requesting Party's (RP) submissions with the assessments increasing in detail as the project progresses. Holtec International is the RP for the GDA of the Holtec SMR-300 design. Holtec International has designated Holtec Britain to manage the GDA project, including developing the SSEC. Holtec Britain is a wholly owned UK subsidiary of Holtec International.
In October 2023 ONR, together with the Environment Agency and Natural Resources Wales (NRW), began Step 1 of the GDA for the Holtec SMR-300. Step 1, which is the preparatory part of the design assessment process and mainly associated with initiation of the project and preparation for technical assessment in later steps, was successfully completed in August 2024 (ref. [43]).
Holtec International confirmed that it only intends to complete GDA up to the end of Step 2. The output of Step 2 GDA is a GDA Statement.
Step 2 commenced in August 2024. The focus of ONR’s assessments in this step is towards the fundamental adequacy of the design and SSEC, and the suitability of the methodologies, approaches, codes, standards and philosophies which form the building blocks for the design and generic SSEC. The objective is to undertake an assessment of the design against regulatory expectations to identify any fundamental safety, security, or safeguards shortfalls that could prevent ONR granting permission for construction of a power station based on the design (ref. [42]).
Prior to the start of Step 2 I prepared a detailed assessment plan for Cyber Security (ref. [44]). This has formed the basis of this assessment and was also shared with the RP to maximise openness and transparency.  
This report describes one of a series of assessments which support ONR’s overall judgements at the end of Step 2 which are recorded in the Step 2 Summary Report (ref. [45]).
Scope
The assessment documented in this report is based upon the DRP and SSEC for the Holtec SMR-300 as summarised in the SSEC chapters and supporting documentation. 
The overall scope of the Holtec SMR-300 GDA is described in the PSR chapters A1 and A2 (ref. [1] [2]). The GDA scope was agreed in Step 1 although this has been modified, with agreement of the regulators, during Step 2 (refs. [46] [47]). Holtec International has indicated that it intends to complete a two-step GDA with the objective of receiving a GDA Statement from ONR, and has aligned its GDA scope with this objective. The GDA scope defines the generic plant and layout and includes all systems, structures and components that are identified as being important to safety, security and safeguards, all modes of operation, and all stages of the plant lifecycle.
My Cyber Security assessment scope is defined in my assessment plan (ref. [44]) which is discussed in detail in section 4.1 and includes the following topics:
The RP’s methodology for cyber security risk assessment.
Application of the methodology against a sample system to evidence its efficacy against SyAPs expectations.
Secure by Design (SbD) approach to Cyber Protection Systems (CPS).
Cyber security architecture.
Some topics originally included in my assessment plan are out of the scope due to proposed design changes. I cover those in detail in section 4.1. 
However, given that this is a fundamental assessment and the design of the Holtec SMR-300 is still developing, not all aspects of the facility design are within the GDA scope. The following aspects are therefore out of scope for this assessment:
Detailed designs of the CPS;
Enterprise information technology (IT) networks and internet facing conduits.
Consideration of the output from the secure by design process, as this will be undertaken during subsequent stages of the design development.


[bookmark: _Toc215736023]Assessment standards and interfaces
For ONR, the primary goal of the GDA Step 2 assessment is to reach an independent and informed judgment on the adequacy of the design as detailed in the DRP, and the safety, security and safeguards case for the reactor technology being assessed.
ONR has a range of internal guidance to enable inspectors to undertake a proportionate and consistent assessment of such cases. This section identifies the standards which have been considered in this assessment.
This section also identifies the key interfaces with other technical topic areas.
Standards 
The ONR SyAPs (ref. [41]) constitute the regulatory principles against which the RP’s case is judged. Consequently, the SyAPs are the basis for ONR’s assessment and have therefore been used for the Step 2 assessment of the Holtec SMR-300.
The International Atomic Energy Agency (IAEA) safety standards (ref. [48]) and nuclear security series (ref. [49])  are a cornerstone of the global nuclear safety and security regime. They provide a framework of fundamental principles, requirements and guidance. They are applicable, as relevant, throughout the entire lifetime of facilities and activities.
The relevant SyAPs and IAEA standards are embodied and expanded on in the TAGs (ref. [50]).
1.1.1. Security Assessment Principles (SyAPs)
The key SyAPs applied within my assessment are Fundamental Security Principle (FSyP) 7 – Cyber Security & Information Assurance. This has formed the basis of my assessment to ensure that the RP has implemented and maintained effective cyber security and information assurance arrangements that integrate technical and procedural controls to protect the confidentiality, integrity and availability of sensitive nuclear information (SNI)  and technology. 
Specifically, the following Security Delivery Principles (SyDP) have been applied in my assessment:
SyDP 7.1 Effective Cyber and Information Risk Management - SyDP 7.1 articulates ONR’s expectations for cyber security risk management and the design of Cyber Protection Systems.
SyDP 7.3 Protection of Nuclear Technology and Operations - SyDP 7.3 articulates ONR’s expectations for demonstrating that equipment and software is appropriately characterised, and risk informed controls applied.
The following Key Security Plan Principles (KSyPPs) were also used throughout the assessment:
KSyPP 1 Secure by Design;
KSyPP 2 The Threat;
KSyPP 3 The Graded Approach;
KSyPP 4 Defence in Depth.
A list of the SyAPs used in this assessment is recorded in Appendix 1.
Technical Assessment Guides (TAGs)
The following TAGs have been used as part of this assessment:
CNS-TAST-GD-7.1 - Effective Cyber and Information Risk Management (ref. [51])
CNS-TAST-GD-7.3 – Protection of Nuclear Technology and Operations (ref. [52])
CNSS-TAST-GD-11.1 – Guidance on the Security Assessment of Generic New Reactor Designs (ref. [53])
CNS-TAST-GD-11.4.1- Secure by Design (ref. [54])
National and international standards and guidance
The following international standards and guidance have been used as part of this assessment:
IAEA, Computer Security of Instrumentation and Control Systems at Nuclear Facilities, Nuclear Security Series No. 33-T (ref. [55])
IEC 62443‑3‑2:2020 - Security for industrial automation and control systems, Part 3-2: Security risk assessment for system design (ref. [56])
IEC 62443-3-3:2019 - Industrial communication networks – Network and system security, Part 3-3: System security requirements and security levels (ref. [57])
IEC 62645:2020 - Nuclear power plants - Instrumentation, control and electrical power systems - Cybersecurity requirements (ref. [58])
BS EN 61508-1:2010 - Functional safety of electrical/electronic/ programmable electronic safety-related systems. General requirements. (ref. [59])
IEC 62988:2022 - Nuclear power plants. Instrumentation and control systems important to safety. Selection and use of wireless devices. (ref. [60])
IEC 63096:2020 - Nuclear power plants. Instrumentation, control and electrical power systems. Security controls. (ref. [61])
Integration with other assessment topics
I have worked closely with other topics as part of my cyber security assessment. Similarly, other assessors sought input from my assessment. These interactions are key to the success of GDA to prevent or mitigate any gaps, duplications or inconsistencies in ONR’s assessment. 
The key interactions with other topic areas were:
Physical security and sabotage, target analysis and review (STAR) to ensure a holistic approach to security by design, including the continuity of ‘golden thread’ claims and arguments;
Control & Instrumentation (C&I) to assess the RP’s submissions in relation to Computer Based Systems Important to Safety (CBSIS). This included my attendance at C&I topic meetings with the RP and regular discussions with the C&I assessor. This was to ensure alignment and appropriate collaboration between cyber security and C&I topic areas within the RP.
Use of technical support contractors
During Step 2 I have not engaged Technical Support Contractors (TSCs) to support my cyber security assessment for the Holtec SMR-300.  


[bookmark: _Toc215736024]Requesting party’s submission
The RP’s principal submissions are a series of drawings and documents that make up the DRP and a series of SSEC chapters and other supporting references, which provides its preliminary safety, security, safeguards and environment cases for the generic SMR-300 design. This section presents a summary of the SMR-300 design and security case for cyber security. It also identifies the supporting documents submitted by the RP which have formed the basis of my cyber security assessment of the SMR-300.
Summary of the Holtec SMR-300 design
The Holtec SMR-300 design is a Pressurised Water Reactor (PWR) with a single steam generator, including an integrated pressuriser and two Reactor Coolant Pumps (RCPs) providing forced circulation in normal operation. The target electrical power output of each SMR-300 unit is 320 MWe (from a thermal power of 1,050 MWth) with a design life of 80 years for non-replaceable components. The SMR-300 design submitted for assessment in GDA is a twin-unit design comprising two SMR-300 reactors and associated plant.
The SMR-300 is equipped with a number of supporting systems for normal operations and a range of safety measures to provide cooling, criticality control, and contain radioactivity under fault conditions. Passive safety features are preferred to active components, reflecting the RP’s design philosophy. 
The SMR-300 has a compact layout. The Reactor Pressure Vessel (RPV), which holds the fuel assemblies, the steam generator, RCPs and associated pipework, the Spent Fuel Pool (SFP) and the passive safety systems, are all held within a steel Containment Structure (CS) within a concrete and steel Containment Enclosure Structure (CES). An Annular Reservoir (AR), containing a large volume of water, is located between the CS and CES.  The AR is used to provide the ultimate heat sink to the passive safety systems.  
The twin unit design is comprised of two separate reactors in separate containment buildings. Each reactor has dedicated normal operation systems, safety measures and SFP, however there is a single control room for the twin unit SMR-300.
The Holtec SMR-300 design has been developed by the RP based upon well-established PWR technology. The RP claims that the design of the SMR-300 is based upon the following principles:
redundant and passive engineered safety features
simplified plant design with structures designed to withstand all postulated external events
ability to mitigate design basis accidents with no operator action
ability to cope with an extended loss of all AC power for at least 72 hours
defence-in-depth approach to beyond design basis accident mitigation
highly reliable active systems to support normal plant operation
SSEC approach and structure
The SSEC for the SMR-300 consists of the PSR, the PER, the Generic Security Report (GSR) and the Preliminary Safeguards Report (PSgR), along with their supporting documents. The complete set of SSEC documentation submitted for the GDA is captured within the Master Document Submission List (MDSL) (ref. [38]). 
The SSEC has been developed for a twin-unit reactor design to be constructed, operated, and decommissioned on any generic site that is within the bounds of the generic SMR-300 Generic Site Envelope (GSE).
The fundamental purpose of the SSEC is to demonstrate that the SMR-300 can be constructed, commissioned, operated, and decommissioned on a generic site in the United Kingdom (UK) to fulfil the licensee’s legal duties to be safe, secure and protect people and the environment (ref. [1]).
The SSEC and supporting documents have been prepared using the Claims Arguments Evidence (CAE) concept. SSEC Chapter A3 (ref. [3]) provides a high-level route map which links the claims made throughout the SSEC to the fundamental purpose.
Summary of the requesting party’s case for Cyber Security 
The aspects covered by the Holtec SMR-300 security case for cyber security can broadly by grouped under four headings which are summarised as follows:
Cyber Security Risk Assessment Methodology
Given the maturity of the design, the RP focused on delivering a methodology for Cyber Security Risk Assessment Methodology (CSRAM) (ref. [62]), based on relevant good practice (RGP) and international standards. The methodology sets out the process for risk assessment and justification of cyber security risks as well as supporting development of appropriate security measures and security design modifications.
Specifically, the relevant Step 2 cyber security submissions were intended to develop the high level Security Claim (SyC):
SyC 2 – Targets and their locations requiring protection from theft and sabotage are identified and categorised.
Cyber Security Risk Assessment Study
The RP trialled the CSRAM against the PSS, providing a report on their findings – Cyber Security Risk Assessment (CSRA) Study (ref. [63]). The CSRA demonstrates the application of the CSRAM, provides justification of cyber risks and provides supporting evidence to the GSR. 
To facilitate this process, the RP developed a high-level threat interpretation (ref. [64]) to inform the assessment of the potential capabilities of malicious external and internal adversaries. The threat interpretation was developed from publicly available information sources to create a proxy Design Basis Threat (DBT). The use of a proxy DBT was intended to ensure that Step 2 security risk assessments were informed by a representative threat, without the constraints imposed had the UK DBT been applied. Assessment of this threat interpretation is also contained within the STAR Assessment Report (ref. [65]) and the Protective Security Assessment Report (ref. [66]). 
Specifically, the relevant Step 2 cyber security submissions were intended to develop the high level SyCs:
SyC 3 – An appropriate level of threat is considered in the security assessments;
SyC 4 – Proportional protection against theft or sabotage is achieved through a combination of robustness, physical, cyber and procedural measures.
Cyber Security Architecture
The RP presented a high-level C&I architecture that was used to inform the cyber security architecture with respect to network segregation and the use of zones and conduits. 
Specifically, the relevant Step 2 cyber security submissions were intended to develop the high level SyC:
SyC 4 – Proportional protection against theft or sabotage is achieved through a combination of robustness, physical, cyber and procedural measures.
Demonstrating Risks are Secure by Design 
The output of the cyber security risk assessment work was used to reduce the vulnerability from cyber attack through the application of the Secure by Design (SbD) principle.
Specifically, the relevant Step 2 SbD submissions were intended to develop the high level SyCs:
SyC 4 – Proportional protection against theft or sabotage is achieved through a combination of robustness, physical, cyber and procedural measures;
SyC 5 – The design of the SMR-300 is influenced by security considerations.
Basis of assessment: requesting party’s documentation
The principal documents that have formed the basis of my cyber security assessment are:
· Cyber Security Risk Assessment Methodology (ref. [62]) which presents the cyber security risk assessment methodology for the SMR-300 project.
· Cyber Security Risk Assessment Study (ref. [63]) which presents the cyber security risk assessment of the SMR-300 PSS.
· Secure by Design Methodology (ref. [67]) which presents the methodology for the application of SbD during GDA.
· Secure by Design Study (ref. [68]) which presents the application of the SbD methodology during GDA.
· Generic Security Report (ref. [29]) which presents the developing security case for the generic SMR-300.
· Threat Interpretation (ref. [64]) which presents an interpretation of the security threats to the generic SMR-300.
· Conceptual Security Arrangements (ref. [69]) which presents a high level overview of how the residual security risk at a UK SMR-300 will be managed.
Approach to GDA Step 2 Cyber Security
The RP has employed a specialist subcontractor (Risktec Solutions Limited) to provide suitably qualified and experienced resources to support the development of its cyber security programme for this GDA.
[bookmark: _Toc215736025]ONR assessment
Assessment strategy
The overall objective of my GDA Step 2 assessment was to reach a regulatory judgment on the fundamental aspects of the SMR-300 design, relevant to cyber security as described in sections 1 and 3 of this report.
As outlined in sub-section 1.2 of this assessment report, my principal scope was established within the security assessment plan (ref. [44]). Based on the RP’s proposed approach to delivering its Step 2 security plan, the objective of this cyber security assessment is to gain confidence that:
the RP has an appropriate cyber security risk assessment methodology that is repeatable across all relevant cyber assets;
the RP’s GDA Step 2 cyber security risk assessment study (application of the methodology) is sufficient to identify security risks to the assessed system such that a meaningful security case can be developed in line with SyAPs expectations; 
the RP has an appropriate process for identifying improvements to the design to underpin the claims made in their Secure by Design approach;
the RP has an appropriate fundamental cyber security architecture proportionate to its design maturity.
My assessment concentrated upon any aspects which are novel or where there appears to be a potential departure from RGP.
Through early discussions with the RP on the connectivity and function of the different systems within the reactor design, alongside using the principle of targeting the areas of highest risk, the cyber security risk assessment study was conducted on the PSS. 
During the course of the GDA, the RP has internally raised a design challenge to the Diverse Actuation System (DAS). This design challenge has resulted in a decision to implement a hard-wired analogue DAS to the SMR-300 design, to provide clear technological separation from the digital PSS. This proposed design change takes the DAS outside the scope of my fundamental cyber security assessment, due to the non-programmable nature of the proposed DAS solution. 
In the interests of proportionality and efficiency, I have assessed the RPs cyber security submissions on the assumption that the DAS is a non-programmable solution, as specified by the outcome of the design challenge. This is in line with the approach taken by the CSRA Study on the PPS, and associated documentation, which noted the following: “the DAS has now been designated as a non-programmable system as part of the secure by design review.”. However, as this design challenge is currently going through the relevant internal RP processes, it has not yet been finalised, creating a discrepancy between the DRP and what I have assessed from a cyber security perspective. 
The diversity of the DAS, which encompasses this design challenge, is the subject of Regulatory Observation (RO) RO-HOLTECSMR300-001 (ref. [70]), raised by the C&I inspector. Aspects of this RO relate to the increased cyber security risk of microprocessor technology. The RP will need to consider both safety and security aspects when closing this RO, and demonstrating that the updated DAS design meets international standards. Commitment C_C&I_082 has been raised by the RP, as detailed in PSR PART B Chapter 4 [8]. Further information on this topic can be found in the C&I Assessment Report (ref. [71]).
Assessment
Cyber Security Risk Assessment Methodology
It is my regulatory expectation that the RP should have a defined cyber security risk assessment methodology (CSRAM) that sets out a clear, coherent and repeatable process for identification, assessment and management of potential cyber security risks to the design (ref. [52]). The methodology should demonstrate fundamental adequacy in the application of FSyP 7, specifically SyDPs 7.1 and 7.3, and KSyPPs 1-4 of SyAPs. It should also provide a credible means of meeting the outcomes for a CPS via the selection of a comprehensive set of controls.
I assessed the RP’s CSRAM (ref. [62]) and the cyber security control sets within the methodology. The methodology sets out a process to identify, assess and manage cyber risks through the lifecycle of the design and operation of the SMR-300. It includes: 
assignment of security degrees to systems based on safety consequence; 
assignment of CPS outcomes; 
an initial screening risk assessment for low consequence systems;
guidance on control sets;
a multiple system methodology.
The methodology integrates threat intelligence from the RP’s threat interpretation submission (ref. [64]) and leverages the tactics and techniques from the MITRE ATT&CK framework (ref. [72]) to structure a detailed assessment of risks. I have reviewed the RP’s threat interpretation to understand its characteristics and I am satisfied that it contains relevant threat types that can be used to appropriately inform the CPS design. 
In the GSR, the RP establishes a GDA security undertaking:
The UK DBT will inform future security assessments of the SMR-300.
This aligns with the UK regulatory expectation that cyber security risk assessment is undertaken using the UK DBT (KSyPP 2). I judge that the use of a proxy DBT (as defined in ref. [64]) for this stage of design development does not undermine regulatory confidence in the output of the cyber security risk assessment process.
The methodology consists of a five-step process based around the IEC 62443-3-2 standard for Security Risk Assessment for System Design (ref. [56]), this includes:
creating a system asset register that identifies all nuclear Operational Technology (OT) and computer based security systems;
system identification incorporating partitioning it into zones and conduits and identifying system interconnections;
conducting an initial risk assessment and screening of a system;
conducting a detailed assessment dependent on the risk which then informs the controls selected to meet CPS outcomes. 
The security levels from IEC 62443-3-2 have been substituted with the security degrees from IEC 62645 (ref. [58]) which allows for security control requirements to be graded to the nuclear safety significance of a particular system (KSyPP 3). To maintain alignment with the US approach, the RP has mapped the US cyber security level (as set out in RG 5.71, ref. [73]) to the UK cyber security degree (as set out in IEC 62645). I judge this approach to security degrees to be appropriate.
Within the methodology, control sets are provided which have been derived from IEC 62645, IEC 62443-3-3 (ref. [57]), IEC 61508 (ref. [59]), IEC 62988 (ref. [60]) and IEC 63096 (ref. [61]). The control sets defined by the RP in its CSRAM have been mapped to the CPS functions defined in SyAPs, namely Identify, Protect, Detect, Respond and Recover. This approach demonstrates the breadth of defence in depth (KSyPP 4) achieved by the controls. 
The RP has adopted a tailored approach to control set design that combines the control sets of many relevant standards to meet its requirements. I judge that the RP has taken an approach that is wide-ranging and suitably adapted to its needs whilst ultimately defining a comprehensive set of controls that are consistent with the selected standards.
I found the high-level CSRAM process to be clear, coherent and repeatable whilst also demonstrating alignment with Clause 4 of IEC 62443-3-2. I judged the submission demonstrated adequate understanding of regulatory expectations within SyAPs for achieving specified CPS outcomes. I found it to be comprehensive in addressing the scope of what such a methodology should encompass and the selected standards, techniques and RGP are judged to be suitable for the intended purpose. 
Overall, I judge that the CSRAM is fundamentally adequate and meets regulatory expectations for Step 2 of GDA. The methodology is based on RGP and appropriate standards, capable of demonstrating the relevant CPS outcomes and incorporates the relevant KSyPPs in its approach. The approach to CBSIS aligns with the broad principles for protection of C&I systems set out in international good practice, IAEA NSS-33T (ref. [55]). That is, one based on the application of a graded approach incorporating security levels/degrees and zones and identifying security requirements during the design phase.
Cyber Security Risk Assessment Study
It is my regulatory expectation that the RP applies its CSRAM to a suitable CBSIS so to evidence its efficacy against SyAPs expectations. Through this application, it is my regulatory expectation that relevant risks be identified, and suitable controls applied, whilst also demonstrating the overall functioning of the methodology, as articulated in TAG 7.1.
The RP applied its CSRAM to the PSS and its interconnections with other systems as recommended in TAG 7.3 (ref. [52]). The PSS was given security degree 1 by the RP, as per IEC 62645 (ref. [58]). This represents the most stringent security degree which aligns with my expectations given the PSS’s safety function. Alongside this, the RP has categorised the PSS in line with SyAPs Annex G. The identification and categorisation of the PSS allows the RP to design an effective CPS using a graded approach (KSyPP 3) to achieve an adequate cyber security outcome.
For the purposes of the CSRA, the PSS was considered to be a zone (with sub-zones associated with each PSS division). Each interconnection detailed within the CSRA was considered to be a conduit enabling the risk assessment to be conducted taking into account all connections.
The risk assessment of the PSS involved:
considering the capabilities of threat actors;
determining the consequence of a successful cyber attack on the system;
establishing the unmitigated risk ranking for each attack method;
applying appropriate control sets;
establishing the mitigated risk ranking for each attack method.
The above process also maps threat actors to the CPS outcomes of SyAPs Annex H which establish the required outcome that the RP’s CPS must meet to protect against such capabilities.
Alongside this, a comprehensive and graded control set is applied to the PSS to mitigate against the consequences assessed in the CSRA and meet the CPS functions of SyAPs Annexes H, I and J. In this regard, the RP has adopted a graded approach (KSyPP 3) to control set application; the control sets increase with the increased stringency of the security degree of a system. Similarly, I judge that the RP has achieved defence in depth (KSyPP 4) in its security controls in line with IEC 62645 as it has established multiple and independent controls which cover organisational, technical and operational aspects.
I judge that the RP has adequately risk assessed the cyber security risks to the PSS and aligned its analysis to an appropriately defined risk appetite. 
Alongside the risk assessment itself, an important output of the CSRA are the recommendations raised throughout the risk assessment. These recommendations represent areas where further work is to be undertaken to establish the full risk profile and apply cyber security controls to achieve the CPS outcomes. These recommendations are captured in the SbD options table as assessed in section 4.2.3.
Following the CSRA, and in line with SyDP 7.1, it is my regulatory expectation that the RP appropriately manages the risks and actions identified within the risk assessment. The RP recognises this responsibility in the CSRAM where it states that “All risks generated as a result of the CSRA should be tracked, managed and closed out/transferred in a risk register with ownership assigned to system owners.” 
Further, when the CSRAM is applied to all relevant systems within the SMR-300 design, further risk management will need to be conducted. In my assessment I have followed the golden thread from the CSRA to the SbD Study, Conceptual Security Arrangements (CSA) and GSR to identify where cyber security risk management is tracked to date. I judge that the RP has conducted proportionate risk identification and management for a Step 2 GDA and has recognised the need for this to continue beyond Step 2 and in line with on-going design maturity and developments.
Similarly, the RP has also recognised the need for utilisation of the SMR-300 Fault Schedule to identify system compromise consequences, as opposed to probabilistic safety analysis which has been used to date. Whilst this represents a gap, the RP has approached its cyber risk assessment proportionately given the design maturity, therefore I judge the approach to be adequate. 
Overall , I judge the application of the CSRAM on the PSS to be fit for purpose whilst adequately demonstrating the overall functioning of the methodology. The CSRA interacts with other security documents such as the GSR (ref. [29]), CSA (ref. [69]) and SbD Study (ref. [68]). The interfaces with other processes and the golden thread from the overall security claim through identification, assessment and into requirements was clear throughout the relevant processes and documentation.
Demonstrating Risks are Secure by Design
It is my regulatory expectation that the RP applies a suitable SbD approach that reduces security risk at the conceptual stage of plant design with the aim of, in time, having an inherently secure design, consistent with operational purposes (KSyPP 1) (ref. [54]). For cyber security, the RP is expected to assess the level of cyber security risk against systems and then seek potential security-driven design improvements by applying a SbD approach.
The RP produced a methodology titled SMR-300 Secure by Design Methodology (ref. [67]) which takes reference from SyAPs, specifically identifying KSyPP 1 – Secure by Design.
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Figure 1 SbD Hierarchy of Risk controls
The RP states that this hierarchy is applied when identifying candidate design modifications, considering key decisions or assessing modifications to the plant during the GDA programme. 
The RP produced a document titled SMR-300 Secure by Design Study (ref. [68]), which aims to evidence and show examples of how the SbD methodology has been applied by the SMR-300 project. Within this document, the RP provided a summary of the plant designs that have been validated or modified to enhance security during the design phase, indicating where on the SbD hierarchy of controls each implemented SbD design sits. These design considerations were influenced by the US-based security team prior to commencement of GDA Step 2, and by applying the US DBT. I am satisfied that the principle of SbD has been integrated and has adequately influenced the early design development of the SMR-300.
The application of the SbD methodology post concept design is linked to the security assessments undertaken during the GDA, namely the CSRA (ref. [63]) assessed above. The expectation is that security risks which are identified through such assessments are either designed out, reduced or mitigated in the design stage.
The CSRA considers the SbD principle as an integral part of the assessment and identifies potential design challenges which could eliminate or reduce an identified issue or vulnerability.
Using the information derived from the security assessments, the RP has compiled a SbD options table (ref. [68]). The output recommendations from the CSRA have been fed into this options table and mapped against the SbD hierarchy of controls (Figure 1). 
Despite there being an emphasis on the upper categories of the hierarchy of controls (figure 1) within this GDA, as per the SbD methodology, the cyber security SbD options fall within the lower categories or are only captured as actions. The RP explained that SbD actions require further information to be available before a SbD option can be identified. This reflects the preliminary nature of the C&I design available for CSRA during GDA Step 2. 
Alongside this, there is no intention from the RP to incorporate SbD options into the reference design during GDA Step 2 due to timescales and design maturity. However, the RP states that they will be fed into the design management process, post GDA Step 2 as follows:
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Figure 2 GDA Design Adaptation Process
In the GSR, the RP establishes a GDA security undertaking:
SbD options will be carried forward into future design iterations and the site specific planning stage.
I judge this to be an appropriate and proportionate outcome. However, it is important to note that benefits will only be realised if candidates are taken forward during subsequent design development post GDA Step 2 as stated by the RP.
I sampled a specific aspect of the architectural design of the SMR-300 regarding connections between safety systems to establish how SbD had been applied in that example. The RP detailed the following:
Eliminating the connection was not an option due an operational requirement for the current architectural design;
Substitution was not a desired option due to the efficiencies gained with respect to space and power of the current architectural design;
Passive engineering designs are already included in the plant design.
Whilst it is preferred that the upper tiers of the hierarchy of control are the focus within early reactor design, this is not always possible. Hence, I judge that in this scenario, the RP has adequately demonstrated the application of SbD and can appropriately justify its outcomes.
A further area where the principle of SbD has been applied is in the DAS design challenge. In the original programmable DAS design there were security principle concerns regarding common mode failure vulnerability due to the insufficient diversity and independence in the SMR-300 C&I architecture. Resultantly, the RP raised a design challenge and subsequent proposed design change that is in line with SbD principles.
I judge that the RP has adequately demonstrated that it adopts an effective SbD approach to developing it’s security arrangements, which is consistent with KSyPP 1 – Secure by Design. 
It is my judgment that the RP has a risk-informed decision making process that enables a multi-discipline team to consider how the SMR-300 design might be modified to meet various design needs across the security discipline, whilst also being cognisant of safety, safeguards and environmental expectations. Whilst I have judged that the SbD methodology and approach adopted by the RP is adequate for a Step 2 GDA, the RP recognised that the SbD approach is ongoing and must be continually reassessed through licensing, construction, and thereafter during operations. 
Overall, I am satisfied the RP’s cyber security submissions in relation to SbD are fundamentally adequate and I have not identified any fundamental shortfalls which would prevent the RP from further developing the generic SMR-300 design to support future permissioning activities for the construction of the SMR-300.
Cyber Security Architecture
This report section contains SNI relating to the assessment of the RP’s cyber security architecture. This has been appended to allow for the main body of the report to remain as “OFFICIAL” information and releasable to the public. This information has been categorised in line with the Classification Policy for the Civil Nuclear Industry (ref. [74]). In accordance with Section 79 of the Anti-Terrorism, Crime and Security Act (ref. [75]), the information in Appendix 2 (ref. [76]) is not made available to the public and has been removed from the publicly accessible version of this report.  
It is my regulatory expectation that the RP has a fundamental cyber security architecture that is designed with SbD principles (KSyPP 1) and follows RGP, such as IEC 62443 (ref. [57]), for segregation and segmentation whilst achieving defence in depth (KSyPP 4) at a fundamental level.
In my assessment, I have not identified any fundamental shortfalls, however I have identified some aspects where the cyber security of the architectural design requires further assessment and where recommendations need to be taken through the relevant processes to enable additional cyber security analysis and protection measures. The RP has recognised these and I am content that they will be addressed as part of ongoing design developments post Step 2 GDA.

[bookmark: _Toc215736026]Conclusions
This report presents the Step 2 Cyber Security assessment for the GDA of the Holtec SMR-300 design. The focus of my assessment in this step was towards the fundamental adequacy of the design and security case. I have assessed the SSEC, SMR-300 design, and relevant supporting documentation provided by the RP to form my judgements. I targeted my assessment, in accordance with my assessment plan (ref. [44]), at the aspects of the SMR-300 design that are novel, contentious, or where significant security claims are made. My expectations were informed by ONR’s SyAPs, TAGs and other guidance which ONR regards as relevant good practice. 
Based on my assessment, I have concluded the following:
I judge that the CSRAM is fundamentally adequate and meets regulatory expectations for Step 2 of GDA. The methodology is based on RGP and appropriate standards, capable of demonstrating the relevant CPS outcomes and incorporates the relevant KySPPs in its approach. 
I judge that the RP has adequately risk assessed the cyber security risks to the PSS and aligned its analysis to an appropriately defined risk appetite. I judge the application of the CSRAM on the PSS to be fit for purpose whilst adequately demonstrating the overall functioning of the methodology.
I have identified some aspects where the cyber security of the architectural design requires further assessment and where recommendations need to be taken through the relevant processes to enable additional cyber security analysis and protection measures. The RP has recognised these and I am content that they will be addressed as part of ongoing design developments post Step 2 GDA.
The RP has developed its own proxy DBT, which whilst not considered to be RGP, is deemed as sufficient for Step 2. The RP has subsequently committed to the application of the UK DBT in future security assessments of the SMR-300. 
I am satisfied the RP’s cyber security submissions in relation to SbD are fundamentally adequate.
Within its submissions, the RP has recognised areas related to cyber security that require further development post GDA. Some of these have been mentioned in this assessment however all remain relevant for the licensee.
Overall, based on my assessment to date, and subject to the provision and assessment of suitable and sufficient supporting evidence, I have not identified any fundamental security shortfalls that could prevent ONR granting permission for construction of a power station based on the generic Holtec SMR-300 design. 
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	SyAP reference
	SyAP title

	SyDP 7.1
	Effective Cyber and Information Risk Management

	SyDP 7.3
	Protection of Nuclear Technology and Operations

	KSyPP 1
	Secure by Design

	KSyPP 2
	The Threat

	KSyPP 3
	The Graded Approach

	KSyPP 4
	Defence in Depth

	Annex G
	Categorisation for Equipment and Software (Used in Connection with Activities Involving NM/ORM)

	Annex H
	Cyber Protection System Outcome and Indicative Security Posture Table

	Annex I
	Cyber Protection System Outcome and Response Strategy Definition Table

	Annex J
	Cyber Protection System Security Posture Description Table
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